HacTpoiika aByxdakropHon ayteHTudpumkauum B macOS
Catalina n HoBee

Ob6wasa nHdpopmauums
WHcTpykums npumeHuma k macOS Catalina u HoBee.
[ns ayteHTudukaumm B macOS MoryT MCnonb30BaTbCs:

Pytoken 3UI PKI;

PyTtoken 3UIM 2.0 2000;

PyToken 3UM 2.0 Flash

PyTtoken 3UIM 2.0 2100;

PyTtoken 3UIM 2.0 3000;

PyToken 3LIM 3.0;

PyTokeH 2151;

CwmapT-kapTta PytokeH QLM 2.0;

CwmapTt-kapTta PytokeH QLM 3.0 NFC;

PyTtoken 3UIM 2.0 Bluetooth (npu nogkntoueHun no USB-kabento).

[ns ayteHTudukaumm B cucteme macOS ncnonb3ytoTcs knoyeBas napa v ceptudukat RSA.

Mepen HacTpoVikol ABYXpaKTOPHON ayTeHTUdMKaLmMnm HeobxoaMMO YCTaHOBUTL CneLmanbHoe NPUoXKeHWe N NPOBEPUTL Hanuyme KnioYeBon napbl
n cepTudmkara.

YcTtaHoBka npunoxeHuna "PytokeH ana macOS"

Mpunoxexune "PyTokeH ans macOS" HeobxoanMmo Ans HacTPoViku ABYXdaKTOpHON ayTeHTudumkaummn B macOS ¢ ncnonb3oBaHneM cepTndukaTos,
3anucaHHbIX Ha YCTPOMCTBax cemerictsa PyTokeH.

YT06bl yCTAHOBUTL 3TO NPUIIOXKEHME:

1. Mepengnte Ha cTpaHuuy:
https://www.rutoken.ru/support/download/mac/


https://www.rutoken.ru/support/download/mac/

2. Ha ctpanuue OpaiiBepbl ans macOS wwenkHuTe no ccbiike PyTokeH gna macOS.

0 komnanau / MpoekTsl / MapTHepsl / Mpecc-UeHTp / ®opym / KoWTakTbl

PYTOKEH

MpopykTbl v Pewenna v Texwonoruu v lMoanepwka v 3akas v Lentp 3arpyakn ~  £# [NA PA3PABOTUMKA

v

BOMPOC-OTBET

WHCTPYKLUK
[paiisepb! ans Pytokew 3L B coBpeMeHHbIX onepauyoHHbIx cucTemax mac0S
LIEHTP 3ATPY3KH He TpeGyioTes. Monb3oBaTenam ycrapeswnx Bepcnii macOS X 10.6 Snow Leopard u Gonee PyTokex 3LM B mac0S
PaHHMX MOXET N0TPe60BATLCS BHECTM MZMEHEHMS B KOHGUTYPALMOHHBIF (aiin
[lpaiiBepbl Ans Windows B COOTBETCTBHH C MHCTRYKLMed. PyTokeH Lite 8 mac0S
[ipaiigepbi Ang ETAUC Ecnu PyToker ucnonbayetcs B BUpTyanbHoii cpefie Windows, sanyluieHHoii Ha komnbioTepe
Mac uepes Parallels Desktop, VmWare Fusion unu Oracle VirtualBox, To HacTpausatb PyToken
= [ipaiisepbl Ans mac0S B macOS He 06A3aTeNbHO.
[l\paiisepbl Ans *nix OBPATUTE BHUMAHUE

B coBpeMeHHbix macOS, HaunHas ¢ Bepeun 10.15 Catalina, yeTpoiicTea PyToker

PytokeH lnarvt . :
oy He oTo6paatoTcs B NpunoxeHmk «CeA3Ka ktoyeit» (KeyChain). na oto6paxenms

BubnmoTera PKCS#11 CEPTUGUKATOB B CaMUX NPUNOXEHUSX HEOGXOIMMO YCTAHOBUTD PyToKeH Jna macOs.
PyToKkeH Jloron

PyToken ana mac0S \
PyTokeH KoHHekT
Py Bepcua 1.0.0 071 14.11.2019
10 ana PytokeH VPN Monnepxusaempie OC: mac0S12/11/10.15

Cni ANA padoTsi R Ha i cemeiicTsa PyTokeH

Mopynu nnTerpavmn c OpenSSL 3UM ¢ ucnonb3oBaHem MHCTpyMerTos macOS.

[llpaitBepbl PyTokeH Maructpa

RokymetTaums

Bepcua 2.0.11.0 07 30.11.2020

Monnepxusaempie OC: macOS 10.14/10.13/10.12/10.11/10.10/10.9
TOPTAN AOKYMEHTALIN Monynb noanepxxn Cassku Kntouei no6asnsiet nonaepkky Pyroken 3LM npu padore
o c RSA. Ci W knroun FOCT, Ha Pyrokex 3L & Ceszke
BA3A SHAHMI ; yroces
Knroueii (KeyChain), BiAHbI He GyayT.

DOPYM

3. 3arpysuTe npunoxexue.

4. TMepenpuTte B Nanky 3arpy3ku.

5. [OBaxppl WwenkH1Te no HassaHuto charina PyTokeH ans macOS.

6. B okHe PyTokeH anst macOS nepeHecuTe haiin ¢ oAHOMMEHHbIM Ha3BaHWeM B nanky Applications.

[_) PyTokeHn ans macOS

7. MepewignTe B Launchpad v aBaxab! LWENKHWTE NO Ha3BaHMio npunoxeHusi PyTokeH ans macOS.

8. B okHe c noATBepX/AEHMEM OTKPbITUS NPUIOXeHNs HaxxmuTe OTKPbITb. B pesynbTaTe npunoxenne PyTokeH ans macOS fo6aBuT BOZMOXHOCTb
ayTeHTUdMKaLMM No cepTudukaTy B cuctemy.



Mocne ycTaHOBKM NpunoxeHus o6a3aTensHo nepesarpyanTe KOMMbIOTEP.

®daitn «PyTokeH ansa macOS» sBnseTcs NpUAoXKeHNeM, 3arpy>KeHHbIM U3
WHTepHeTa. Bbl 4eliCTBUTENBHO XOTUTE OTKPbITh €ro?

www.rutoken.ru

OTKpbITb

Moka3saTb Be6-cTpaHuLy

OTMeHUTb

Bonblie He npeaynpexaaTb NPy OTKPbITUM MPOrpamMmM B aTom obpase avcka

@ PyTokeH gna macOS
CuctemMa HacTpoeHa

macOS rotoBa k paboTe ¢ ycTpOMCTBaMu
PyTokeH.

TexHu4yeckas nognep>Kka:

hotline@rutoken.ru
+7 (495) 925-77-90

[anee npoBepbTe HanM4ue KnNoYeBoii Napbl U ceptncdmkata RSA Ha PyTokeHe.

[MpoBepka Hanu4una knto4eBon Napbl n ceptudmkata RSA

YT06bl NPOBEPUTL HanM4Yne KyeBoi Napel n ceptTudmkata RSA, noaknioumTe PyToKeH K komnbtoTepy. Ecnu Ha akpaHe oTobpa3nnock yBeaomeHme o
TOM, YTO BCTaBreHa cmapT-kapTa, C KOTOpon He co3gaHa napa RutokenCTK, 3HauuT cepTudmkar ectb.



His MAPA CO CMAPT-KAPTOW 1 MuHyTY Hasan

Aktiv Rutoken ECP
BcTaBneHa cMapT-kapTa, C KOTOpPOW He Co3aaHa

napa:
RutokenCTK

B Takom cnyvae HeoB6X0AMMO BbINOMHUTL TOMBKO cneumanbHyo HaCTPOIKyY, KOTopasi onucaHa B COOTBETCTBYHOLLIEM pasfere.

"eHepauus KnoyeBon napbl U BbiNUCbIBaHUe cepTudgunkata RSA

CreHepupoBaTh KIOYEBYO Napy ¥ BbiNuMcaTtb CepTUMMKAT MOXKHO Ha crieumarnbHOM cepauce ra.rutoken.ru.
[ins paboTbl C 3TUM CEpPBMCOM BaM HEOBXOAMMO 3arpy3uTb U ycTaHoBUTb PyTokeH MnaruH. Ero akTyanbHasi Bepcusi pacrnonioXxeHa Ha CTpaHuue:
https://www.rutoken.ru/support/download/rutoken-plugin/

B pa3aene Monb3osatensm macOS.

Monb3oBaTenam macOS

PytokeH Mnarud ana mac0S

Bepcua: 4.5.6.0 07112.08.2021
Bpaysepoi: Muozilla Firefox, Google Chrome, Opera, CnyTHuk, Angexkc.Bpaysep

Nopaepwusaemble OC:  Apple mac0S 12/11/10.15/10.14/10.13/10.12/10.11/10.10/10.9

Mpoueaypa 3arpysku 1 YyCTaHOBKM ONMCcaHa B UHCTPYKLMN.
Cepauc ra.rutoken.ru pabotaet B 6paysepax: Google Chrome, Anaexc. bpaysepe, Mozilla Firefox, Opera n CnyTHuke.
YUT06bl CHErepnpoBaTh KINYEBYO Napy 1 BbinucaTtb cepTudukat RSA:

1. Mepengnte Ha cTpaHuuy:
https://ra.rutoken.ru/
2. Mopknioynte PyTOKeH K KOMNbIOTEPY.


https://www.rutoken.ru/support/download/rutoken-plugin/
https://dev.rutoken.ru/pages/viewpage.action?pageId=72451796#id-%D0%98%D0%BD%D1%81%D1%82%D1%80%D1%83%D0%BA%D1%86%D0%B8%D1%8F%D0%BF%D0%BE%D1%83%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%BA%D0%B5%D0%A0%D1%83%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%9F%D0%BB%D0%B0%D0%B3%D0%B8%D0%BD%D0%B0-%D0%A3%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%BA%D0%B0%D0%A0%D1%83%D1%82%D0%BE%D0%BA%D0%B5%D0%BD%D0%9F%D0%BB%D0%B0%D0%B3%D0%B8%D0%BD%D0%B0%D0%B2macOS
https://ra.rutoken.ru/

3. Beegute PIN-kog PyTokeHa n HaxxmuTe BonTn.

KOPHEBbLIE CEPTU®UKATbI 0 CEPBUCE
PYTOKeH

~
(57

lE] PyToke 34N CepTudmkarbl U KNo4M

PYTOKEH 3Uf1 HeT MeTKMn
[nst pocTyna K xpaHunuuy ceptiudmrkaros 1 Kntoven seeaute PIN-ko

0913796494

~
"’

lMpoyntate xpaHnmmiya ,P CepTudumkarsl 1 Knoum
YCTPOWCTB 3aHOBO

/’ NamenuTs PIN-Kkog

4. Ha cTpanuue Ceptucdukarhi U kniouu Haxkmute Cosaathb Koy,

KOPHEBbIE CEPTU®UKATbI O CEPBUCE

Q

lEl Pyroken 3L CepTudukaTtbl U Knoumn

PYTOKEH 3un HeT MeTKM AOBABUTD K KJIOYAM CEPTUDUKAT AOBABUTb KOPHEBOW CEPTU®UKAT

CooTBeTCTBME HalfeTCs aBTOMaTU4ecku

7~ 0913796494
| 5

MpouuTars xpaHnnmiya
YCTpOVicTB 3aHOBO ﬁ CepTudukathbl 1 KNo4m + CO3aATb KoY

PyToKeH npuaymaH ans xpaHeHus Kioueil U cepTudmkaTos. HauHuTe ¢ coagaHus Koua, ecnn
/' Viawenus PIN-kop BbI TYT BRIGPBbIE: ATO NEPBBIlA WA K NOYYeHUIO CepTUdUKaTa.

5. Ha ctpaHuue CospaHue kniouei, B pasaene ANfOPUTM yCTaHOBUTE nepekniodaTens B nonoxeHne RSA u Haxkmute CreHepupoBaTh Koy,

BTOMATUYECKY NPUCBOEH KNIOYaM BO BPeMs! reHepaLy
TMpountate xpaHummLa

YCTpOViCTB 3aHOBO ﬁ CepTudukatsl 1 Knoum

Mapkep 000 Pora n Konbita

/’ A3menuTb PIN-KOA

[lonyCTUMbL: NIATUHCKWTA anchaBuT, LGB! U CUMBOMB! *+* 1 */*

Tun @ OBbluHbIE

O TonbKo Ans noanMcK XypHana

Anroputm O ESTCT P 34.10-2012 256- sononssyeTon 8 EFAVG
(O TOCT P 34.10-2012 512-6ut
1 ® RsA
(O rocCT P 34.10-2001 — BLIBOAMTOR U3 BKCNNyaTALM
2

CTEHEPUPOBATb KJ1104U

leHepaums knoueBon napbl MoxeT 3aHATb 20-30 cekyHA. [loXanTecb OKOHYaHWUsA 3TOro npoLecca.



6. Ha ctpanuue CosgaHue kiioyen LwesnkHuTe no cebinke Cosaath 3asiBKy Ha TECTOBLIN CepTuduUKaT.
KOPHEBbBIE CEPTU®UKATDI O CEPBUCE

9]

& K CEPTUOUKATAM U KJIIOYAM
lm PyToken 3LN

Co3paHue knoyen
PYTOKEH 3un

HEeT MeTKn

Knioum co3paHbi!

lMpouutats xpaHunua J
YCTPOiCTB 3aHOBO ﬁ Ceptudukars! 1 Knoun

N WpeHtucukatop 50:6¢:75:67:69:6e:31:35:31:3"
# Uavenuts PIN-kop
Anroputm RSA

£, CcO3pATL 3A5IBKY HA CEPTUOMKAT

CospaTb 3aABKY_Ha TECTOBbIN CepTUthIKaT

7. Ha ctpanuue CospaHue 3asiBKM Ha TECTOBbLIN cepTudumkart, B pasaene MNonb3osartess B none ObLiee UM BBeaMTe HEOOXOANMOE 3HaYEHMe.

3amMHMTe 3Ha4YeHune, KoTopoe Bbl BBENK B Nosie O6Lee UMs, oHo Bam NPUroanTCs NPU HacTpowke ayTeHTM(bMKaLlMVI.

KOPHEBbLIE CEPTU®UKATbI O CEPBUCE
PYTOKEH

~
53
& K CEPTU®UKATAM U K/TOYAM

lm PytokeH 3LM

Co3pgaHue 3asiBKM Ha TeCTOBbI cepTudukar

PYTOKEH 3un

HeT MeTKn
LLla6noH 3asBKkun CTaHpapTHbIN v

0913796494

MpouuTare xpaHumia Monssosarens
YCTpoWiCTB 32HOBO ﬁ CepTuuKaTbl U KII04N

CN O6uee nms Komnanust AkTus

/’ WamenuTs PIN-kog,
SN Damunmns ViBaHosa
GN Wwmsi m otuecTBO Onbra MetpoBHa
E OneKTpoHHasi mo4Ta  ivanova@mail.ru

8. lMNpu HeobxoaMMOCTY Ha 3TOW CTpaHWULEe BBEAUTE Apyr1ue AaHHble Nonb3oBaTensl.
9. B pasgene lNpumeHeHme LwenkHuTe no ccbinke LndpoBaHue AaHHbIX.

MpumeHeHue

Lindposas nognnce X Heotpekaemocte X

LUndpoeanne gaHHbIx  LLndposaHre kntoven  O6meH kntovyamn  Mopgnuck

10. B pasgene [lononHuTenbHoe NpUMEHEeHUe LLienkHUTE No cebinke AyTeHTMUKaLUA KNUeHTa.
11. Haxmute Cosgarb 3anpoc. B pesynbtate Ha PyTokeHe 6yaeT co3naH ceptudmkat RSA.
Mocne aToro HacTpoliTe ayTeHTUUKaLMIO MO cepTudmKaTy B cucteme.

HacTtownka ayTeHTUdrKauum



Y106bI HACTPOUTL ayTEHTUMDMKALMIO B CUCTEME NO cepTudumKaTy, COXpaHeHHOMY Ha PyTokeHe:
1. NopkntounTe PyToKeH K koMMNblOTepy. B npaBoM BepxHem yrny otobpasutcs yBeoMIeHe 0 TOM, YTO BCTaBfieHa CMapT-kapTa, C KOTOPOW He
cosgaHa napa RutokenCTK.

s MAPA CO CMAPT-KAPTOW 1 MuHyTY Hasan

Aktiv Rutoken ECP
BcTaBneHa cMapT-KapTa, C KOTOPOW He co3faHa

napa:
RutokenCTK

2. WenkHnTe no aTtomy yBe4OMIEHMIO.
3. B packpbiBatoLemMcs cnucke Bblibepute Heobxoaumbln naeHTudmkatTop un Haxmute Cospatb napy.

MAﬂTM(bVIKaTOp — 3TO 3HaYeHue, KOTOpOe Bbl BBOAMIUN MPY CO3AaHWM 3asiBKM Ha TECTOBbIN cepTudmKkaT B none O6Lwee ums.

_ m XOoTUTe CBA3aTb BCTaBNeHHYIO CMapT-KapTy C
\ . TeKywWwMuMm nonb3oBarenem?

WpoeHTndnkatop kaptbl: | Komnanus Aktus

YcTpoincTBo YteHus kapT: Aktiv Rutoken ECP
[palieep: RutokenCTK

4. BBeauTe naposb akkayHTa nonb3osaTens un Haxmute Cosgatb napy.




f-\\ MpunoxeHue «Mapa co cMapT-KapToi» NbiTaeTcs
L | COMOCTaBUTb TEKYLLEro No/b30BaTens ¢

g BNnagenbLueM cCMapT-KapTbl.

MMa nonb3oBaTens: user

Maponb: Iooooooo| I

OTMeHUTb Cospatb napy

5. Beegute PIN-kog PyTtokeHa n Haxmute OK.

= NpunoxeHue «Mapa co cMapT-KapToOM» NbiTaeTcs
BbIMOMIHUTbL ayTEHTUMKALUIO NONb30BaTenNs.

“ % YToBbI pa3pellnTh aTo AelcTBUe, BBeauTe PIN-koq.

PIN-kopa; ooooooool

OTMEeHUTb

6. BBeamTe naponb OT CBA3KM Ktoven n Haxmute OK.

,«\ «lMapa co cMapT-KapToOM» XOYeT UCMOJIb30BaTb
L | CBA3KY Knouel «Bxog».

g BeeouTe naposib CBA3KMU KNOYen.

Haponb; (XX Iyl

B pesynbrate ayTeHTUdMKaumsa 6yaeT HacTpoeHa, U Npu BXoAe B cucteMy Bbl ByaeTe noakntoyate PyTokeH n BBoguth ero PIN-kog.

OTMEeHUTb




	Настройка двухфакторной аутентификации в macOS Catalina и новее

