Kpuntollpo CSP 5.0 R2

PyTokeH ncrnonbayeTtcs ans 6e30nacHOro XxpaHeHust Kntoye u cepTuUKaToB Ans KBanmuumpoBaHHON 3NEKTPOHHON
nognucy (K3MM) B koHTenHepax Kpuntolpo CSP.

Ha ycTtpoinctBe o6bemoM 64 K6 MOXHO XpaHuTb A0 15 KntoYeBbIX KOHTENHEPOB.

[nsa pa6otbl Kpuntolpo CSP ¢ coBpemMeHHbIMU yCTpocTBaMun PyTokeH He TpebyeTcs AONONHUTENbHbIX HAacTpoek. Bce HeobxoaumMble HACcTPOKK
BbINOMHAOTCS @aBTOMaTUYECKV NPY YCTaHOBKE KpunTonposanaepa.

YcTpoiicTBa PyTokeH paboTatoT B cemeicTBax onepawumnoHHbix cuctem Windows, Linux (Bkntoyas otevectBeHHble) U macOS. Yactb moaeneit
cemeinctea PyTokeH QLM paboTatoT B MOBUMbHBIX onepaumoHHbIx cuctemax Android, iOS u Sailfish OS RUS (nepevmeHoBaHHas B ABpopy).

CoBMECTMMOCTb noareepXxpgaeTca CepTI/I(*)VIKaTaMVI COBMECTUMOCTHU.

B Kpuntolpo CSP 5.0 1 HoBee nNosiBUNCS pexuM, B KOTOPOM PyTokeH BbICTynaeT kak cpefcTBO (DOPMUPOBAHNS ANEKTPOHHOW NMOANUCU — «aKTUBHbIV
BuiltnuTensy. B naHHoM pexume ncnonb3oaHue KON Bo3MOXHO npakTuyeckv Bo Bcex npogyktax Kpuntollpo.
PyTokeH — pekomeHayembilit kntoveson HocuTenb K3IM npu pabote ¢ Kpuntollpo CSP Bcex Bepcui.

Pexumbl paboTbl ¢ PyTokeHamu, goctynHele B Kpuntollpo 5.0 R2

1. PaboTa ¢ BHyTpeHHUM KpunTosapom PyTtokeHa yepes oubnmoreky PKCS#11
YC&SOBKa Ha Windows

® Ecnu Ha komnbloTepe ¢ OC Windows yctaHoBneHbl [iparisepbl PyTokeH, 1 nponssoanTcs nepeudHas ycraHoBka Kpuntolpo CSP 5.0 R2, To H
eobxoaMmas HacTpoika cUcTeMbl ByaeT BLINOJIHeHa aBTOMATUYECKM.
® [lpu o6HOBNEHUMN NporpaMmbl ¢ NpeabiayLumx Bepcuit Kpuntollpo CSP, HyxHo:

1) YcTaHoBUTL akTyarnbHyto Bepcuto «[lpaiiBepoB PyTokeH» (unu 6ubnuoteky rtpkes11ecp ans Linux n macOS)

2) 3anyctutb «Kpuntolpo CSP» ¢ npaBamu AgMuHucTpaTopa

3) Boibpatb «ObopynoBaHune» - «kHactpouTb cuntbiBatenu» - «CuntbiBaTens cMapTt-kapT PKCS#11»
YcTaHoBKa Ha Linux

Mepen nHctannsumen Kpuntollpo Heobxoanmo yctaHoBUTL 6ubnunoTteky rtpkcs11ecp.so. loctynHa no cebinke https://www.rutoken.ru/support
/download/pkcs/

Ecnu ycraHoska KpunTollpo npoucxoaut ckpuntom install_gui.sh, To HeobxoamMmo oTMeTuTb NyHKT "lMoaaepxka TOKEHOB U cMapT-KapT".
® Ecnu yctaHoBka Kpuntollpo npoucxoaut ckpuntom install.sh, To nocne yctaHoBKM OCHOBHbIX NakeToB HEOOXOANMO YCTaHOBUTL NaKETbI
cprocsp-rdr-cryptoki n cprocsp-rdr-rutoken.

JluHeiika yctpoicts PytokeH SLIM 3.0

PyToken 3LM 2.0 2100

PyToken 3LIM 2.0 (micro)

PyTtoken 3UIM 2.0 3000 (Type-C/micro)

PyToken 3LM 2.0 Flash/Touch

PyTokeHn 3LIM Bluetooth

PyToken SLIM PKI

CwmapT-kapTbl PyTokeH QLM 2.0 2100

CwmapT-kapTbl PyTokeH QLM SC

CwmapT-kapTta PytokeH SLIM 3.0 NFC no KOHTakTHOMY NMOAKMHOHEHMIO

Pa%ra Tenepb BO3MOXHa Yepe3 bubnunoTteky rtpkcs11ecp. B aTom pexvmMe knioum co3garoTcsi cpasy B 3alUMLLEHHON NaMaTy YCTPOMCTBA.
OTOT pexum npefoTBpaLlaeT U3BMeYeHVe Kroya B NamsiTb KOMMbIOTEPA B MOMEHT MOANMUCaHUS.
Kntoun v cepTudmkaThl, CO34aHHbIe B 3TOM PEXMME NMOJTHOCTbI0 COBMECTUMbI C KIH0YaMM, CO34aHHbIMK, Hanpumep, Yyepes PyTokeH MnarvH.

Mpwu cosaaHum kntoyel Heobxoanmo BelbupaTh cunTbiBaTens PKCS#11.


https://dev.rutoken.ru/pages/viewpage.action?pageId=66814078
https://dev.rutoken.ru/pages/viewpage.action?pageId=91979804
https://www.rutoken.ru/technologies/compatibility/#item_group_157
http://rtpkcs11ecp.so
https://www.rutoken.ru/support/download/pkcs/
https://www.rutoken.ru/support/download/pkcs/
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BrifepUTe HOCHMTENE ONA CO30AHWA KOHTRAHepa te-94c1888a-
eb2b-47c7-a5d1-8f3c31c2edea

IE Peectp -
Dﬂ,npemnpnﬁ

Rutoken ECP (FKCS#11)

\Rutﬂken FKC
DﬁnauHuﬁ TOKEH

HeaocrynHble ANA A3HHOH oNeDaumnm a v
MpodKune NoONE30BATENA
AKTHEHLIA ToKeH (pkcs11_rutoken_ecp_3cbca0b0)
OnucaHue:
Mcnonk30BaTe HOCWTENE Yepes WHTepheinc PKCS#11
Ok OTMeHa

[ing paboTbl co cmapT-kapToi PyTokeH SLIM 3.0 NFC no 6ecnposogHomy kaHany NFC, Heo6xoaumo BeibrpaTh pexum "PaboTa ¢ BHyTPEHHUM
Kp sapoM PyTokeHa ¢ obecnedeHnem 3alumTbl kaHana".

2. PaboTta ¢ BHyTpeHHUM KpuntosiapoM PyTokeHa ¢ obecneyeHrem 3allimThl KaHana

B Kpuntollpo CSP Bepcuu 5.0 peanusoBaH kpuntorpadudeckuii npotokon SESPAKE, koTopblil nogaepxuBaeTcs BO BCEX MoAensix nuHekvu PyTokeH
3UM 3.0 u B mogenu PytokeH 3LIM 2.0 3000.

[laHHBIA NPOTOKON NO3BONSET NPOBECTU ayTeHTUdMKaLmo, He nepefasas B oTkpblToM Buae PIN-koa MNonb3oBaTtens, 1 ycTaHOBUTL 3aluMdgpoBaHHbIN
KaHan ans obmMeHa coobLLEeHNSMU MEXAY KPUMTONPOBaaAEPOM Y HOCUTENEM.

[ina paboTbl B pexunme yHKLMOHaNbHOro kntoyesoro Hocutenst (PKH) npu rerepauum Hago Beibynpats: "®KH ¢ 3awmTon kaHana
(rutoken_fkc_xxxxxxxx)".

Nng paboTsl ¢ Pytoken LM 3.0 NFC no 6ecnposoaHomy kaHany NFC, Heo6xoanMMo BbiGUpaTh AaHHbIA PeXuMm.


https://www.rutoken.ru/products/all/rutoken-nfc/
https://www.rutoken.ru/products/all/rutoken-nfc/
https://www.rutoken.ru/press-center/news/2019-07-31.html

4 Buibop kntouesoro Hocutensa - Kpunrollpo CSP

BrifepuTe HOCHMTENE ONA CO30AHWA KOHTEAHepa te-94e09fa1-
9f04-4949-8033-b4f6e1468a0d

IE Peectp
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Rutoken FKC NFC

DﬁnauHuﬁ TOKEH

HeaocTvnHele ANA AGHHOW ONEnaunm -

Tun NpUunNoxeHnA

OKH c 3awuToi kaHana (rutoken_fke_nfc_2d4fred1)

COnucaHne:

OYHKUMOHANEHBLIA KNKOYEB0H HOCMTENL C 3alLNILEHHLIM
KaHanomM Nepefadl OaHHbLE. MCKNKYEeT KoMNIpoMeTalui
KNKYE W napons. PEKOMEHOYEMBIR pEXUM MCNONE30BAHNA.

oK OTMeHa




4 Buibop kntouesoro Hocutensa - Kpunrollpo CSP

BrifepUTe HOCMTENE ONA CO30AHWA KOHTRAHepa te-35bc1886-
06d3-4900-b000-72beda20c17c

IE Peectp

Dﬂ,n pEKTOpKUA

a Rutoken ECF (PKCS#11)
\; Rutoken FKC

HegocTynHele 40A AaHHCA cnepaugmui -

% Aktiv Co. ruToken 2

Pexam padoTel

OKH c 3awuToi kaHana (rutoken_fke_3cbes0b0)
i

C3SP (rutoken_ecp_3cbc3000)

E;HKLI,HDHELI'II:HI:IH KNHYeB0on HOCMTENE C 3dWWILLEHHEIM
KaHanom nepenayl gadHe. FIcKnoyaaT KoMaOpoMEaTaLnn
KMioYa U naponA. PeKoMeHOyeMelil pesim MCnoNk30BaHNA.

oK OTMeHa




3. XpaHeHue B 3alumLLeHHON dainoBoit cucteme PyTokeH

Kak n B Kpuntollpo CSP Bepcuu 4.0, ucnonb3oBaHue PyTokeHa B 9TOM pexumMe no3BonseT 06e30nacuThb KroyeByto MHGopMaLmio oT
HeCaHKLMOHNPOBAHHOIO NCMoMb30oBaHuA. Kroun 1 ceptudmnkatbl HAOEXHO XPaHATCA B 3aLLuULLEeHHON dainnoBon cucteme PyTokeHa.

JnHelika yctponcts PytokeH QLM 3.0
PyTtoken 3UIM 2.0 2100 (Type-C/micro)
PyTokeH S (micro)

PyTokeH Lite (micro)

PyToken SLIM Flash

PyTtoken 3UIM 2.0 (micro)

PyToken 3LIM 2.0 Touch

PyTtoken 3UIM 2.0 3000 (Type-C/micro)
PyTtoken SUIM PKI

PyTokeHn 3LIM Bluetooth

CwmapT-kapTta PytokeH 3L SC
CwmapT-kapta PytokeH OLM 2.0
CwmapT-kapta PytokeH SLIM 3.0 NFC no koHTakTHOMY MOAKMHOYEHMIO

[Insa reHepauum Takoro TMna Knkoyen Hapo BbiGupaTth pexum paboTbl: "CSP (rutoken_XXXX_XXXXXXXX)".

i+ Beifop knrovesoro Hooutens - KpunTollpo C5P >

BrifepuTe HOCMTENE ONA CO30AHWA KOHTRAHepa 93fO75680-
Th24-p226-9237-85eabd17978

IE Peectp

\ Rutoken ECP
Dﬂn peKTOpKA

ﬂﬂncn O

HegocTynHele 4na gadHoi cnepaumm w

Pexm padoTel

CSP (rutoken_ecp_354b5396)

CSP (rutoken_ecp_354b5a96)
AKTHEHLIN TOKeH Ge3 3aWuTel KaHana (rutoken_crypt_354b5a96)
AKTUEHBLIA TOKeH Ge3 3aWnTkl KaHana (rutoken_pkcs_354b5296)

YPOEEHE NPOW3E0OMTENEHOCTA.

oK OTmeHa

[aHHBIA pexnm No yMOMYaHMIo OTKIOYEH B 3TOW BEPCUM KpUNTOMpoBaraepa 1 ocTaBrneH Ans COBMECTUMOCTH.
37107, pexxum He coBmecTum ¢ PyTokeH 3LIIM 2.0 3000 v cmapT-kapToi Pytoken LM 3.0 NFC.
[Insa BKNIOYEHUS 3TOrO pexuma HeobxoanMo BbINOMHUTL Cneaylolne AencTBus:

B onepaunoHHon cucteme Windows



1. Banyctutb nanens ynpasnenusi Kpuntolpo (Myck->Kpuntollpo CSP).

4 Kpuntollpo CSP >

BesonacHoCTe Winlogon HacTpoitki TLS KpunTonpoBangepel
Ofwme OfopynoBaHue CepBHC LononHKTENEHD ANropyUTMBbl

=/

A’?J—':\ KpunTollpa C5P Bepos npoaykTa: 5.0.12031KC1

-

£ KoMnanua KPHUIMTTOTPO, Boe npasa 3awmveHsl.,

G BEII'I}-’CTHTI: C NpagamM¥ a AMWHWCTPAaTOPA

NMuueHzKA
CepuiHeli Homep: 505001003 7ELQF SH28KM

Brnanenew; tester
Opranvzauwaa:

Cpok AeRCTEMA: McTekna

THN AMUEHZHK: [deMoHCTpauMoHHanA

LEEBH NALEH3MA. ... i

Mepeaa ycradoska: 06.05.2020

AzbIK

BrIfEpMTE ASEIK ANA 0TOOPEKEHMA OKOH

A - <¥Mon4aHWe cicTer
C5P Balel y4eTHOW 3amuoi:

BrIfepMTE ASEIK ANA 0TOOPEKEHMA OKOH

- Py
CSP nonb30BaTenen, HE 3a08BLWUMXK ASbIK
{yMonuaHwe gicTemMel):
MopTan TexnogqepiKr 0K OTMEHE MPHMEHKTE

2. HaxaTtb «3anyctuTb C npaBaMu agMuHMcTpaTopa.
3. lMepeWiTn Ha BkNagky «O6opyaoBaHWe» N HaXaTb KHOMKY «HacTpouTb TUMbI HOCUTENEW... ».




4. B cnucke BbIGpaTb «PyTokeH ECP» 1 HaxaTb kHOMKy « CBOMUCTBaY.

K FI'IFIEEJ'IEHHE KNHIYEEBIMA HOCHUTENAMK

KnoyeBke HOCUTERW

¥cTaHoBneHbl cned yHWKWE KNHXHEBbIE HOCUTENK:

+Rutoken 2151 SmartCard A
utoken ECP

+ Rutoken ECP Smart Card
W, Rutoken FKC

+ Rutoken FKC NFC

e Rutoken FKC MFC, Contact
o Rutoken Lite

+Rutoken Lite Smart Card

OobaeuTh. .. YOaniTh CEOWCTES

o

MepenTn Ha BKnaaky «HacTtpoiiku» n YCTaHOBWUTb ranoyky «BKnounTb pEXMM COBMECTUMOCTU CO CTapbiMU KIlOHaAMM».

+ Rutoken ECP

>
Ofwwe HacTpoiiku

YUCNo KOHTERHEDOE

B namATK Rutoken MOXHD XDEHUTE HECKONEKD KOHTERHEDOE
KpunTolpo C5P. MakoiMansHoe YWMcno KoOHTENHEPDE
3aBMCMT 0T ofibeMa namATI Rutoken.

MakcMManbHoe YMEND KOHTERHEpOE
(ortaosy: B |

BRNMOUYNTE DEXMM COBMECTHUMOCTIA CO CTEPEIMIA KIKIYEMIA

AnA Toro YTofkl M3MEHUTE HACTPOIKK, HEODXOAMMO MMETH
Mpaea NoKansHoro AQMUHMCTPETopa!

omers




B onepauwnoHHow cucteme Linux

36I'IyCTVITb TepMunHan v BbINONHUTL CreayLyo KoMmaHay:

sudo /opt/cprocsp/sbin/amd64/cpconfig -ini "\config\Parameters" -add long EnableNative TokenCryptMode 1

B onepaumnoHHoi cucteme macOS

36I'IyCTVITb TepMunHan v BbINONHUTb CreayrLyo KoMmaHay:

sudo /opt/cprocsp/sbin/cpconfig -ini '\config\Parameters' -add long EnableNative TokenCryptMode 1

B pexume «®KH 6e3 3awwnTbl kaHana» knoym koHTeHepa Kpuntollpo co3gatoTcs cpasy B 3alyULLEHHON NaMaTh yCTPOMCTBa.
OTOT pexum npefoTBpaLLaeT N3BMNeYeHUe Ktoya B NamsTb KOMMbIOTEPA B MOMEHT NOAMNUCAHNS.
Kntoum, co3gaHHble B 3TOM pexrMe, YaCTUYHO COBMECTVMbI C PEXUMOM cumnTbiBaTens PKCS#11.

C Yamu 1 cepTuduKkaTaMm B KOHTEHepax, co3aaHHbiMu B pexume "®KH 6e3 3awwmTel kaHana", Bo3mMoxHa paboTa NpakTU4ecku BO BCEX NMPOAYKTax
K ollpo.

PyToken 3LIM 2.0 2100

PyToken 3LIM 2.0 (micro)

PyToken 3LM 2.0 Flash/Touch
PyToken SLIM Bluetooth

PyToken SLIM PKI

CwmapT-kapTbl PyTokeH QLM 2.0 2100
CwmapT-kapTbl PyTokeH QLM SC

YT06bI Ha TOKeHe Bbin co3aaH koY B pexume "®KH 6e3 3awuTbl kaHana", npy reHepauum B okHe Bbibopa HocuTens Hado BbIGMpaTh pexum paboTb:
"AKTUBHBIN TOkeH 6e3 3awwmTbl kaHana (rutoken_crypt_xxxx)".



% Buifop kntouesoro Hoowtens - Kpunmolpo C5P by

BriGepWTe HOCWTENL ONA CO303HWA KOHTRAHEepa te-eb136111-
dal19-4acd-3a38-6457eadc3al

a Rutoken ECF (PKCS#11)
\ Rutoken ECP

HegocTynHele 4nA JaHHCR cnepagmui -

% Altiv Co. ruToken 2 W

Pexim paboTel

CSP (rutoken_ecp_3a1878ee) e

CSP (rutoken_ecp_3a1878ee)

YpOB&HE NPOW3E0OOMTENLHOCTI.

0K OTmeHa

n%3Hble 3HaHWA N pyKOBOACTBA:

eHepauus koHTelriHepa PKH Ha cmapT-kapTte PytokeH SLIM 3.0 NFC ¢ nomouysto Kpuntollpo CSP 5.0 R2
Kak npoBepuTb, 4TO KNtoun Ha cmapT-kapTe PyTtokeH OLIM 3.0 NFC crenepupoBaHbl B hopmate PKH?
YcraroBka Kpuntollpo CSP u Cades Plugin ans pabotbl ¢ PyTokeH Ha Linux

TecTnpoBaHMWe LeNoCTHOCTU KoHTelHepa Yepe3 Kpuntollpo CSP

YcTaHoBKa NMYHOro cepTudumkara

Cpok pevicteus ato Bepcun Kpuntollpo CSP uctek / Kak BBecTv cepuitHbii Homep Kpuntollpo CSP?
V3MeHeHre MakcmManbHOro konuyecTea koHTenHepos B Kpuntollpo CSP


https://dev.rutoken.ru/pages/viewpage.action?pageId=86048781
https://dev.rutoken.ru/pages/viewpage.action?pageId=86048808
https://dev.rutoken.ru/pages/viewpage.action?pageId=65142840
https://dev.rutoken.ru/display/KB/CP1002
https://dev.rutoken.ru/display/KB/CP1003
https://dev.rutoken.ru/display/KB/CP1004
https://dev.rutoken.ru/display/KB/CP1005
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