Bouncy Castle

Bouncy Castle — 6ubnuoteka ¢ oTKpbITbIM UCXOAHBIM KOAOM npegocTaenstowas APl Hag kpuntorpaduyeckumu onepauusimu. Cenvyac ata bubnuorteka
cylwiecTByeT Ans AByx s3blkoB — Java n C# un no cytu sensetcsa aHanorom OpenSSL B HMX.

Bubnunoteka Bouncy Castle Taioke npegoctaBnsieT BO3MOXHOCTb N0 paboTe ¢ TokeHaMu. 3TO BO3ZMOXHO 3a CHET peanusaLum KraccoB, peanmayioLmnx
NPMMUTUBHbIE KpUNTOrpadmyeckme onepaumu (LLMdpoBaHNe, B3TUE CbIPO NMOANUCHU, XELLMPOBaHUE U T.4.), 1 nepedade nux 6ubnuoteke Bouncy Castle.
Mpumep peanusaumm Takmx NPUMUTUBHBIX KnaccoB, MOXHO HanTn B Rutoken SDK B gupektopuu /sdk/java/samples/pkcs11/src/ru/rutoken/samples/pkcs 11
/bouncycastle/bcprimitives/.

Hanpumep, aons peanusauum NnpuMUTMBa NONYYEHNS XeLla HYXXHO peanun3oBaTb (hyHKLMM abeTpakTHoro knacca DigestCalculator. 3To MoXeT BbIrnaaeTb
Tak:

GostDigestCalculator

package ru.rutoken. sanpl es. pkcs1l. bouncycastle. bcprimtives;

i mport org.bouncycastl e.asnl. x509. Al gorithm dentifier;

i mport org.bouncycastl| e. operator. Di gest Cal cul ator;

i nport ru.rutoken. sanpl es. pkcs1l. Pkcs11Excepti on;

i mport ru.rutoken. sanpl es. pkcs1l. bouncycast| e. pkcslloperations. Pkcs11Gost Di gester;

import java.io.ByteArrayQut put Stream
i mport java.io.QutputStream
import java.util.Cbjects;

cl ass Cost Di gest Cal cul ator inplenents DigestCalculator {
private final Pkcsl11GostDi gester nPkcsllGostDi gester;
private final ByteArrayQutputStream nStream = new Byt eArrayQut put Strean();

Gost Di gest Cal cul at or (Pkcs11Gost Di gest er pkcsllCost Digester) {
nmPkcs11Cost Di gester = Obj ects. requireNonNul | (pkcs11lGost Di gester);

}

@verride
public Algorithmdentifier getAl gorithmdentifier() {
return nPkcsl1llGost Di gester. get Di gest Al gorithn().getAl gorithmdentifier();

}

@verride
public byte[] getDi gest() {
byte[] data = nStreamtoByteArray();
try {
byte[] digestedData = nPkcsllCost Di gester. di gest(data);
nStreamreset ();
return digestedDat a;
} catch (PkcsllException e) {
t hrow new Runti neException(e);
}
}

@verride

public Qutput Stream get Qut put Strean() {
return nStream

}

OToT Knacc ucnonb3yeT yaobHIi knacc-06epTky Pkcs11GostDigester Han PKCS#11 cyHkumMaMm ans nonyyeHns xewwa. [letanv peanusaumm MOXHO
nocmMoTpeTb B npumepax sdk:

Pkecs11GostDigester

package ru.rutoken. sanpl es. pkcs1l. bouncycast| e. pkcslloperati ons;


https://download.rutoken.ru/Rutoken/SDK/rutoken-sdk-latest.zip?action=show&path=sdk%2Fjava%2Fsamples%2Fpkcs11%2Fsrc%2Fru%2Frutoken%2Fsamples%2Fpkcs11%2Fbouncycastle%2Fbcprimitives%2F
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com sun. j na. Menory;

com sun. j na. Nati velLong;

com sun. j na. Poi nter;

com sun. jna. ptr. NativeLongByReference;

or g. bouncycast| e. asnl. crypt opro. Crypt oProCbj ect | dentifiers;
org. bouncycast | e. asnl. rosstandart. Rosst andart Obj ect I dentifiers;
org. bouncycast | e. asnl. x509. Al gorithml dentifier;

ru. rut oken. pkcs1lj na. CK_MECHANI SM

ru. rut oken. pkcs11j na. Pkcs11;

ru. rutoken. pkcsllj na. Rt Pkcs1l1lConst ants;

ru. rut oken. sanpl es. Const ant s;

ru. rut oken. sanpl es. pkcs11. Pkcs11Excepti on;

ru. rut oken. sanpl es. pkcs11. Rt Pkcs11Li brary;

cl ass Pkcs11Gost Di gester {

private final DigestAl gorithmnD gestAlgorithm
private final |ong nBessionHandl e;

public Pkcsl11lGost Di gester(Di gest Al gorithm digestAlgorithm |ong sessionHandl e) {

}

nDi gest Al gorithm = digestAlgorithm
nSessi onHandl e = sessi onHandl e;

public DigestAlgorithm getDigestA gorithn{) {

}

return nDi gest Al gorithm

public byte[] digest(byte[] data) throws PkcsllException {

final Pkcsll pkcsll = RtPkcsllLibrary. get Pkcslllnterface();
Poi nter paraneter = new Menory(nDi gest Al gorithm get Al gorithnParanset ().l ength);
paraneter.wite(0, nDigestAl gorithm getAl gorithnParanset(), 0, nDi gestAl gorithm getAl gorithnParanset ().

I ength);

/1 Pass null as paranmeter and 0 as paraneter length if you want to perform hardware di gest
final CK_MECHANI SM nechani sm = new CK_MECHANI SM new Nat i veLong(nDi gest Al gorit hm get PkcsMechani snm()),

paraneter, new NativeLong(nDi gest Al gorithm get Al gorithnParanset ().l ength));

}

NativelLong rv = pkcsll.C Digestlnit(new NativeLong(nSessionHandl e), mechanism;
Pkcs11Exception.throw f Not Ok("C _Digestlnit failed", rv);

final NativeLongByReference count = new NativelLongByReference();
rv = pkcsll. C Digest(new NativeLong(nBSessi onHandl e), data, new NativelLong(data.length), null, count);
Pkcs11lException.throw f Not Ck("C_Di gest failed", rv);

final byte[] digest = new byte[count.getValue().intValue()];
rv = pkcsll. C _Digest(new NativelLong(nBessi onHandl e), data, new NativelLong(data.length), digest, count);
Pkcs11Exception. throw f Not Ok(" C_Di gest failed", rv);

return digest;

public enum Di gest Al gorithm {

GOSTR3411_1994( Rt Pkcs11Const ants. CKM_GOSTR3411, new Al gorithml dentifier(CryptoProQObjectldentifiers.

gost R3411), Constants. ATTR_GOSTR3411_1994),

GOSTR3411_2012_256( Rt Pkcs11Const ants. CKM_GOSTR3411_12_256, new Al gorithm dentifier

(Rosstandart Obj ectldentifiers.id_tc26_gost_3411_12_256), Constants. ATTR GOSTR3411_2012_256),

GOSTR3411_2012_512( Rt Pkcs11Const ants. CKM GOSTR3411_12_512, new Al gorithnm dentifier

(Rosstandart Obj ectldentifiers.id_tc26_gost_3411 12 512), Constants. ATTR GOSTR3411_2012_512);

private final |ong nPkcsMechani sm
private final Al gorithmdentifier mAl gorithmdentifier;
private final byte[] nParanset;

Di gest Al gorithn(l ong pkcsMechanism Al gorithmdentifier algorithmdentifier, byte[] paranset) {
nPkcsMechani sm = pkcsMechani sm
mAl gorithmidentifier = algorithmdentifier;
nPar anset = paranset;

}

public | ong getPkcsMechani sn() {
return nPkcsMechani sm



}

public Algorithm dentifier getA gorithmdentifier() {
return mAl gorithmdentifier;
}

public byte[] getAl gorithnParanset () {
return nParanset;

}

[MonyyeHHbIN NPUMUTMB MOXHO MCMONb30BaTh Be3ae, rae Tpebyerca o6bekT ¢ uHTepdericom DigestCalculator. B cBoem npunoxeHnmn Bl MoxeTe
MCMOoNb30BaTh rOTOBbIE Peann3oBaHHbIe NPUMUTUBbLI U3 Halwero SDK 1 gononHaTb Kx.

I'Ipmmep MnCcnonb3oBaHUA NpUMUTUBaA ONA peann3auyunmn MHOXECTBEHHOWN NOANUCHK:

Mpumep aoGaBneHUs NOANUCY B CYLLIECTBYIOLLMIA cMS (MHOXKECTBEHHass NoANUCH)

package ru.rutoken. sanpl es. pkcs1l. bouncycastl e;

i mport com sun.jna. NativelLong;

i mport org. bouncycastl e. asnl. ASN1LEncodabl eVect or;

i nport org. bouncycast| e. asnl. ASN1I nput Stream

i mport org.bouncycastl e. asnl. DERSet ;

inport org. bouncycastl e. asnl. cnp. PKI St at us;

i nport org. bouncycastle.asnl.cns. Attribute;

i mport org.bouncycastle.asnl.cns. AttributeTabl e;

inport org. bouncycastl e. asnl. pkcs. PKCSObj ect | dentifiers;

i mport org.bouncycastl e. asnl. rosstandart. Rosst andart Qbj ect I dentifiers;

i mport org. bouncycastle. asnl. tsp. Ti neSt anpResp;

i nport org. bouncycastle.cert.X509CertificateHol der;

i mport org.bouncycastle.cns. *;

i mport org.bouncycastle.jce. provider.BouncyCast| eProvi der;

i nport org. bouncycastl e.tsp. TSPExcepti on;

i mport org. bouncycastle.tsp. Ti mreSt anpRequest ;

i mport org.bouncycastl e.tsp. Ti meSt anpRequest Gener at or ;

i mport org.bouncycastl e.tsp. Ti mneSt anpResponse;

i mport ru.rutoken. pkcslljna. CK_ATTRI BUTE;

i nmport ru.rutoken. pkcs1lj na. Pkcs11;

i mport ru.rutoken. pkcslljna.PkcsllConstants;

inport ru.rutoken. sanpl es. Const ants;

inport ru.rutoken. sanpl es. pkcs1l. Rt Pkcs1lLi brary;

i mport ru.rutoken. sanpl es. pkcs1l. Util;

inport ru.rutoken. sanpl es. pkcsll. bouncycast| e. CrsSi gnVeri f yAtt achedGOSTR3410_2012_256;
i mport ru.rutoken. sanpl es. pkcs1l. bouncycast| e. cnsoper ati ons. Gost CrsQOper at i ons;

i mport ru.rutoken. sanpl es. pkcs1l. bouncycast| e. bcpri m tives. Gost Cont ent Si gner;

i nport ru.rutoken.sanpl es. pkcs1l. bouncycast| e. pkcslloperations. Pkcs11Cost Si gner;
i mport ru.rutoken. sanpl es. pkcs1l. bouncycast| e. pkcslloperations. Pkcs11lOperati ons;

inport java.io.|COException;

import java.io.lnputStream

inport java.io.CQutputStream

import java.net.H tpURLConnecti on;

i mport java.net.URL;

inport java.security.MessageDi gest;

import java.security. NoSuchAl gorithnExcepti on;
inport java.security. Security,;

inport java.util.*;

public class CrsAddSi gner {
public static void nain(String[] args) {

try {
Securi ty. addProvi der (new BouncyCast | eProvi der());



/1 cvs
CMBSi gnedData cns = Util.readCnsFronfil e("pkcsll/ crs. pent);
Uil.printString("Original CVS signature in PEMis:", Wil.cnsToPenm( cns. get Encoded()));

/1 CMVB - - C\vB
cs = addSi gner ToCns(cns) ;
Util.printString("CV5 with added signature in PEMis:", Util.cnmsToPen(cns. get Encoded()));

System out . println("Sanpl e has been conpl eted successfully.");
} catch (Exception e) {

Systemout. println("Sanple has failed:");

e.printStackTrace();

/1
private static final CK ATTRIBUTE[] certificateTenpl ate3410_2012_256;

static {
certificateTenpl at e3410_2012_256 = (CK_ATTRIBUTE[]) (new CK_ATTRI BUTE()).toArray(3);
certificateTenpl ate3410_2012_256[ 0] . set Attr (new NativeLong(
Pkcs1lConst ants. CKA CLASS), new NativelLong(PkcsllConstants. CKO CERTIFICATE)); // Cass -
certificate
certificateTenpl ate3410_2012_256[ 1].set Attr(new NativeLong(
Pkcs11Const ant's. CKA_CERTI FI CATE_TYPE), new NativeLong(Pkcs11Constants. CKC_X 509)); //
Certificate type - X 509
certificateTenpl ate3410_2012_256[ 2] . set Attr (new NativeLong(
Pkcs11Const ant s. CKA_CERTI FI CATE_CATEGORY), new NativelLong(Constants.
CK_CERTI FI CATE_CATEGORY_TCOKEN_USER) ); // Certificate category - token user
}

private static CMSSi gnedData addSi gner ToCns( CVSSi gnedDat a cns)
t hrows CMBException, Exception {
CMBSi gnedDat a newCns = nul | ;

I PKCS#11
Pkcs1l pkcsll = Rt Pkcsl1lLi brary. get Pkcsllinterface();
Nati veLong sessi on = new NativelLong(Pkcs11Constants. CK_| NVALI D_HANDLE) ;

try {
/1

PkcsllQperations.initializePkcsl1AndLogi nToFirst Token(pkcsll, session);
System out. println("Finding signer certificate");

/1

byte[] signerCertificateValue = PkcsllOperations.getFirstCertificateVal ue(pkcsll, session,
certificateTenpl at e3410_2012_256) ;

Util.printString("Certificate value in PEM", UWil.certificateToPen(signerCertificateValue));

/1
Nat i veLong signerPrivateKey = PkcsllOperations. getPrivat eKeyByCertificateVal ue(pkcsll, session,
signerCertificateVal ue);

/1 Bouncy Castle
Systemout.printIn("Creating attached CMS signature via Bouncy Castle");
X509CertificateHol der certificate = new X509CertificateHol der(signerCertificateVal ue);

/1
CMSTypedDat a si gnedContent = cns. get Si gnedContent () ;
CMBSi gnedDat aCGener at or gen = new CMSSi gnedDat aGenerator () ;

/1

gen. addCertificate(certificate);

Gost Cont ent Si gner gost Cont ent Si gner = new Gost Cont ent Si gner (Pkcs11Gost Si gner. Si gnAl gorithm
GOSTR3410_2012_256, session. |l ongVal ue(), signerPrivateKey.|ongVal ue());

gen. addSi gner | nf oGener at or (new Si gner | nf oGener at or Bui | der (gost Cont ent Si gner.
get Di gest Cal cul at or Provi der () ). bui | d(gost Content Si gner, certificate));

CMBSi gnedDat a newCns = gen. gener at e( si gnedContent, fal se);

} finally {



Pkcs11Qperations. | ogout AndFi nal i zePkcs11Li brary(pkcsll, session);

}
if (newCnms == null) {
return null;
}
I,

Col | ecti on<Si gner | nformati on> newSi gners = newCns. get Si gner I nf os(). get Si gners();

/1 Signerlnformation
if (newSigners !'= null) {
Col | ecti on<Si gner | nformati on> signerlnfos = cns. get Signerlnfos().getSigners();
si gner | nf os. addAl | (newSi gners) ;
cms = CMSSi gnedDat a. repl aceSi gners(cns, new SignerlnformationStore(signerlnfos));
} else {
t hrow new CVBException("Can't merge CMS signatures");
}

IV
Col | ecti on<X509CertificateHol der> newCertificates = newCns. getCertificates().getMatches(null);

/1 Certificates
if (newCertificate = null) {
Col | ecti on<X509CertificateHol der> certificates = cns.getCertificates().getMtches(null);
certificates.addAl | (newCertificates);
cms = CVBSi gnedDat a. repl aceCertificatesAndCRLs(cns, new Col | ectionStore(certificates), null, null);
} else {
t hrow new CVMBException("Can't merge CMS certificates");
}

return cns;
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