UuTerpauusa PyTokeH un KeePass

BapuaHT 1: Vicnonb3oBaxue sawmiieHHoro PIN-kogoM napornsi ¢ Knio4eBoro HocuTens.

BapuaHT 2: Vicnonb3oBaHne RSA ceptudukata c kno4eBoro Hocutens.

BapwuaHT 3: LUncpoBaHne nokanbHOro Kno4eBOro KOHTENHepPa CepTUEUKATOM C KIMHOYEBOTO HOCUTENS.
Pab6oTa c 6a3oit KeePass 13 6paysepa Google Chrome

PaboTa c 6a3oi KeePass 13 6paysepa Mozilla Firefox

BapuaHT 1: icnonb3oBaHue 3awmeHHoro PIN-kogom naporss ¢ Kro4eBoro
HocUTEens.

Bo3MOXHO ncnonb3oBaHWe 3NeKTPOHHbIX naeHTudmkaTopoB PyTokeH Lite, PyTokeH ECP.

1. CkadvaTb n yctaHoBuTb KeePass Bepcum ctapiue 2.09:
http://keepass.info/download.html
2. CkavaTtb 1 nepemecTuTb B nanky <KeePassInstallDir>/Plugins/ oduuunansHbii nnarvH CryptokiKeyProvider.plgx:
https://implogy.de/CryptokiKeyProvider/#download
3. Ckavatb 6ubnuoteky PKCS#11:
https://www.rutoken.ru/support/download/pkcs/
4. MoakniouYnTb YCTPOMUCTBO PYyTOKEH.
a. OTkpbITb KeePass n co3gatb HoByto 6a3y kntoyei. B oTkpbiBLIEecs OKHO BBECTU UMS dharina, BbibpaTb MECTO 4151 XpaHEHNS U HaxaTb
CoxpaHuTb.

[ @ KeePass

File | Edit View Tools Help

;J| New.. Ctrl+N

Open 3
Open Recent b
Close Ctrl+W

5. B cnepyolem okHe BbibpaTtk nnaruH CryptokiKeyProvider B kauecTBe kpuntonposaiaepa, oTknountk ranky Master password v HaxaTb OK.


http://keepass.info/download.html
https://implogy.de/CryptokiKeyProvider/#download
https://www.rutoken.ru/support/download/pkcs/

@ Create Composite Master Key >

CAlzers\lazareviDesktop'testdb kdbx

Q( Create Composite Master Key

Specify the composite master key, which will be used to encrypt the database.

A composite master key consists of one ar more of the following key sources. All sources you specify will
be required to open the database. f you lose ane source, you wil not be able to open the database

arymore.

[] Master password: EI
0 bits

Key file / provider: | CryptokikeyProvider v

|_, Create... @ Browse. ..

A key file can be used as part of the master key; it does not store any database data. if an attacker
has access to the key file, it does not provide any protection.

i, KFthe keyfile is lost or its contents are changed, the database cannot be opened anymore. ou
should create a backup of the key file.

Mare information about key files.

[] Windows user account

This source uses data of the cument Windows user account. This data does not change when the
account password changes.

1. K the Windows user account is lost, it will not be enough to create a new accourt with the
game uger name and password. A complete backup of the account is required. Creating and
regtaring such a backup is a verny complicated task. i you dont know how to do this, don't
enable this option.

Mare information about Windows user accounts.

Help Cancel

7. B cnepytowiem okHe HaxaTb Select Library... n BbibpaTe MecTopacnonoxenue 6nénuoteku tPKCS11ecp.dll.



Configure PKCS#11 — X

a_@ Configure PKCS#11

Protect the database using a smartcard or token.

PKCS#11 Library Path
|C:\Windows\5ystem32‘d1PKCS1'IECF'.dII |I| Select Library... II Init/Read Keyfiles |

Slot Token Name Label

Create Key Delete Keyfile Export Keyfile Impart Keyfile

8. HaxaTb Ha kHonky Init/Read KeyFiles n Beectvt PIN-kog noaxntoueHHoro yctpoiictea PyTokeH.

PECEE11 — O >

a_g PKCS#11
Enter your pin.

Enter your pin:

OK || Cancel |

9. Ecnn naponu He Gbinu creHepypoBaHbl paHee, B OKHE CnycKa naponei HaxaTtb kHonky CreateKey v creHepvpoBaTb naposnb Yepes reHepaTtop
napornen unu, Belbpas Hy>HbIA Npodussb.



Configure PRCS#11

Configure PKCS#11

Protect the database using a smartcard or token.

PKCS#11 Library Path

CWindows System 32\t PKICS11ECP dll Select Library... Init/Read Keyfiles
Slot Token Mame Label
0 Rutoken ECP <...  Barzini

Delete Keyfile Export Keyfile Import Keyfile
Open Password Generator...
Generate Using Profile v Hex Key - 40-Bit (built-in) . Lancel
EMTEDTE TS DT, Hex Key - 128-Bit (built-in)
More information about ¥ Hex Key - 256-Bit (built-in)
Random MAC Address (built-in)

- Help I OK | Cancel a

10. Boibpatb naponb 13 cnucka u HaxaTts OK.
11. Beectu PIN-kog nogkntoveHHoro yctpovictea PyTokeH B okHe BBoan PIN-koaa.

12. YkasaTb HacTpoiikm 6a3bl AaHHbIX KeyPass n Haxatb OK.

BapuaHT 2: icnonb3oBaHne RSA cepTudmkaTa ¢ Kno4eBoro HoCUTESS.

B03MOXHO MCMonb30BaHWe anekTPOHHbIX naeHTudukaTopos PyTokeH S n PyTokeH Lite.

1. CkadvaTb n yctaHoBuTb KeePass Bepcum ctapiie 2.09:
http://keepass.info/download.html

2. CkayaTb 1 nepemectuTb B nanky KeepPass odumumansHbein nnarnd RSACertKeyProviderPlugin:
http://www.creative-webdesign.de/en/software/keepass-plugins/rsa-cert-keyprovider.html

3. CreHepupoBaTb 3KCMOPTUPYEMYIO KntoueByto napy RSA Ha PyTokeH u BeinucaTb cepTudmkaTt (MOXXHO CaMOMOAMNMUCAHHbIN).

BHumaHme!

W3-3a cneumndmkm paboTbl gaHHoro nnarvHa anst KeePass HeakcnopTupyeMble knoveBas napa u ceptudukart He Mory ObiTb CNonb3oBaHbl. Ux
ncrnonb3oBaHWe BbI30BET owmnbKy, Hanpumep "Key not valid for use in specified state”.
4. OTkpbITb KeePass 1 co3aaTb HoBYto 6a3y knioyelt. B oTKpbIBLUeeCsi OKHO BBECTM UM ¢haiina, BbibpaTe MECTo Anst XpaHeHus n HaxaTb CoxpaHuTs


http://keepass.info/download.html
http://www.creative-webdesign.de/en/software/keepass-plugins/rsa-cert-keyprovider.html

r@ KeePass

File | Edit View Teools Help

L | New.. | Ctrl+N L

Open 3
Open Recent 3
Close Ctrl+W

. B cneaytowem okHe BbIGpaTh NnarviH B ka4ecTse kpuntonposanaepa n Haxats OK.

-
|- @ Create Composite Master Key

Create Composite Master Key

= CAllsers'welya\Deskiop\MewDatabase 1 kdbx

Specify the composite master key, which will be used to encrypt the database.

A composite master key consists of one or more of the following key sources. All sources you specify will
be required to open the database. K you lose one source, you wil not be able to open the database.

[7] Master password: E

ted quality 0 bits 0 ch

Key file / provider: | RSA Cetficate Key Provider -

[ Create... ] [ﬁ Browse. .. ]

Create a new key file or browse your disks for an existing one. i you have installed a key provider
plugin, it is also listed in this combo box.

[7] Windows user account

This source uses data of the cument Windows user. This data does not change when the Windows
account password changes.

§.  [fthe Windows account is lost, it will not be enough to create a new account with the same
| user name and password. A complete backup of the user account is required. Creating and
restoring such a backup is not a simple task. f you don't know how to do this, don't enable
this option.




6. B oToGpasuBLLEMCS OKHe BbiGpaTh cepTudukat n HaxaTb OK.

-
bezonacHocTs Windows 5 S - ﬁ

Test Certificate Select

Select a certificate from the following list to get information on that
certificate

test
zpaTene: test
Derctentened ¢ 12/20/2014 no 1/1...

[NpocmMoTpeTs CBOMCTEA CERTUHMEK. .,

7. Yxa3aTb HacTpoliku 6a3bl AaHHbIx KeyPass u HaxaTtb OK.

BapwnaHT 3: LUndpoBaHme fokanbHOro KIio4eBOoro KOHTenHepa
cepTumnKaToM C KITHOMEBOIO HOCUTENS.

BoamoxHO ncnonb3oBaHmne niobbiX 3NIEKTPOHHbIX NAEHTUMMKATOPOB PyTOKeH.

1. Ckavatb n yctaHoBuTb KeePass Bepcuu ctaplie 2.09:
http://keepass.info/download.html

2. CkayaTb 1 nepemecTuTb B nanky KeePass odumumanbHbiii mnarmi CertKeyProvider:
https://www.dropbox.com/s/efaeqm88hycybiu/CertKeyProviderPlugin.plgx?di=0

3. CreHepupoBaTh kntoyeByto napy RSA Ha PyTokeH 1 BbinucaTb cepTuduKaTt (MOXXHO CaMOMNOAMNUCaHHbIN).

4. OtkpbITb KeePass 1 co3gatb HoByto 6asy kntoyeir. B oTkpbiBLIEMCS OKHO BBECTM MMS charina, BbibpaTb MECTO ANst XpaHeHUs 1 HaxaTb COXpaHUTE

r@ KeePass

Edit

View Tools Help
Ctrl+M

: p

Open 3

Open Recent 3
Close Ctrl+W



http://keepass.info/download.html
https://www.dropbox.com/s/efaeqm88hycybiu/CertKeyProviderPlugin.plgx?dl=0

5. B cnegytowem okHe BbiGpaTh NiarMH B ka4ecTse Kpuntonposaiaepa u Haxatb OK.

@ Create Composite Master Key ﬂ

Create Composite Master Key

CAlszers\artem_000\Downloads\NewDatabaze2 kdbx

Specily the composite master key, which will be used to encrypt the database.

A composite master key congists of one or more of the following key sources. All sources you specify wil
be required to open the database. K you lose one source, you will not be able to open the database.

0 bits

Key file / provider: | Cerificate-protected key v

2
o
a
=
=4
q

Create a new key file or browse your disks for an existing one.  you have installed a k
plugin, it is alzo listed in this combo box.

[7] Windows user account

This source uses data of the cument Windows user. This data does not change when the Windows
accourt password changes.

i I the Windows accourt is lost, it will not be enough to create a new account with the same
user name and password. A complete backup of the user account is required. Creating and
restoring such a backup is not a simple task. f you dont know how to do this, dont enable
this option.

o Carn

6. B nosiBuBLUEMCS OKHE C OnMcaHueM paboTbl nnarmHa HaxaTte OK.
. YKa3aTb nokanbHOe MeCTO XpaHeHue 3aLlULLEHHOTO KIMKYEBOro KOHTEHepa.
8. B nosBuBLUEMCSI OKHe BblOpaTb cepTudmkaTt n Haxatb OK.

Select encryption certificate(s) H

~

Select certificate(s) for which to encrypt the key, Only users holding the private
keys corresponding to these certificates will be able to decrypt the file,

KoMy BeldaH KeMBbl... HazHadeHuA Ma... Cpokage... Pazme

. O1.. 17.10.2... Hetna
[l TesterLite CRYFT... [Mposepkano... OT.. 04.11.2.. Hera
£ >

OTmMeHa MpocMoTp cEpTHMdMKETE

9. B cny4yae oTobpaxeHus npegynpexaeHus "The following certificate didn't validate properly", nogTBepanTb ncnonb3oBaHne BbIGpaHHOTO
cepTudkata Haxatmem JA.
10. YkasaTb HacTpolku 6a3bl AaHHbIX KeyPass n HaxaTtb OK.

PaboTta c 6a3on KeePass 13 6paysepa Google Chrome

[ina paboTbl n3 6pay3epa Google Chrome Heo6x0AMMO BbINOMHUTL CReAyoLmMe Laru:



1. YcTtaHoBUTb paclumpeHve bpaysepa:
KeePassHelper Password Manager
2. CkayaTb 1 YCTaHOBUTb NnarvH Ans nporpammel Keypass:

KeePassHttp
3. B Bpaysepe B CTpOKe COCTOSIHUSA BbIGpaTh pacluMpeHne
o 17 »
x
Pacwwmpenun

F'EIELIJMFI‘EHHH C MoAHBIM SOCTYNOM
F'EICLIJHPE'H/F. ¥ KOTOPBIX 20Th NPAEC Ha NPOCMOTE W

HIMEHEHKME HHI:IZICIFIN'E_H/ Ha 3ToM CalTe

Ll KeePassHelper Password Mana... n :

£ YnpaensHue pacluMpEHUAMY

4. HaxaTb Ha kHonky Grant access to the KeePassHlttp plugin: Proceed

Grant access to the KeeP:z

5. PaspewwuTb 4OCTYN pacLUMPEHUIO Ha MPOCMOTP Y UBMEHEHWNE OaHHbIX.

i MpunoxeHwe "KeePassHelper Password Manager”

IanNpoCkng 4A0NCAHHMTENRHBIE pa3pelleHIMA.

PazpelleHuA:

MpocMoTp W UEMeHEHKME A3HHBIX ocalhost

*

6. 3anyctutb npunoxeHve KeePass.



https://chrome.google.com/webstore/detail/keepasshelper-password-ma/jgnfghanfbjmimbdmnjfofnbcgpkbegj?hl=ru
https://passifox.appspot.com/KeePassHttp.plgx

7. Tpu nepBoW NONbITKE CUHXPOHM3ALMKN paclunpeHns bpaysepa u nokanbHou 6a3bl AaHHbIX NOTpebyeTcsa co3aath Kniow Accoumauum, ons aToro
Heobx0AMMO BBECTU Ha3BaHMWE KIkoya 1 HaxaTb Save.
-

@ KeePassHttp: Confirm New Key Asscciation ﬁ

Encryption key:  bz2y+UcRinCGyPGlpValsSgbzZWhwaZRNmy FaZCoupl=

Key name: |

You have received an association request for the above key. f you would like to allow it
access to your KeePass database give it a unigue name to identify and accept i.

Save ] [ Cancel

L

8. Ecrm paHee yxe Obinn CO3[aHbl PEKBU3UTHLI JOCTYNa K ca|7|Ty, OHU 0T06pa3ﬂTCﬂ B OKHe paclinpeHus.

Beeawe napons

O Noxasars napons

[ Keepasshttp pig ~ ‘ focsmece X

9. lMNocne BbIOOpa PeKBU3MTOB AOCTYyNa OHU aBTOMATUYECKN BCTaBSATCSA B OKHO BXoAa.

PaboTta c 6a3on KeePass 13 6paysepa Mozilla Firefox

[ns paboTbl M3 6paysepa Mozilla Firefox HeobxoaMmMo BbINONHWUTL criedytoLime warm:

1. YcraHoBuTb paclumpeHue 6paysepa:
KeePassHelper Password Manager
2. CkavaTb 1 YCTaHOBUTb NNaruH:
KeePassHttp
3. 3anyctutb npunoxeHue KeePass.
4. B Gpay3epe B CTPOKE COCTOSIHUS BbIOpaTh paclumpeHrue un Haxatb Connect.

2 |\ ORI

Choose own credential fields for this page

KeePassHitp-Connector has not been configured. Press the connect button to register and pair with KeePassHttp.



https://addons.mozilla.org/ru/firefox/addon/keepasshttp-connector/?utm_source=addons.mozilla.org&utm_medium=referral&utm_content=search
https://passifox.appspot.com/KeePassHttp.plgx

5. Mpw nepBo NonbITKe CUHXPOHU3aLUMK paclumMpeHnst bpaysepa 1 nokanbHow 6a3bl AaHHbLIX NoTpebyeTcs co3aatb Kntow Accoumaumm, Ans aToro
HeobXx0aMMO BBECTU Ha3BaHMWE KIkoya 1 HaxaTb Save.

@ KeePassHttp: Confirm New Key Association I&

Encryption key:  U/lcHgA4Pa g B K WtouDAVWwWRIvLaLED Tr¥N+RTLgE=

Key name: Firef oo

You have received an association request for the above key. If you would like to allow it
access to your KeePass database give it 3 unigue name to identify and accept .

[ Save ] [ Cancel

6. Mpu nepexofe Ha caiT, 4Nst KOTOPOro He06X0AMMO BBECTU COXpaHeHHble B KeePass faHHble HEOGXOAMMO HaxaTb Ha KHOMKY pacLUMpeHus u
BbIGpaTh HeobXxoaMMYtO UHbOopMaLMIO.

G ban-Gocgiermanms X |3

<« c @ O & httpsi//acc

Yineo o @ &

unts.google.com/signin/v2/challenge/pwd | =ru

Ghoose own credenta iels for ths page

Select the login information you would like 10 get entered into the page:

==wsA@gmail.com (google)

Google

() @gmaiicom v

Boenume napons

O oxasars napons

Pycowi ~ Copasxa  Kowowaouanswocts  Yenosun

7. MNocne BbIGOpa PEKBU3MTOB AOCTyNa OHN aBTOMATUYECKN BCTABSATCSA B OKHO BXoAa.



	Интеграция Рутокен и KeePass

