Havano paboTbl ¢ ycTpoiictBamMu PyTokeH

B aTom gokymeHTe

B aTtom gokymeHTe
Ob6wwas nHdopmaums
O Tpu3sHaky KOPPEKTHOTO MOAKITHOUYEHUST YCTPOMCTB PyTOKEH K KOMMbIOTEPY
O TaHenb ynpasnenuns PyTokeH
O PIN-kopg Monb3oBatens
O PIN-kog AoMuHucTpaTopa
® [loaknoyveHne ycTponcTB PyTOKEH K KOMMbIOTEPY
O TloaknoveHne TokeHa
O TlogkntoyeHne cmapT-KkapTbl
® 3anyck MaHenu ynpaenenusi PyTokeH
© 1 cnocob. 3anyck ¢ paboyero cTona koMnboTepa (Mcnonb3yeTcs, ecnv Ha Paboyem cTone ectb 3Ha4ok NaHenb ynpaBneHus PyTokeH)
O 2 cnoco6. 3anyck 13 meHto Myck (Mcnonb3yeTcs, ecnv Ha paboyem cTorne HeT 3Hauka [aHenb ynpaBneHns PyTokeH)
O 3 cnocob. 3anyck 13 MaHenu ynpaBneHnst KOMrbtoTepa (MCNomnb3yeTcsl, eCNY CKpbITa NaHenb 3agaq)
Bbi6op ycTpoiictBa B [NaHenu ynpasneHus PyTokeH
[MpoBepka KOppeKTHOCTM BbIOOpa yCTPONCTBa
[MpocmoTp cBeaeHuit 06 yctponcTee PyTokeH
Beog PIN-kopa Monb3oBatens ans paboTsl ¢ ycTpocTBOM PyTOKeH
[MpocmoTp konmyecTBa 3agaHHbIX NOMbITOK BBoAa HenpasunbHoro PIN-koaa Monb3oBaTtens
[MpocMoTp KonmnyecTBa OCTaBLUMXCSA MONbITOK BBOAA HenpasunbHoro PIN-koaa Monb3osaTtens
V3meHeHune konuyecTBa ycTponcTB PyTokeH S Ans ogHOBpeMeHHOW paboTbl HECKOMNBbKUX TOKEHOB Ha KOMMbOTEPE
BbiGop kpunTonpoBaraepa, UCnonb3yemoro no yMmonyaHuto, Ans yctpoctea PyTokeH
Bbi6op MeToaa reHepauuu knoyesbix nap RSA (ans yctporictea Pytoker SLIM)
Bbi6op HacTpoek anst PIN-koga
NameHeHune PIN-koaa Monb3oBaTens
YkasaHue [Monb3oBaTtenem nMeHun yctpoictaa PyTokeH
Beog PIN-kopa AgmuHucTpaTtopa anst paboTbl ¢ yCcTponcTBOM PyTokeH
[MpocMoTp KonuyecTBa 3aAaHHbIX NONbITOK BBOAA HenpasunbHoro PIN-koga AaMuHuctpaTopa
MpocMoTp KonmnyecTBa OCTaBLUMXCS MOMbITOK BBOAA HenpasunbHoro PIN-koga AaMuHucTpaTopa
N3meHeHne PIN-koga AoMuHucTpaTtopa
M3meHeHne AgmuHnctpaTtopom PIN-koaa MNonb3oBatens
Pasbnokuposka AgmutHuctpatopom PIN-koaa Monb3osatens
dopmaTtnpoBaHne AOMUHUCTPATOPOM yCcTpoincTea PyTokeH
O YkasaHue UMeHU yCcTporcTBa PyTokeH npu hopmaTpoBaHum
O MameHeHve nonuTuku npu hopMaTmpoBaHunm
O VYkasaHwue HoBoro PIN-koga Monb3oBaTens (AgMuHUCTpaTopa) npu hopmMaTnpoBaHnm
O YkasaHue MuHumansHon anuHel PIN-koaa Monb3oBatens (AoMUHUCTpaTopa) npu hopMaTupoBaHnm
O YkasaHve MakcumanbHOro konuyectsa nonbitok BBoaa PIN-koga Monb3osaTtens (AgMuHncTpaTopa) npu hopmMaTMpoBaHnm
Pa6oTa ¢ nonutukamu kadyectea PIN-koga
[MpocMOTp KNtoYeBbIX Nap U cepTUdrKaToB, COXPaHEHHbIX Ha YCTpoCTBe PyTokeH
Pernctpauus kopHeBoro ceptudukaTa yaoCTOBEPSIOLLErO LIeHTPa B Ka4ecTBe JOBEPEeHHOro KOpHeBoro cepTudukara
MpocmoTp nHdopmauum o cepTudpukate (kno4eBon nape, NMMYHOM cepTudmkaTe), COXpaHeHHOM Ha yCTpoiicTBe PyTokeH
JkenopT cepTudmkaTa B dhann
© 1 cnoco6b
© 2 cnocob6
Mmnopt RSA ceptudmkaTa n knioveBor napbl RSA Ha ycTporictBo PyTokeH
HasHaueHuwe cepTudukata Ans KnoyYeBow napbl
HasHaueHve HoBoro RSA cepTudumkata ans knoyeBor napbl RSA
YcTaHoBKa Ans nuyHoro ceptudgmkata RSA atpubyTa "no ymonyaxmo"
YnaneHnve ans nudHoro cepTudukata RSA atpubyta "no ymonyaHumw"
Pernctpaums nuyHoro ceptudukarta B nokanbHOM XpaHunuile
YpaneHue nu4Horo ceptudpmnkaTta us nokanbHoro XxpaHunuila
Ynanenvne RSA ceptuchmkata (kntoyesoit napbl RSA, nuyHoro ceptudmkata RSA) n3 namstu yctponctea PyTokeH
MopxkntoveHne PyTokeHa k ycTpoincTBy Ha Android
PyTOKeHbI, KOTOpble MOXHO MOAKMIOUYNUTL K yCTponcTey Ha Android
YcTtaHoBka npunoxexus MaHenb ynpasneHus PytokeH Ha Android
MopkntoveHne PyTokeHa ¢ pa3bemom Type-C k ycTponcTBy Ha Android
MopkntoveHve ayanbHon cmapT-kapTel ¢ nogaepxko NFC (Tokena ¢ NFC) k ycTtporictBy Ha Android
Pa6oTa ¢ npunoxeHunem MNaHenb ynpasneHns PyTokeH
B 3smeHeHue PIN-koga
" }I3mMeHeHWe MeTKM ycTpoicTBa PyTokeH

O O O O O



" Pasbnokuposka PIN-koga
® OcobeHHocTu B paboTe ¢ yctporictBom PyTokeH OLIM Flash

O6wasa nHdpopmauus

lMpusHaku KOPpPEKTHOro NOAKMIOYEeHUs YCTpOVICTB PyTOKeH K KOMNblOTEpY
OCHOBHble NpU3HaKV NOAKIIOYEHNst YCTPOCTB PyToKeH ykasaHbl B Tabnuue 1.

Tabnuua 1

Ha3sBanue ycrpoiicTea MpusHak

TokeH, TokeH ¢ pazbeMom Type-C, TokeH ¢ NFC | Ha ycTponCTBE CBETUTCS MHOUKATOP

CwmapT-KkapTta Ha cyuTbiBaTene ana cCMapT-KapT CBETUTCA MHOUKATOP

BOﬁQeMH BbINOJTHEHUA onepauvu?l C yCTp0I7ICTBOM PyTOKeH HU B KOEM Cliy4yae He 0OTCOeaUHsINTE ero ot KOMnNbrOTEPA. 3710 MOXeT npuBecTu K owmbke.

MaHenb ynpaeneHusi PyTokeH

MaHenb ynpaBneHuss PyTOKeH — 3TO nporpammHoe CpeacTBo, NpeaHa3HaydeHHoe Ansa obcnyxvBaHns yCTPONCTB PyTOKEH B ONepaLmMOHHbIX cucTemMax
cemeiictBa Microsoft Windows. MNMaHenb ynpaBneHusi PyTokeH ycTaHaBnvMBaeTcsi B cMCTeMe Nnpu ycTaHoBKe komnnekTa "[parsepbl PyTokeH ana Windows".

Buabl nonb3osaTtenen B NaHenu ynpasneHus PyTokeH:

® [lonb3oBaTens;
®  AaMuHKUCTpaTOp.

PIN-kog Nonb3oBatens
PIN-kog Monb3oBaTens asnseTcs naposiem, KOTopbii UCNONb3yeTcs AnA AOCTyna K OCHOBHBLIM (PyHKUMSAM ycTponcTea PyTokeH.

PIN-koga Monb3oBaTtens no ymonyaxnuio — 12345678.

PIN-kog AamMuHucTpatopa
PIN-kog AaMUHUCTpaTOpa ABNSeTCs naponem, KOTOpbli UCNONb3yeTca AN A0CTyNa K aAMUHUCTPaTUBHBLIM (OYHKLMAM YCTPOUCTBa PyTOKeH.

PIN-koa AoMuHucTpaTopa no ymonyanuio — 87654321.

MoakntoyeHne ycTponcTB PyTOKeH K KOMMbIOTEPY

MopaknioueHne TokeHa

[ns nogkntoveHus TokeHa BcTaBbTe ero B USB-nopT komnbloTepa. Ecnun TokeH NoakmntoveH KOPPEKTHO, TO Ha HEM HaYHET CBETUTLCS MHAMKaTOP.

MoaknioyeHne cMapT-KapThl

[INa nogknioYeHns cMapT-KapTbl K KOMMbIOTEPY UCNOMNb3YeTCA CYATLIBATENb CMapT-KapT.

K USB-nopTy koMnbloTepa MOXHO MOAKIMIOUYUTL Kak NyCTON CYMTbIBATENb, Tak U CYUTbIBATENb CO BCTABIIEHHON CMapT-KapToOW.
[Ina nogkntoyYeHns cmapT-KkapTbl K KOMMbIOTEPY:

1. BcraBbTe cmapT-kapTy B CYUTbIBATESb.
2. MopkntounTe cuutbiBaTenb kK USB-nopTy koMnbloTepa. Ecnn cmapT-kapTa nofkmiodeHa KOpPEKTHO, TO Ha CYMTbIBATENE HAaYHET CBETUTLCS
nHaukaTop. Ecnv cmapT-kapTa BCTaBneHa B CHATbIBATENb HEKOPPEKTHO, TO MHAUKATOP Ha CYUTbIBATENE MOXET MUraTb.

MopknioueHne PyTokeHa ¢ pasbemoM Type-C K KomnbloTepy

PyTokeH ¢ pasbemom Type-C noaknoyaeTcs K KOMMbIOTEPY, Y KOTOPOro ecTb cneuuanbsHbiii nopT USB Type-C. Ha HekoTopbIx KOMMNblOTEpax 3ToT NopT
o603HayeH kak Thunderbolt 3 (USB-C).

Ecnun TokeH nogkntoyeH KOPPEKTHO, TO Ha HEM Ha4YHET CBETUTbLCA MHOUKATOP.


https://www.rutoken.ru/support/download/get/rtDrivers-exe.html

=

3anyck NaHenn ynpaeneHnsa PyTokeH

CyLLeCTBYeT HECKOIbKO cnocofoB 3anycka MaHenw ynpasneHus PyTokeH:

1 cnocob. 3anyck ¢ pabouyero crona komnbioTepa (Mcnonb3yeTcs, ecnu Ha Paboyem cTone ectb 3Ha4YoK
MaHenb ynpaeneHusi PyTokeH)

[1Ba pa3a LwenkH1Te NeBoW KHOMKOW MbIly No 3Hauky MaHenb ynpaeneHusi, pacnonoxeHHoMy Ha paboyem cTone KomnbloTepa.

2 cnocob6. 3anyck u3 meHio lNyck (ncnonb3yeTcs, ecrnin Ha paboyeM cTone HeT 3Haudka lNaHenb ynpaBneHus

PyTokeH)
[ns Windows 10:

1. Haxwmute Mouck B Windows.

2. B none nowcka BBeauTe CTpoky "PyTokeH". ECnn ncnonb3yeTcs aHrnminckas Bepcusi onepaumoHHOM cucTeMbl, To BBeauTe cTpoky "Rutoken”.
3. LenkHuTe neBow KHOMKOW MbILLW NO HAa3BaHWIO HaNAEHHON NPOrpaMmsbl.

0 ] DUALTPEI

Jyuwee cooTeeTCTBHE 3

ﬁi Manens ynpaeneHus PyTokeH
Knaccuueckoe npuacxeHie

Py‘roneH|

1%18

N T BYC oy D

Ona Windows 7:



1. Haxmwure IMyck.
2. B none noucka BBeaute CTpoky "PyTokeH". Ecnu ucnonb3yeTcs aHrnuiickas Bepcusi onepaumoHHON cucTemsl, To BBeamTe cTpoky "Rutoken”.
3. LLlenkHWTe NeBoW KHOMKOW MbILWM MO Ha3BaHWIO HAWAEHHOW Nporpammbl.

Esisisft=
Euigeiine:

Mporpamme (1)
3
Darnkl (2)

| WiaGnon- Ocnoanoii
[ cert-gen-util

A C Apyrumn p

=1 ZVSEBEpMeHMepaﬁoTsl [

2 506 500

[ns Windows XP:

. Haxwmwure lMyck.

. JleBOW KHOMKOW MbILLM LLENKHUTE MO Ha3BaHWUIO NyHKTa MeHo Mouck.

B neBoit YacTu okHa PeaynbTaTtbl NOUCKA LLENKHUTE NEBOW KHOMKOW MbILLK MO ccbifike dainbl U nanky.

B none ansa ykasaHusa umenun davina sBegnte ctpoky "PyTokeH". ECrin ncnonb3yeTcst aHrnuickas Bepcus onepaunoHHON CUCTEMbI, TO BBeaUTe
cTpoky "Rutoken”.

AL~



5. Haxmute Haitu.

' pEBYﬂbTﬂTbI NMoOHCHA

Main  Mpaeka Bua  Ms6panHoe  Cepewc  Cnpaeka

\J \_) Lﬁ p Mowce ||| MankH -
Aapec: |d PesyneTaTel NOMCKa vl Mepexoa
MOMOWHHE N NoMCEY X lima Manka

| HTafkl APMCTYMHTE K NOWCKY, CNEAYATE HHETEYKUMAM HA NEBOH NaHEenH,

MNMpoM3BECTH NOMCK NO |
0AHOMY MIK BCEM i
KPHTEPHAM.

HacTk MieHH Garfna KK MM 1
MM LENHEOM:
PyToKeH

CNOBED MK hpasa B hafne:

MaMck B:

|i¢' OKANEHEIE AMCEN (T W |

Kor p,a Gbinm ¥
Npov3BEe A eHbl
nocneaH4e

HW3MEHEHWAT

Kakoii pasmep daina? ¥

A ononHMTENLHLIE ¥
napaMeTpbl

Hazad “ Ha#Ti J

dain Mpaeka Bua  MsOpannoe  Cepewc  Crpaexa

p Mokck:

\_’;' J l? {~ Manky v

Aapec: |d PEsyNbTaTH NOMCKE V| . MNepexoa

MoMOWHKE No NoHCKy X k] MNanka

ﬁ,‘ MNaHens ynpasneHra PyTokeH Ci\Documents and Settings)All UsershPaBoumi
ﬂ MaHens ynpasneHHa PyTokeH C:\Documents and Settings\All UsersiMnasHoe

Haiigeno 2 daiinos.
JIOCTHUIHYT nK
TpebyeMuid pesynsTaTt
novcka?

>

Mokck saeepweH

MomMck 3aeepleH,
0AHAKD B CNEAYHILLWA
Paz YCKOPHTE MOHCK

O6HOBMTB MOWCK ...

3 cnocob. 3anyck 13 MNaHenu ynpaerneHusi KOMMbloTepa (MCMoNb3YyeTCsl, €CIU CKpbiTa NaHerb 3afay)

1. 3anycTtuTe gnanoroBoe okHO. [Ans aToro HaxmuTe kombuHaumio knasuw Win+R.
2. B gnanoroBoM okHe BBeauTe cToky "control panel” n Haxmute OK.

3. B lMaHenu ynpaenexus wenkHuTe no ccbinke O60opyaoBaHue n 3BYK.

4. WenkHute no ccoinke MaHenb ynpasneHust PyTokeH.

Bbi6op ycTponctsa B [NaHenn ynpaeneHus PyTokeH

Ecnv k KOMMbOTEPY MOAKIIOYEHO HECKOMBKO YCTPOWCTB PYTOKEH OAHOBPEMEHHO, TO Nepes Havanom paboTsl Heo6XxoAMMO BeiGpaTh YCTPOWCTBO, C
KOTOPbIM BYAYT BbINOSHATLCS Onepauuu.

[ns BbIbOpa ycTponcTea:



1. 3anyctuTe MaHenb ynpaenexHus PyTokeH.
2. Ha Bknagke ABMUHUCTPUPOBaHUE B packpbiBatolemcs cnvcke MopaknioueHHble PyTokeH BbiGepuTe yCTPOMCTBO.

il Manens ynpaenenus PyToken -

ASMUHWCTPUPOEAHWE  CepTudmkatel HacTpolkw O nporpamme

MogkniYeHHble PYyTOKeH

| & Pytoken 2UN 200 o | Esecti PIN-ko4,..

WMH$opmayma
@ MokasaTe CEEAEHUA O TOKEHE WHbopmaLma

¥npaeneHwe PIN-kogammn

..’“‘5-—..= FazenoknpoEaTe PIN-K0AR NOAL30EaTENA, HeoBX0 UMb

npaea gocryna AgMUHWcTpaTopa PyTokeH

PazénokWpoEaTe

HM3meHnTe PIN-K0ALl NOAEZ0EATENA WAKW AJMWHWCTPATOpPa, (Ereres
5| HeoBxogWMBl COOTEETCTEYIWKME Npasa 40CTyna
Mma TokeHa
3a34aTe MUMA ToKeHa, HeoBXogWMBl COOTEETCTEYIIWME (e s
npaga gocTyna =

PopMaTHPOEAHWE TOKEHA

1 MHALMAAMZMPOEaTE hain0oEYD CUCTEMY M ONPELEnnTE DOpMATMPDEATE
¢ NOAWTHEKW B830NACHOCTH TOKeHa, HeoBxodnmMel Npaea
AoCTyna AgMuHKCcTpaTopa PyTokeH

3aKpHITE

I'IpOBepKa KOPPEKTHOCTH Bbl60pa yCTpOVICTBa
[Ina npoBepKn KOPPEKTHOCTH BbIGOpa YCTPOWCTBA:

1. 3anycTuTe MNaHenb ynpasneHnsa PyTokeH.
2. BbibepuTte ycTponctBo PyTokeH.
3. Haxmute UHopmaums. OtkpoeTcsa okHo MHdopmaums o PyTokeH.



4. Ecnu BbiGpaH TokeH, TO HeobXoAMMO cpaBHUTL 3HadveHue B none ID ¢ undpamm, ykazaHHbIMU Ha Kopnyce ToKeHa.

il Mndopmauma o PyToken *
Mma: EsreHwnit Benoe
Mogenk: PyToken 3LMN
CHCTEMHOE MMA: Aktiv Rutoken ECP O
ID: 0864778457
Bepoua: 20.04,18.11 (0B}
OBWan NamaTe: 3awmMweHHan: 65536 6aiT
Ce060aHaA NaMATE (BanTh 53338

PIN-kop None30BaTens MOXET BEITE W3MeHeEH: [oOABI0BATENEM W ALMHUHWCTPATODOM

Wenonezosanwe UTF-8 B PIN-kogax: BozmosHO
Mopaepxka Kpuntolpo ©KH: Het

Microsoft Base Smart Card Crypto Provider: MognepwueaeTca
YrpoWcTBEo nNogeniodveHo no RDP: Het

MoneiTen 660aa PIN-koga MNonssosatens: 10/10 [ocTanocke/scero)
MoneTeW 6083 PIN-E04a AQMWUHKWCTpATOpE: 10/10 [ocTranoce/Bcerao)

MpocmoTp ceBeneHu 06 yctponctee PyTokeH
[na npocmoTpa cBefeHuin 06 ycTpocTBe PyTOKEH:

1. 3anyctute MaHenb ynpasneHusa PyTokeH.
2. Bbibepute ycTpoiicTBo PyTOKeH.



3. Haxmute UHdopmauua. OTkpoeTcs okHo MHdopmaumsa o PyTokeH.

il Manenk ynpaenenus PyToker *

ASMMHWCTPUPOBAHWE  CepTudmeatel Hacrpolkw O nporpamme

MoAkAKYEHHBIE PYTOKEHBI

|\-’F‘3«'TCIKEH 34N 3.0 NFC O ~ Egectn PIN-kog,..

WMHbopmaumua
E MNokazaTe CEEdeHWA O TOKeHe I MHd 0 pMaLmMa I

¥npaeneHwe PIN-kogammu

’“‘.:-—.\ PazénoknposaTe PIN-kogbl nonesoeaTenn, Heobxogumel

npaea gocryna AgMyuHKCTpaTopa PyTokeH

PazBnokwpoBaTe

M3meHuTe PIN-KOgE NONE30EATENA MAKM AZMUHWCTRATOpRA, ey
5| HeoBxogWmel COOTEETCTEYOWKWE NPaga 4ocryna
MMA TokeHa
i 3ajaTe WMMA TOKeHa., HeoBX0AWMEl COOTERTCTEVIOWME et
* Mpasea gocryna

PopmaTHpoBaHWe TOKEeHA

i MHWUManm3npoEaTe GannoEy CUCTEMY M ONPELENHTE (DOPMATHPOBATE. ..
o MOAWTHUEW BE30MNacHOCTH TOKEHa, HeoBxogumMel npasa

Aoctyna AgMUHWETpaTopa PyTokeH

3aKpHTE




il Mndopmauns o PyToken
s

Mogene:
CHCTEMHOE MMA:
1D:

Bepcwa:

OBwWwaa NnamaTe:

CE0B0AHAA NamAaTe (BaiT):

PIN-ko0a MNMonE30EaTENA MOXET BEITE M3MeHeH: [Monb3oBEaTenemM W AOMHWHWMCTRATOROM

HMecnonezoeadue UTF-2 B PIN-kogax BozmMoXHO
Mogaepxka Kpuntolpo $KH: Aa

Microsoft Base Smart Card Crypto Provider: Mogaep*rEasTCA
¥cTpolcTED NogknoyeHo no ROP: HeT

MonuTewn E0Aa PIN-koga Nons3oeaTens: 10/10 [ocTanock/Bcero)
MonwiTkn BEoga PIN-koga AGMWUHWCTRaTOpPa: 10/10 [ocTanoce/scero)

EBreHnid Benog

PyToken 3LUM 3.0 NFC (3100)
Aktiv Rutoken ECPO
60.01.30.02 (03)
JawmweHHan: 131072 GanT
120123

OnwucaHue, NnpeacTaBneHHoON B NaHenu ynpasneHns nHdopmaummn o6 yctpoictee PyTokeH, npuBeaeHo

B Tabnuue 2.

Tabnuua 2

Mone
Nmsa
Mopenb
CucremHoe nms
ID
Bepcus
O6was namatb (6anT)
CsobogHas namsiTe (6awiT)

PIN-kop MNMonb3oBaTtenst MoXeT ObITb
M3MEHeH

Mcnonb3osaHue UTF-8 B PIN-kogax
Mopnepxka Kpuntollpo ®KH

Microsoft Base Smart Card Crypto
Provider

YcTtponcTteo nogknioveHo no RDP

MonbiTkn BBOAa PIN-koga Monb3oBartensa

MonbiTkn BBoga PIN-koga
AoMuHUcTpaTopa

Onucaxve
MepcoHanuanpoBaHHas MeTka yCTponcTBa
O6Lwen3BecTHOE HaVMeHoBaHVe YCTponcTBa
HanmeHoBaHue, ncnonb3yemoe Ans 0603Ha4YeHNs YCTPOCTBA B APYIMX NPUMOXEHUSIX
YHUKanbHbI LMPOBON naeHTudukaTop ycTporctea
Bepcusi npolumBky ycTponcTBa PyTokeH 1 donaru cocTosiHus
O6wuin 06beM NamsATn BbIGPAaHHOIO yCTponCcTBa
O6beM NamsATK yCTPOCTBA (AOCTYMHbIN NOMb30BaTeNHo)

MonuTtuka, BbibpaHHasa ans cmenbl PIN-koga MNMonb3oBaTens Ha ycTpocTee

Bo3moxHOCTb 6€30MacHOro NCMosb30BaHNUSA KMPUMNMYECKMX CUMBOMOB Npu 3adaHun PIN-koga
Moppepxka yctponictBoM paboTsl ¢ Kpuntollpo PyTtokeH CSP no 3awumiieHHomy kaHany ®KH

Mopnepxka ycTpoicTBOM paboThbl CO CTaHAAPTHLIM NOCTaBLLMKOM KpunTorpacum Ans CMapT-kapT oT
Microsoft

Mopaxnto4eHo nn yctponcTaeo no npotokony RDP

KonunuecTtBo ocTaBLUMxcs (BCEro) u 3agaHHbIX (OCTanock) NonbITok BBoAa HenpasunbHoro PIN-koaa
Monb3oBaTtens

KonuyecTtBo ocTaBLumMxcs (BCero) U 3agaHHbIX (0CTanock) NonbITok BBoga HenpasunbHoro PIN-koga
AamuHucTpaTtopa



[MpocMOTp Bepcumn yCcTaHOBNEHHOrO KoMnnekTa "[pansepbl PyTokeH ons
Windows"

[ins npocmoTpa Bepcumn ycTaHoBneHHoro komnnekra "[pavisepbl PyTokeH ana Windows":

1. 3anyctute MaHenb ynpasneHus PyTokeH.
2. MepewgnTe Ha Bknagky O nporpamMme. B none Bepcus gpaiisepoB PyTokeH ykasaHa Tekyluas Bepcusi komnnekTta "[pansepbl PyTokeH ans
Windows", ycTaHOBNEHHas Ha KoMnbloTepe.

il Manenk ynpaenenua PyToker *

ASMUHWCTPUpPOBaHKWE  JononaHuTensHo CepTudwkatel  HacTpoiku O nporpamme

KomnaHwnsa:

CQdUUHANEHEIR CaIT:

Bepcwa gpaiEepos PyToKEH:
CayxcBa TEXHWYECKDH NOAAEPHKN: hotline@rutoken.ru
https:/Aananw. rutoken.ru/support/feedback)
+7 [(495) 925 77 90

2 KoMnNaHWa «AKTUE», 2003-2022, Bce Npasa JaWwnweHel.

PyToKeH® ABNAETCA 3aperMCTPUPOBAHHON TOProEoi MapPKOW KOMAaHMK «AKTHE

33KpLITE

Beog PIN-koga Nonb3oBaTtens ans paboTtbl ¢ yCTPoNcTBOM PyTOkeH

Mocne BBoaa HenpasunbHoro PIN-koaa Monb3oBaTensi Heckonbko pa3s noapsa PIN-kog 6rnokupyetcs. PasbnokvpoaTtb ero MoxHo 3Hast PIN-kog
ncTpaTopa yctporctea PyTokeH.

[ns BBoaa PIN-koaa Monb3oBaTtens:



1. 3anycTuTe NaHenb ynpasneHns PyTokeH.

il Manenk ynpaenenus PyToker *

ASMMHWCTPUPOBEEHWE  CepTudWkatel HacTpo#dkw O nporpamme

MoAkAKYEHHBIE PYTOKEHBI

|\-’F‘}'TCIKEH 34N 3.0 NFC O ~ Egectn PIN-kog,..

WMHbopmaumua
@ MoKazaTe CESAEHWUA O TOKEHE WHbopmaLma

¥npaeneHwe PIN-kogammu

’“‘.:-—.\ PazénoknposaTe PIN-kogbl nonesoeaTenn, Heobxogumel

PazBnokwpoBaTe
@ npaea gocryna AgMyuHKCTpaTopa PyTokeH

M3meHuTe PIN-KOgE NONE30EATENA MAKM AZMUHWCTRATOpRA,

MzmenuTe...
[ ] HeoBxogrMel COOTESTCTEYHOWMWE NPasa 40CTyna
ity
MMA TokeHa
H 3a]aTe WMMA TOKEHA. HeoBXOAWMEl COOTERTCTEVIOWME et
* Mpasa gocTyna A

PopmaTHpoBaHWe TOKEeHA

1 WMHuuwanwsvpoeate ¢El:iﬂCIB‘_'.I'ICI CHMCTEMY W ONPEJENHTE DOpMATUPOEATE. .
o MOAWTHUEW BE30MNacHOCTH TOKEHa, HeoBxogumMel npasa

Aoctyna AgMUHWETpaTopa PyTokeH

3aKpHTE

. Bribepute ycTpoiicTBo PyTOKeH.

. [NpoBepbTe KOPPEeKTHOCTL BbIbOpa yCTpOMCTBA.

. Haxmute Beectun PIN-koa.

. MpoBepbTe, 4TOGHLI NEpekntoyaTens 6bln ycTaHOBMNEH B nonoxeHve Monb3oBarernb.
. Beeaute PIN-koa Monb3oBaTens.

. Haxmute OK.

No o~ WDN

il Manens ynpaenenns PyToker >

Beegute PIMN-k0g
CYWTEIEATENE

& Pyroken 3UMN 3.0 NFC O

@ MNonezoEatens

OMMHHHG’DETOP
PIN-kOg

| --------l | RU

Ommena

8. Ecnu BBeaeH HeBepHbIii PIN-kof, To Ha akpaHe oTobpasnTcst cooblueHne o6 3Tom. B none ocTtanoch NOnbITOK ykazaHo MakcuMaribHoe
KonmyecTBo nonbiTok BBoaa PIN-koaa.




il Manens ynpaenenna PyToken

Qwwreka

HeyaadHasa ayTeHTHUSMEanma.
[ocTanoce NONBIToE: 9)

HMETOMHHE OWHWBKK Rutoken
Kog ownbkn OwB300

[MpocmoTp KonuMyecTBa 3aaHHbIX NOMNbITOK BBoAa HernpasusibHoro PIN-koga MNMonb3osartens

YTto6bl NPOCMOTPETH KONMYECTBO 3a4aHHbIX NOMbITOK BBoAa HenpasunbHoro PIN-koaa Monb3oBartens:

1. Otkponte MNMaHenb ynpaBneHusa PyTOKeH.

2. Ha Bknagke AGMUHUCTpUpoBaHue HaxmunTe MHopmauus.

3. B okHe MHdopmaums o PyTokeH B ctpoke NonbiTok BBoAa PIN-koaa Monb3oBaTens oTobpaxaeTcs KoNMYecTBo 3aAaHHbIX MOMbITOK.

il WHdopmauma o PyToken
LY

Mogene:
CHCTEMHO2 MMA:
1D:

EBepcwa:

OBwWwaa NnamaTe:

CE0B0AHAA NamAaTe (BaiT):

HMecnonezoeadue UTF-2 B PIN-kogax
Mogaepxka Kpuntolpo $KH:

Microsoft Base Smart Card Crypto Provider:
¥cTpolcTED NogknoyeHo no ROP:
MonuTewn E0Aa PIN-koga Nons3oeaTens:

MonwiTky EE04a PIMN-K04a AZMWHWCTRATOpPa:

PIM-koa MNonE30EaTENA MOMXKET BEITE MIMEHEH:

EBreHnin benoe

PyToken 3LM 3.0 MFC (3100)
Aktiv Rutoken ECPO

1062040096

60.01.30.02 (03)

JawmweHHan: 131072 GanT

120128

Monk3oEaTenem W AJMUHWCTRATOROM
Bo3smosHo

Aa

MogaepxrEasTcA

Het

1 D_e'u[cu CTanoCe/ECera)

10/10 [ocTanock/BCEro)

*

npOCMOTp KOJin4ecTtBa OCTaBLUMNXCA MOMbITOK BBOAA HENMPaBWUIIbHOIo PIN-kopa Nonb3oBaTtens

YT106bI NPOCMOTPETb KOJIMYECTBO OCTABLUMXCA NOMbITOK BBOAA HENPaBUITbHOIo PIN-koga MNMonb3oBartens:

1. Ortkpoiite MaHenb ynpaeBneHus PyTokeH.

2. Ha Bknagke AQMUHUCTpUpOBaHMe Haxmunte MHopmaums.




3. B okHe WMHdopmaLma o PyTokeH B cTpoke lMonbitok BBoAa PIN-koga Nonb3oBarens otobpaxaeTcst KONMYeCTBO OCTaBLUMXCSA NOMbITOK.

il ViHdopmaumna o PyToken b
Mraa: EEreHni Benoe
Mogene: Pytoked 3LMN 3.0 NFC [3100)
CHCTEMHOE MMA: Aktiv Rutoken ECP O
1D 1062040096
Bepoua: 60.01.30.02 (03)
OBWwan namaTe: JawmweHHan: 131072 sanT
CE0B0AHAA NamAaTe (BaiT): 120123

PIMN-k0g Mone30EaTENd MOXET BEITE M3MeHeH: [loAb30EaTENeM WM AJMWUHWCTRATOROM

HMenonezoeanue UTF-8 B PIN-kogax BozmoxHo
Mogaepxka Kpuntolpo $KH: Aa

Microsoft Base Smart Card Crypto Provider: MogaepxKnEasTCa
¥TpoRcTED NogknioYeHo no ROP: Het

MonuTewn E0Aa PIN-koga Nons3oeaTens: Em [ocTanoce/Bcero)
MonuTen BE0Aa PIN-K0ga AGMUHWCTPATOPRA: 1010 [ocTanock/Bcero)

N3meHeHne konnyecTBa ycTponcTB PyTokeH S onsa ogHoBpeMeHHOW paboTbl HECKOMbKUX
TOKEHOB Ha KOMMNblOTEPE

Tak kak MoxeT noTpe6GoBaThCcs nepe3arpyska KOMMbloTepa, nepes N3MeHeHMeM KOnnYecTBa ycTponcTB PyTokeH S Ans o4HOBpeMeHHoi paboThl
H NbKNX TOKEHOB Ha KOMMbIOTEPE PEKOMEHOYETCS 3aKpbITh BCE paboTatoLmne NpunoxeHus

OTa HacTponka ncnonb3yeTcs:

® ecnu nonb3oBaTesnto HeOBXOAUMO YBENUYUTL KONMUYECTBO YCTPOWCTB PyToKeH S ANnst 0ogHOBPEMEHHOW paboThl HECKONBbKUX TOKEHOB Ha
KOMIblOTEPE;

® ecnu onepaLMoHHON CUCTEMOI He pacro3HaloTCsl HOBbIe, NoAKMoYaeMble yCTpoicTBa PyTokeH. B aTom cnyyae Heo6X0AMMO yMEHbLINTL
KONMYECTBO yCTPONCTB PyToKeH S Ans ogHOBpeMeHHO paboThbl;

® ecnu Ha kKoMnbloTepe BoobLLe He ncnonb3ytoTcst PyTokeH S.

[Ins nameHeHns konuyecTBa ycTponcTB PyTokeH S Ans ogHOBpeMeHHON paboTbl HECKOMbKMX TOKEHOB Ha KOMMbIOTEpE:

1. 3anyctute MaHenb ynpasneHusa PyTokeH.
2. lMepenpuTte Ha BKNagky HacTporiku.
3. B packpbiBatoLemcs cnucke Konnyectso cuutbiBatenei PytokeH S BeiGeprTe Heobxoavmoe Yncro.



4. Haxmute N3MeHUTb.

ﬁ.[ Manens ynpasnenwa Pytoken X

AAMHUHWCTPWUpOBaHWe CepTHUKaTH HacTpoiiku O nporpamme

CymTeiearenn PyTokeH S
| Konuuecreo cumTeisateneit Pytoken 5 |4 ~ WsmerwTe

MaKtMManbHOe KOAWYECTED YCTPOMCTE PYTOKEH 5, € KOTOPBIMUK
BO3MOXHO paBoTaTe 04HOBPEMEHHO.

Hactpoitkw PIN-koaa

s\ AAMWHWCTPATOPE MOTYT HACTPauBaTe NapameTpel PIN-koa08: Hacrpoiika...
5 K3WMPOBaHME, HANOMMUHAHME O cMeHe PIN-KOAa MO yMOAYaHMIO,
v xoauposarne s UTF-8,

MoanTukk kavecrsa PIN-kog0B

& % Moawtnkw kadvecrsa PIN-K040E NO3BEOAAIOT NOBLICUTL YPOBEHDb Hacrpoiika
fir— GesonacHocTw, Mpu cMexe PIN-koAa 6yAeT BEINOAHATLCA €ro
bsad| nposepka Ha CTOWKOCTD COMMACHO 33aHHBIM KPUTEDWAM,

HacTpoitku kpunNTONpoBangepa

MpocMOTP M M3IMEHEHUE HACTPOEK KPUNTONPOBaWAepa a4na Hacrpoiika
| pasnnuHLIX MOAenei PyToKeH.

3aKpeiTe

5. Ecnu BbIGpaHHOE YMCINO MEHbLUE paHee YCTaHOBNEHHOIO:
- Ha 3KpaHe MoXeT 0Tobpa3nTbCs coobLLeHne 0 HeobX0AMMOCTY Nepesarpy3nTb onepauuoHHyto cuctemy. Haxvumte fa;

- B OKHE C 3anpoCOM Ha paspeLleHne BHOCUTb U3MEHEHUS Ha KoMMbloTepe HaxxmuTe [Ja.
6. B OKHe C 3anpocoM Ha pa3speLLeHne BHOCUTb M3MEHEHMS Ha KOMMNbloTepe HaxmuTe [la.
7. Ecnu nocne npov3BeaeHHbIX AEACTBUIN U Nepesarpysku KoMMboTepa HacTpoka He NpousBedeHa, To HeobxoaAMMO NepenoaKYUTL YCTPONCTBA

PyTOKeH, NoAKNIOYEHHbIE K KOMMbIOTEPY.

Bei6op kpunTonpoBangepa, NCNosib3yemMoro no ymonyaHuio, ans ycrponcrea PyTokeH

Kpuntonposaiinep — 310 AMHaMuyecky nogknovaemas bubnmoreka, peanmayiowias kpuntorpaduyeckne yHKLMIA Co
CTaHAapTU30BaHHbLIM UHTEPdEencoM.

Y kaxpgoro kpunTonpoBanzepa MoryT 6biTb COGCTBEHHbIE HABOPbLI aNrOPUTMOB M COGCTBEHHbIE TpeboBaHUs k hopMaTy KMoYein 1 cepTudnKaToB.
[insa BbIBOpa kpunTonpoBanaepa, UCMofb3yeMOoro No YyMOM4aHuio Ans yCTpoucTBa PyTokeH:

1. 3anyctute MaHenb ynpasneHusa PyTokeH.
2. lMepenpuTte Ha BKNagky HacTporiku.



3. HaxwmuTe Hactporika.

‘hﬂ Manens ynpasnenwa Pytoken X

AAMHUHWCTPWUpOBaHWe CepTHUKaTH HacTpoiiku O nporpamme

CuwTeieatenu PyToken S

| Konuuecreo cumTeisateneit Pytoken 5 |4 ~ WsmerwTe

MaKtMManbHOe KOAWYECTED YCTPOMCTE PYTOKEH 5, € KOTOPBIMUK
BO3MOXHO paBoTaTe 04HOBPEMEHHO.

Hactpoitkw PIN-koaa

S‘ AAMWHWCTPATOPE MOTYT HACTPauBaTe NapameTpel PIN-kogo08: Hacrpoiika...
—*5  K3WWPOBaHWe, HaNoMUHaHWe 0 cveHe PIN-KoAa No ymonYaHNo,
i xoauposarne s UTF-8,

MoanTukk kavecrsa PIN-kog0B

& % Moawtnkw kadvecrsa PIN-K040E NO3BEOAAIOT NOBLICUTL YPOBEHDb Hacrpoiika
[
= BesonacHoCTK. MNpwu cmeHe PIN-k0o4a BYAeT BRINOAHATECA €ro

FEET NpOBEpPKa Ha CTOMKOCTL COMNACHO 3a4aHHEIM KPHTEPUAM,

HacTpoitku kpunNTONpoBangepa

MpocMOTP M M3IMEHEHUE HACTPOEK KPUNTONPOBaWAepa a4na Hacrpoiika
& PasnnYHBIX MOAeNer PyToKeH.

3aKpeiTe

4. B packpblBalLLEMCS CNUCKE PSAOM C MOAENbIO YCTPOWCTBa BbIGEPUTE Ha3BaHWe KpunTonposanaepa.
5. YT06bl NPUMEHNTL M3MEHEHUS U MPOAOIKUTL PaboTy ¢ HacTpokaMun HaxmmTe MNPUMEeHUTb.

6. YT0o6bl NnoaTBEPANTL BEIOOP KpunTonpoBaiiaepa HaxmmTe OK.

7. B okHe ¢ 3anpocom Ha paspeLleHne BHECEHUS UBMEHEHWUI Ha KoMrbloTepe HaxmunTe [a.

Bboibop meToaa reHepaumm kntouyesblx nap RSA (gns yctponctsa PytokeH JLIM)

He crnieayeT ncnonbsosaTh AN reHepaumn KnioyeBbix nap kpuntonposanaep Microsoft, ecnim HeT yBepeHHOCTM B 6e30MacHOCTM KoMMbroTepa.
[ns BbiGopa kpunTonpoBanaepa Ans reHepauum knodesbix nap RSA:

1. 3anyctute MaHenb ynpasneHus PyTokeH.
2. Mepengnte Ha Bknagky HacTtpoiiku.



3. Haxmute Hactpoiika.

ﬂ Manens ynpasnenwa Pytoken

AAMHUHWCTPWUpOBaHWe CepTHUKaTH HacTpoiiku O nporpamme

CuwTeieatenu PyToken S

MaKtMManbHOe KOAWYECTED YCTPOMCTE PYTOKEH 5, € KOTOPBIMUK
BO3MOXHO paboTaTe OAHOBPEMEHHO.

Hactpoitkw PIN-koaa

5 K3WWPOBAHWE, HANOMUHAHWE 0 cMeHe PIN-KOA3 NO yMoNuaHwo,
shes] wopuposanue s UTF-8,

Moantkk kavecrsa PIN-kogos

|- . GBesonacHocTu, Mpu cMerHe PIN-K0Aa BYAeT BRINOAHATLCA EM0
BSSS nposepka Ha CTOWKOCTb COMNACHO 33JaHHBIM KPUTEDHAM,

HacTpoitku kpunNTONpoBangepa

Jﬂ PAINMHHBIX MOAENER PYTOKEH.

Konuuecreo cumTeisateneit Pytoken 5 |4 ~ WsmerwTe

AZMUHKMCTPATOPE MOTYT HACTPawBaTe NapameTpel PIN-kog08: Hacrpoiika...

% Noawtukw kavecrsa PIN-KOA0E NO3BONAIDT NOBLICKTL YPOBEHL Hacrpoiika

MpocMOTP M M3IMEHEHUE HACTPOEK KPUNTONPOBaWAepa a4na Hacrpoiika...

3aKpeiTe

4. B cekumn Hactpoikm kpuntonposaiigepa Aktive Co. Rutoken CSP v1.0 BbiGepuTe cnocob reHepaumm knoye

3UMM. Ans aToro ycraHoBWUTE nepeknioyaTens B HE06X0ANMOEe NONoXeHne.

BbIx Nap RSA 2048 6ut ans PyTokeH

Hactpolky kpynTonpoeaiaepa >
Mogene PyToxkeH KpwnTonpoBanaep no yMom4aHu
PyTokeH S u PyTokeH Lite Alktiv ruToken CSP v1.0
Cemencreo Pytoken LN Microsoft Base Smart Card Crypto Provider v

Hacrpoikn kpuntonposangepa Aktiv Co. Rutoken CSPv1.0

ANA CEMENCTEA ycTponcTe PyTokeH 3LUN
@Annapaman TEHEpauma

() NporpammHan resepauma

Cnocob reHepaummn knodestx nap RSA-2048 (m RSA-4096, ecan NnogaepXKUBaeTCa)

OTmera MpUMeHnTE

5. YTO6bl NPUMEHUTL U3MEHEHMS U MPOJOIMKUTL paboTy ¢ HacTporkamu HaxmuTe MPUMEHUTD.
6. YT06bl NnoaTBEPAMTL BbIOOP KpunTonpoBaaepa HaxmmTe OK.
7. B OkHe C 3anpocoMm Ha pa3peLleH/e BHECEHUs1 UBMEHEHUIA Ha KoMMbloTepe HaxxmuTe [a.



Bbibop HacTpoek ans PIN-koga

B MaHenwu ynpaeneHus PyTokeH MoxHO 3agaTb HacTpovikv Ans PIN-koaa. MNepeyeHb HacTpoek ykasaH B Tabnuue 3.

Tabnuua 3
HacTpoiika PesynbTat BoIGOpPa HACTPONKU
3anomuuTb PIN-kop 13 PIN-koq BBOAMTCS OAMH pa3 Npy NepBOM MCNOMb30BaHWUKN YCTPoKcTBa PyTOKeH B NpuUnoxeHn1
NPUNOXeHusI...
Mpepnarate cmeHnTb PIN- Kaxabivi pa3 nocne Beoga PIN-kofa Ha akpaHe oTobpaxaeTcs coobLieHne ¢ npeanoxeHnem namenutb PIN-kog (ecnu
KOA Kaxkabl pas... nonb3oBaTternb He nameHunn PIN-koa, yCTaHOBNEHHbIN MO YMOMYaHu1Io)
KoampoBanue PIN-koga B PIN-kog MOXeT COCTOSITb M3 KUPUINIMYECKUX CUMBOJIOB
UTF-8...

Hactpoiika 3anoMHuTb PIN-kop, no3sonsieT ymeHbLwMTb KonunyecTso BBoAoB PIN-koga B NpuknagHbIX NPUNOXeHWsX 3a CHET KpaTKOBPEMEHHOTO XpaHeHUs!
MX KpUMNTONpoBanaepom B 3alumdpoBaHHoOR NamsaTu. He cnepyeT ncnonb3oBaTh AaHHY0 HAaCTPOMKY, eCnu HeT YyBepeHHOCTH B 6e3onacHoCTU KoMnbloTepa.

Hactpoitka KogupoBaHue PIN-kopa B UTF-8 no3sonsieT 6e3onacHo ucnonb3oBaTs PIN-koabl, coaepxalimue Kupunnmnyeckme cMBOIbI.
[ns Bbibopa HacTpoek ans PIN-koaa:

1. 3anyctuTe MNaHenb ynpaesneHus PyTokeH.
2. MepenpguTte Ha BkNagky HacTporiku.



3. B pasgene Hactpoitku PIN-koga HaxkmmTe HacTtpoiika.

n"_.[ Manens ynpasnenwa Pytoken
AAMHUHWCTPWUpOBaHWe CepTHUKaTH Hactpoiikn O nporpamme

CuwTeieatenu PyToken S

| Konuuecreo cumTeisateneit Pytoken 5 |4 ~

MaKtMManbHOe KOAWYECTED YCTPOMCTE PYTOKEH 5, € KOTOPBIMUK
BO3MOXHO paBoTaTe 04HOBPEMEHHO.

Hactpoitkw PIN-koaa

s\ AAMWHWCTPATOPE MOTYT HACTPauBaTe NapameTpel PIN-koa08:
—¥ . K3WWPOBaHWe, HaNOMWHaHWe 0 cveHe PIN-K04a No yMonYaHnio,
i xoauposarne s UTF-8,

MoanTukk kavecrsa PIN-kog0B

& % Moawtnkw kadvecrsa PIN-K040E NO3BEOAAIOT NOBLICUTL YPOBEHDb
[

= BesonacHoCTK. MNpwu cmeHe PIN-k0o4a BYAeT BRINOAHATECA €ro
FEET NpOBEpPKa Ha CTOMKOCTL COMNACHO 3a4aHHEIM KPHTEPUAM,

HacTpoitku kpunNTONpoBangepa

MpocMOTP M M3IMEHEHUE HACTPOEK KPUNTONPOBaWAepa a4na
| pasnMYHBX MOAENEN PYTOKEH.

WamernTe

Hacrpo#ka...

Hacrpo#ka...

Hacrpo#ka...

3aKpeiTe

4. YcraHoBuUTE (bJ'Ia)KKI/I pAOOM C Ha3BaHUAMU H606XO,E|,I/IMI>IX HacCTpOekK.

Hacrpoiikm PIMN-koga

3EI'ICIMHHTI: PIN-k0g M3 NPUAOHEHWIA PaBOTAM WWY YEpES

Card Crypto Provider, noka NpUAoXeHWe He BYAeT JaKpriTo,

|:| MpegnaraTe t(MEHWTE PIN-K0] Ka#abIA pas,
Korga wononssyetca PIN-kog, 3agaHHEIR N0 yMOAYaHMD

|:| Kogupoeate PIN-kog 5 UTF-2
MogaepxWELETCA HE BCEMKM MOAenamMK PyTokeH
CM, CEEJeHWA 0 TOKEHE

KpWAToNpoEaigepel Aktiv ruToken CSP v1.0 wan Microsoft Base Smart

YekopaeT paboTy ¢ PYTOKEH, HEIHAYWTENEHO CHU#AA Be30NatHOCTE

OTmeHa MpUMeHUTE

5. YTOGbI NPUMEHUTL U3MEHEHMS U MPOJOIMKUTL paboTy ¢ HacTporkaMu HaxmuTe MPUMEHUTD.

6. YT06bl NnoaTBEPANTL BbIGOP HacTpoek HaxmuTe OK.

7. B okHe c 3anpocom Ha paspelleHne BHECEHUS UBMEHEHWI Ha KOMMbloTepe HaxxmuTe [la.

N3ameHeHne PIN-koaa lMNMonb3oBaTtens




Mo ymonyanuto ans yctporncTtea PytokeH yctaHoBneH PIN-kog Monb3oBatenss — 12345678. B uensx 6e3onacHocTv nepea nepebiM UCNOMb30BaHUEM
ycTpovictBa PyTokeH pekomeHayeTcs nameHntb PIN-kod yCTaHOBMEHHbIN MO YMOMYaHuIo.

Pekomenayemas anuHa PIN-koga — 6-10 cumBonoB. Ucnonb3oBaHue kopoTkoro PIN-koaa (1-5 cMMBONOB) 3aMeTHO CHUXaeT ypoBeHb 6e3onacHocTu, a
anuHHoro PIN-koga (6onee 10 cMMBOMOB) MOXET NPUBECTU K YBENMYEHUIO KONMYECTBA OLUIMGOK NPpU ero BBOAE.

HocTyn Kk cepTucmkaTam, COXpaHEHHbIM Ha YCTPOMCTBE BO3MOXEH TONbko nocre ykasanus PIN-koga. Ecnv PIN-kop 6bin namMeHeH, To ero Heo6xoammo
3aéiinTb

[ns namenexus PIN-koga:

. 3anyctute MaHenb ynpaBneHus PyTokeH.

. BblbepuTte yctponcteo PyTokeH.

. [poBepbTe KOpPpeKTHOCTL BbIbOpa yCTpPOMCTBA.

. Haxmute Beectn PIN-kog u ykaxute PIN-koa Monb3osatensi.
. Haxmute OK.

a s wWwN -

il Manens ynpaenenns PyToken >

EBeegute PIN-k0g

CynTeiEaTENE
& Pytoken 3UMN 3.0 NFC O

(®) MonezoEaTent

() AAMMHWCTRATOP
PIM-kog

| --------l RU

OK OtmeHa




6. Haxmute UameHUTb.

il Manenk ynpaenenus PyToker *

ASMMHWCTPUPOBEEHWE  CepTudWkatel HacTpo#dkw O nporpamme

MoAkAKYEHHBIE PYTOKEHBI

|.j|=ym|<EH 3UM 3.0 MFC 0 w BriiiTh

WMHbopmaumua
@ MoKazaTe CESAEHWUA O TOKEHE WHbopmaLma

¥npaeneHwe PIN-kogammu

’“‘.:-—.\ PazénoknposaTe PIN-kogbl nonesoeaTenn, Heobxogumel

PazBnokwpoBaTe
@ npaea gocryna AgMyuHKCTpaTopa PyTokeH

M3meHuTe PIN-KOgE NONE30EATENA MAKM AZMUHWCTRATOpRA, I WMEMEHHTE I
[ ] HeoBxoarMel COOTESTCTEYHIWME Npasa 40CTyna
ity
Mma TokeHa
5 33/1aTe MMA TOKEHE., HeoBXoAMMEl COOTEETCTEYHIWME VEMEHHTE
= Mpaea gocryna

PopmaTHpoBaHWe TOKEeHA

1 WMHuuwanwsvpoeate ¢El:iﬂCIB‘_'.I'ICI CHMCTEMY W ONPEJENHTE DOpMATUPOEATE. .
o MOAWTHUEW BE30MNacHOCTH TOKEHa, HeoBxogumMel npasa

Aoctyna AgMUHWETpaTopa PyTokeH

3aKpHTE

7. B nonsix Beeaute HoBbii PIN-kog v Moatsepaute HoBbii PIN-kop, BBeanTe HoBbIn PIN-koa. Ecnn nHgukatop 6e3onacHoctu PIN-koaa,
pacnonoxeHHbln psagoM ¢ nonem Beegute HoBbIl PIN-kog noaceeyeH kpacHbiM uBeToM, To PIN-koa siBnsietcsa "cnabbim”, ecnu xentbiM — TO
"cpeaHuM", a ecnu 3eneHbiM — TO "HaAeXHbIM".

il Manens ynpaenerna PyToken >

Cmena PIN-koga
BulBepKTe ponb M BEEIWTE HOELIN

PIMN-kog ans PytokeH 3L 3.0 NFC 0.
Mone3oEaTenk
AAMWHWUCTPETOP

BEeguTe HOBRIA PIM-Kog

sessssssene | i

MNoaTEEpAMTE HOBBIA PIN-Kog,

--------||-| | RL

8. Haxmute OK.

YkasaHue [Nlonb3oBaTenem MMeHn yctponuctea PyTokeH



[ns Toro 4To6bI pasnuuyath ycTpoicTBa PyTokeH Mexay coboii cnefyeT 3aaaTb UMs Kaxaomy ycTpoicTBy. OHO He Beceraa byneT oTobpaxaTtbes B
CTOPOHHUX MPUNOXKEHUAX.

PekomeHayeTcs ykasaTb UMs M hamununio Bnagenbua ycTponcTea Unm KpaTkoe HaumeHoBaHue o6rnacTvt NPMMEHEeHNs1 yCTPONCTBA.
[Inga ykasaHusa umeHmn yctpoictea PyTokeH:

. 3anyctute MNaHenb ynpasnexHusi PyTokeH.

. BblbepuTte ycTpoictBo PyTOKeH.

. MpoBepbTe KOPPEKTHOCTL BbIGOpa ycTponcTaa.

. Haxmute Bectu PIN-kop.

. YcraHoBuTe nepeknioyatens B nonoxexue MonbsoBarensb.
. Beegute PIN-kog MNMonb3oBaTens.

. Haxwvute OK.

~NOoO O~ WN =

il Manens ynpaenedus PyToken >

Beegute PIMN-k0g
CYWTEIEATENE

& Pyroken 3UMN 3.0 NFC O

@ MNone30EaTENE

() AAMMHWCTRETOP
PIN-kog

| --------l | RU




8. HaxmuTte N3MeHuUTb.

il Manenk ynpaenenus PyToker *

ASMMHWCTPUPOBEEHWE  CepTudWkatel HacTpo#dkw O nporpamme

MoAkAKYEHHBIE PYTOKEHBI

|.j|=ym|<EH 3UM 3.0 MFC 0 w BriiiTh

WMHbopmaumua
MNokazaTe CEA8HKWA O TOKEHE MH$opMaLma

¥npaeneHwe PIN-kogammu

’“‘.:-—.\ PazénoknposaTe PIN-kogbl nonesoeaTenn, Heobxogumel

PazBnokwpoBaTe
ri npaea gocryna AgMyuHKCTpaTopa PyTokeH

‘. M3meHuTe PIN-KOgE NONE30EATENA MAKM AZMUHWCTRATOpRA,

NzmeHuTE. ..
[ ] HeoBxogrMel COOTESTCTEYHOWMWE NPasa 40CTyna
ity
MMA TokeHa
3a]aTe WMMA TOKEHA. HeoBXOAWMEl COOTERTCTEVIOWME I e I
[~ |® npaea gocryna

PopmaTHpoBaHWe TOKEeHA

1 WMHuuwanwsvpoeate ¢El:iﬂCIB‘_'.I'ICI CHMCTEMY W ONPEJENHTE DOpMATUPOEATE. .
o MOAWTHUEW BE30MNacHOCTH TOKEHa, HeoBxogumMel npasa

Aoctyna AgMUHWETpaTopa PyTokeH

3aKpHTE

9. B none UMsi ykaxute nms yctpoiicTea PyTokeH.

Mrmn PyToken >

ma

| Iiuannu{

OTmena

10. Haxmute OK.

Beog PIN-koga AamuHucTpaTopa ans paboTbl C yCTPONCTBOM PyTOkeH

Mocpe BBoaa HenpasunbHoro PIN-koga AgMuHUCTpaTopa HECKONbKO pa3 noapsia, oH 6nokupyetcs. PIN-kog AaMuHucTpaTopa pasbnokvmpoBaTb
H MOXHO. B cnyyae 6nokmposku PIN-koga AoMuHucTpaTopa Heo6xoaumo oTdopmaTmMpoBaTh YCTPOMUCTBO PyToKeH, HO npu aTom 6yayT 6e3Bo3BpaTHO
yAaneHbl BCe AaHHble, XpaHsALWMEeCs Ha HeM

Onsa BBoga PIN-koga AoMuHUCTpaTopa:



1. 3anycTuTe NaHenb ynpasneHns PyTokeH.

il Manenk ynpaenenus PyToker *

ASMMHWCTPUPOBEEHWE  CepTudWkatel HacTpo#dkw O nporpamme

MoAkAKYEHHBIE PYTOKEHBI

|\-’F‘}'TCIKEH 34N 3.0 NFC O ~ Egectn PIN-kog,..

WMHbopmaumua
MNokazaTe CEA8HKWA O TOKEHE MH$opMaLma

¥npaeneHwe PIN-kogammu

’“‘.:-—.\ PazénoknposaTe PIN-kogbl nonesoeaTenn, Heobxogumel

PazBnokwpoBaTe
ri npaea gocryna AgMyuHKCTpaTopa PyTokeH

‘. M3meHuTe PIN-KOgE NONE30EATENA MAKM AZMUHWCTRATOpRA,

MzmenuTe...
[ ] HeoBxoarMel COOTESTCTEYHIWME Npasa 40CTyna
ity
Mma TokeHa
33/1aTe MMA TOKEHE., HeoBXoAMMEl COOTEETCTEYHIWME e
%> npasa gocTyna A

PopmaTHpoBaHWe TOKEeHA

1 WMHuuwanwsvpoeate ¢El:iﬂCIB‘_'.I'ICI CHMCTEMY W ONPEJENHTE DOpMATUPOEATE. .
o MOAWTHUEW BE30MNacHOCTH TOKEHa, HeoBxogumMel npasa

Aoctyna AgMUHWETpaTopa PyTokeH

3aKpHTE

. Bribepute ycTpoiicTBo PyTOKeH.

. [NpoBepbTe KOPPEeKTHOCTL BbIbOpa yCTpOMCTBA.

. Haxxmute Bectu PIN-kop.

. YcTaHoBuWTe nepeknoyaTtens B nonoxeHne AgMUHUCTpaTtop 1 Beeante PIN-koa AoMuHucTpaTopa.
. Haxmute OK.

DO~ WN

il Manens ynpaenedus PyToken >

Beegute PIMN-k0g
CYWTEIEATENE

& Pyroken 3UMN 3.0 NFC O

O Mone30EaTENE

@MMMHm‘rpaTnp
PIN-kog

| --------l | RU

MpocmoTp KonuMyecTBa 3aaHHbIX NOMNbITOK BBoAa HernpasusibHoro PIN-koga AamuHnctpartopa



YTto6bl NPOCMOTPETb KONMYECTBO 3a4aHHbIX MOMbITOK BBoAa HenpasunbHoro PIN-koga AomuHucTpartopa:

1. Otkporite MaHenb ynpasneHUs PYyTOKEH.
2. Ha Bknagke AgMUHUCTPUpoBaHue Haxmute UHdopMaLms.
3. B okHe UHdopmauumsa o PytokeH B cTpoke Monbitok BBoga PIN-koga AgMmuHucTpaTopa oTobpaxaeTcst KONIM4ecTBO 3aAaHHbIX MOMbITOK.

il ViHdopmaumna o PyToken b
Mma: EEreHuii Benoe
Mogene: Pytoked 3LMN 3.0 NFC [3100)
CHCTEMHO2 MMA: Aktiv Rutoken ECPO
1D 1062040036
Bepoua: 60.01.30.02 (03)
OBWwan namaTe: JawpmuweHHan: 131072 GanT
CE0B0AHAA NamAaTe (BaiT): 120123

PIMN-k0g Mone30EaTENd MOXET BEITE M3MeHeH: [loAb30EaTENeM WM AJMWUHWCTRATOROM

HMenonezoeanne UTF-8 B PIN-kogax BozmomHo
Mogaepxka Kpuntolpo $KH: Aa

Microsoft Base Smart Card Crypto Provider: MogaepxKnEasTCa
¥TpoRCTED NogenoyeHo no RDP: Het

MonuTewn E0Aa PIN-koga Nons3oeaTens: 10/10 [ocTanock/Bcero)
MonuTen BE0Aa PIN-K0ga AGMUHWCTPATOPRA: 1010 (ocTanock/Ecero)

[MpocMOoTp KonmMyecTBa OCTaBLUMXCS MOMbITOK BBOAA HenpaBunbHoro PIN-koga AgMunHucTpaTtopa

YTto6bl NPOCMOTPETH KONMYECTBO OCTABLUMXCS NOMNbITOK BBOAA HenpasunbHoro PIN-koga AgMuHucTpaTopa:

1. Otkporite Manenb ynpasneHuA PyTOKEH.
2. Ha Bknagke AgMUHUCTPUpoBaHue Haxmute UHdopMaLms.



3. B okHe MHdopmaums o PyTokeH B cTpoke lMNonbiTok BBoga PIN-koga AgMuHucTpaTopa oTobpaxaeTcsi KonM4eCcTBO OCTaBLUMXCS MOMbITOK.

il ViHdopmaumna o PyToken
BIAEE

Mogene:
CHCTEMHOE MMA:
1D

Bepoua:

OBWwan namaTe:

CE0B0AHAA NamAaTe (BaiT):

MonuTewn E0Aa PIN-koga Nons3oeaTens:

MonuTen BE0Aa PIN-K0ga AGMUHWCTPATOPRA:

PIMN-k0g Mons30EaTENa MOXET BEITE MIMEHEH:

EEreHni Benoe

PyToken 3LUM 3.0 NFC (3100)
Aktiv Rutoken ECPO
1062040096

60.01.30.02 (03)
JawmweHHan: 131072 sanT
120123

MoAez0EaTENEM W AQMUHWCTRATOpOM

HMenonezoeanue UTF-8 B PIN-kogax BozmoxHo
Mogaepxka Kpuntolpo $KH: Aa

Microsoft Base Smart Card Crypto Provider: MogaepxKnEasTCa
¥TpoRcTED NogknioYeHo no ROP: Het

10/10 [ocTanock/BCero)

1010 [ocTanock/Bcera)

Pt

N3meHeHne PIN-koga AgMuHucTpartopa

Mo ymonyaHuio ansi yctponctea PyTokeH yctaHoBneH PIN-kog AgmuHucTpatopa — 87654321, B uensx 6e3onacHocTv pekomeHayeTcs nameHnts PIN-
KOA, YCTaHOBMEHHbIN MO YMONYaHWUIO Nepes, NepsbiM UCMosb30BaHMeM ycTpoiicTea PyTokeH.

Pekomenayemas anuHa PIN-koga — 6-10 cumBonos. Vicnonb3oBaHue kopoTkoro PIN-koga (1-5 cuMBOMoB) 3aMETHO CHUXAET ypoBeHb Ge3onacHocTu, a
anuHHoro PIN-koga (6onee 10 cMMBONOB) MOXET NPUBECTY K YBENMYEHUIO KONMYECTBa OLWIMGOK Npu ero BBOAE.

[nsi uameHenns PIN-koga AoMuHucTpaTtopa:

. 3anycTuTe MNaHenb ynpaenexHus PyTokeH.

. Bbibepute ycTpoiictBo PyTOKeH.

. MNpoBepbTe KOPPEKTHOCTL BbiGOpa yCcTporicTBa.

. Haxwmute Beectu PIN-kopg.

. YcTaHoBWTe nepeknioyaTens B nonoxexHne AgMuHuctparop u seeaute PIN-kog AgMuHucTpaTopa.
. Haxmute OK.

O A WON=

il Mawenes ynpaenedns PyToken >

Beegute PIMN-k04
CYWTEIEaTENE

& Pytoken 3UMN 3.0 NFC O

O MonezoEaTenk

@A,a,mumncrpamp

PIN-k0g

|--------| | RU
OThena




7. Haxmute MameHUTb.

il Manenk ynpaenenus PyToker *

ASMMHWCTPUPOBAHWE  CepTudmeatel Hacrpolkw O nporpamme

MoAkAKYEHHBIE PYTOKEHBI

L'wmmummluwcn v| BRINATH

WMHbopmaumua
g MNokazaTe CEA8HKWA O TOKEHE VM OpMALMA

¥npaeneHwe PIN-kogammu

=
['i== PasénoknpogaTe PIN-Kogw nonssoeaTens. Heobxogumel Pa3BA0KMpOEATE

npaea gocryna AgMyuHKCTpaTopa PyTokeH

M3meHuTe PIN-KOgE NONE30EATENA MAKM AZMUHWCTRATOpRA, I VEMBEMTE I
[ ] HeobBxogrmMel COOTEETCTEYOWME NPaEa AOCTyNa

Mma TokeHa

i 3a]aTe WMMA TOKEHA. HeoBXOAWMEl COOTERTCTEVIOWME et
npaga gocTyna A

PopmaTHpoBaHWe TOKEeHA

i MHWyWanuInposaTe ¢Eﬁﬂ€lﬂ}fl€l CHMCTEMY W ONPEJENHTE DOpMATUPOEATE. .
o MOAWTHUEW BE30MNacHOCTH TOKEHa, HeoBxogumMel npasa

Aoctyna AgMUHWETpaTopa PyTokeH

3aKpHTE

8. lMpoBepbTe, YTOGLI NepekntoyaTesnb Gbin yCTaHOBMEH B NONOXeHnM AGMUHUCTpATOP.

9. B nonax Beeaute HoBbil1 PIN-kog 1 MopTtBepaute HoBbiIM PIN-kog BBeanTe HoBbi PIN-kog. Ecnu nigunkatop 6esonacHoctn PIN-koaa,
pacnonoxeHHbIN psaom ¢ nonem Beeaute HoBbii PIN-kog noaceeyeH kpacHbiM LBeToM, To PIN-koa siBnsieTcs "cnabbimM”, ecnui xenTbiM — TO
"cpegHUM", a ecnu 3eneHbIM — TO "HaZeXHbIM".

il Manens ynpaeneHna PyToker >

CmeHa PIN-ko0aa
BulGepKUTE pONb M EEEAUTE HOBLIM

PIN-kog gna Pytoked 3L 3.0 NFC O,
D MonezoEaTene

@MMMHMcrpaTop
BeeguTe HOBBIA PIM-kog

sesssnne | ]

MNoaTEeparTe HOBBIA PIMN-Kog,

---------l | RU

10. Haxmute OK.



N3meHeHne AgmuHncTtpaTtopom PIN-koaa MNonb3oBaTtens

AomuHncTpatop MoxeT nameHutb PIN-kof MNonb3oBaTens Tonbko B TOM criydae, ecnv npu popmaTnpoBaHum ycTporcTBa bbina BoibpaHa nonutuka
cmeHbl PIN-koga — "Monb3oBatens n AomuHuctpatop” ("AamuHuctpatop”).

[ina npocmoTpa TekyLuen nonutukn cmeHbl PIN-koaa oTkponTte cBefeHus 06 ycTpoiicTee PyTokeH.

Pekomengyemas anuHa PIN-koga — 6-10 cumBonoB. Wcnonb3oBaHue kopoTkoro PIN-koga (1-5 cMMBONOB) 3aMeTHO CHUXaeT ypoBeHb 6e3onacHocTu, a
anuHHoro PIN-koga (6onee 10 cMMBOMOB) MOXET NPUBECTU K YBENMYEHUIO KONMYECTBA OLUMGOK NPpU ero BBOAE.

[Ons nameHeHus PIN-koga Nonb3oBatens:

. 3anycTuTte NaHenb ynpasneHus PyTokeH.

. BbiGepuTe ycTponUCcTBO PYTOKEH.

. [poBepbTe KOPPEKTHOCTL BbIGOPa YCTPOMCTBA.

. Haxvunte Beectn PIN-kog.

. YcTaHOBWTE nepeksoyaTenb B nonoxeHne AgMmuHuctparop v Beeaute PIN-koa AgmuHucTpartopa.
. Haxmute OK.

O WON-=

il Manens ynpaenenns PyToken >

Beegute PIN-k04
CYWTHIEATENE
& PyToken 3UMN 3.0 NFC O

() Monezoeatent

(®) AAMMHWCTPATOP
PIM-kog

| --------l | RU

Oruera




7. Haxmute MameHUTb.

il Manens ynpaenenus PyToken -

ASMWHUCTRPUPOEAHWE  CepTudmeaTel HacTpoikwm O nporpamme

MogkniYeHHbBIe PyToKEH

|.'ﬁnaer3unzﬂu v| BhliATH

MHpopmauwa
@ MokazaTe CEEAEHWA O TOKEHE WHd opmaLma

¥npaeneHnwe PIN-kogammu

M~ PasBnokWpoBaTk PIN-koabl noas3oEaTend. HeoBxoumel

PasbnokMposaTe
g Nnpasa gocryna AgMuHWcTpaTopa PyToked =

HM3meHnTe PIN-K0ALl NOAEZ0EATENA AW AJMWHWCTPATOPa, I PGMEETIE I
5| HeoBxogWMel COOTEETCTEYIIWKME Npasa 40CTyna
Mma TokeHa
334aTe MUMA TOKeHa, HeoBXogWMBl COOTEETCTEYRILWKME e e
npaga JocTyna

POpMaTHUPOBAHKWE TOKEHE

5 MHWLMaNM3MpoEaTE GainoBEyD CHCTEMY W ONPEgeEnnTE DOPMATUPOEATE
o MOAWTUKW BE30NACHOCT ToKeHa, HeoBXo MMl Npaga

AocTyna AgMuHucrpatopa PyTokeH

3aKpHITE

8. YcraHoBwuTe nepekntoyaTens B nonoxeHue Monb3oeartens.
9. B nonax Beegute HoBbiit PIN-kog v MopTteepaute HoBbi PIN-kog BBeanTe HoBbIn PIN-koa.

il Manenk ynpasnenna PyToken >

Cmena PIN-koga
BelGEpUTE PONE W EEEAMTE HOBLIN

PIN-kog ana Pytoked 3LUM 3.0 NFC 0.
(® NMone3oeaTene

D AJMHUHWCTRATOP
BeeguTe HoBLIM PIN-Kog,

seessese | ]

MNogTeepanTe HOERIA PIMN-Kog

|-||-||-| ‘ RU

10. Haxmute OK.

Pasbnoknposka AgmuHuctpatopom PIN-koaa MNonb3oBaTtens



PIN-koga Monb3oBaTtens 6nokupyetcsi B TOM criydae, ecnu nonb3oBaTenb HECKOSbKO pa3 noapsa Been ero ¢ owwnbkon. PIN-kog MNonb3oBaTens MoxeT
pa36noknpoBaTh TONbKO aAMUHUCTPATOP.

Mocne Toro kak PIN-koa Monb3oBaTtens 6yaet pasbnoknpoBaH, CHETYMK HeyAauHbIX MOMbITOK ayTeHTUMUKaLMM NPUMET UCXOOHOE 3HaYeHNe (3agaHHoe
npu pbopmaTpoBaHun yctporctea PyTokeH).

Mocne pas6nokmpoBku PIN-koa MNonb3oBaTtens He M3MeHUTCS. AQMUHUCTPATOP MOXET 3agaTtb HoBbIV PIN-kop Monb3oBaTtens Tonbko npu
dopmMaTMpoBaHuM yCTponcTBa PyTOKeH.

[nsa Toro 4toGbl pas3dnokvposaTtb PIN-koa Monb3oBaTens:

. 3anyctute MaHenb ynpasneHus PyTokeH.

. BblbepuTe ycTponcTBo PyTOKEH.

. MpoBepbTe KOPPEKTHOCTL BbIGOpPa ycTponcTaa.

. Haxxmute Beect PIN-kog.

. YcTaHoBuTe nepekniovartens B nonoxeHne AgMuHucTparop v seeaute PIN-koa AaMuHuctpaTopa.
. Haxmute OK.

o s WN =

il Manens ynpaenenns PyToker >

Beegute PIMN-k0g
CYWTEIEATENE

& Pyroken 3UMN 3.0 NFC O

l:::l MNonezoEatens

@ AAMHUHWCTRATOR
PIN-kOg

| --------l | RU

Ommena

7. B cekunun Ynpasnenue PIN-kogamu Haxmute PasbnokupoBars. B okHe ¢ coobLieHmeM 06 ycneLwwHoM BbInonHeHun onepaumm Haxmmute OK.

¥YnpaeneHwe PIN-kogamu

M~ PasénoknpoeaTe PIN-koge nonssoeaTens, HeoBxogumel

PazenoKHpoEaTe
Ij npaga jocryna AgMuHKUCcTpaTopa PyTokeH I 4 I

% HM3meHuTe PIN-£0gBI NOABI0EATENA MAKW AZMUHWCTRATOPA,
HeoBxodWMEl COOTESTCTEYIOWME NPaEa Jo0CTyna

MEMeHUTE. ..

Manene ynpaeneHua PyToken x

o PIN-kog yonewro pasBnokupoean

OK

B pesynbtate PIN-kog MNonb3oBatens 6yaet pasbnoknposaH.

dopmaTmpoBaHne AOMUHUCTPATOPOM YCTpocTBa PyTokeH

B xone chopmaTtpoBaHus yCTpoMCTBa BCE, CO3aHHbIE HA HEM 06beKTbI yaansTcs. OCTaHyTCsi TONbKO Te 06bEKThI, KOTopble BbiNn coxpaHeHbl B
3awmuieHHon namatu (ans PytokeH QLM Flash). Takke npu doopmatmpoBaHum 3agatotcs HoBble 3HaveHust PIN-kogoB unm BelbrpatoTcst 3HaueHus,
ncnosb3yemble N0 yMOMYaHuIo.

Ecnun nonb3oBatenb ncyepnan Bce nonbiTku BBoga PIN-koga AoMuHucTpaTopa, TO CyLecTBYET BO3MOXHOCTb BEPHYTb YCTPOWCTBO B 3aBOACKOE



cocTosiHue. [Ina Takoro popmatuposaHus Beog PIN-koga AgmuHucTpatopa He TpebyeTcs.

Mpwu Bo3BpaTe Kk 3aBOACKOMY cocTosiHUIo ycTponcTea PyTokeH OLUM Flash cogepxumoe Flash-namsiTu Toxe ouncTutes, a mHdopmMauusi, 3anncaHHast B Hen
6ynet ynaneHa 6e3Bo3BpaTHO.

Mpy.chopmaTpoBaHny ycTporcTea PYToKeH BCe JaHHbIe Ha HeM, B TOM Y1CHIe KIoun U cepTudmkaTsl, ByayT yaaneHsl 6e3so3spaTHo.
B npotecce dopmaTpoBaHus He CreayeT OTKIIIoUaTh YCTPONCTBO PyTOKEH OT KOMMbIOTEpa, Tak kak 3TO MOXeT NPUBECTU K €r0 MOMOMKe.

[ns 3anycka npouecca dopmaTMpoBaHns ycTpoicTea PyTokeH:

. 3anyctute lNaHenb ynpasnexHusi PyTokeH.

. Bbibepute ycTpoiicTBo PyTOKeEH.

. MNpoBepbTe KOPPEKTHOCTL BblIGOpa ycTponcTaa.

. Haxmute Bectu PIN-kop.

. YcraHoBuTe nepeknioyatens B nonoxexHne AgMunuctparop v seeaute PIN-kog AgmuHucTtpatopa.
. Haxxmute OK.

O WN -

il Manens ynpaenenns PyToken >

EBeegute PIN-k0g

CynTeiEaTENE
& PyToken 3UM 3.0 NFC O

() Monezoeatent

(®) AAMMHWCTPATOP
PIM-kog

| --------l | RU

Oruera




7. Haxmute dopmatnpoBatb. OTkpoeTcs okHo PopmaTMpoBaHue TOKEHa.

il Manenk ynpaenenus PyToker

ASMMHWCTPUPOBAHWE  CepTudmeatel Hacrpolkw O nporpamme

MoAkAKYEHHBIE PYTOKEHBI

|.ijmKEH 3UM 3.0 MFC 0 w

WMHbopmaumua

E MNokazaTe CEEdeHWA O TOKeHe

¥npaeneHwe PIN-kogammu

’“‘.:-—.\ PazénoknposaTe PIN-kogbl nonesoeaTenn, Heobxogumel

npaea gocryna AgMyuHKCTpaTopa PyTokeH

M3meHuTe PIN-KOgE NONE30EATENA MAKM AZMUHWCTRATOpRA,
| HeoBXoguMMel CoOTESTCTEYIOWME NPpaBa 40CTyna

Mma TokeHa

i 3a]aTe WMMA TOKEHA. HeoBXOAWMEl COOTERTCTEVIOWME
* Mpasea gocryna

PopmaTHpoBaHWe TOKEeHA

i MHWUManm3npoEaTe GannoEy CUCTEMY M ONPELENHTE
o MOAWTHUEW BE30MNacHOCTH TOKEHa, HeoBxogumMel npasa

Aoctyna AgMUHWETpaTopa PyTokeH

BRIATH

MHbopMayma..,

PazBnokwpoBaTe

NzmeHuTE. ..

MzmennTte...

I POpMATMPOBATE. .. I

3aKpHTE




11.
12.
13.
14.

15.

il TopmatuposaHne TokeHa

Mma TokeHa

MonszoEaTens
HMenone3oeate PIN-Kog No yMoAYaHHKD
HoEwii PIN-KkDg  ssssssss

MoATEEPHAEHHE sssssses

MUHKUMANBHAA gnuHa PIN-koga |6 e

MoneiTkn BE0Aa PIN-kKDaa M W

AJMUHWCTRATOR

HMenone3oeate PIN-Kog No yMoAYaHHKD
HoBblid PIN-K08  ssssssss

MogTEEpPAAEHHE ssssssas
MHUHKMMaNeHaa gniHa PIN-koda |6 L

MoneiTen BEE0AA PIN-kDaa 10

PIN-k0g Monb30EaTENA MOXKET MEHATE:

D Mone3oeatent

DMMHHHG’DETUD

@ MonezoEaTent M AGMUHWCTRATOR

Kakyh NoauTHEY A JOM#EeH EBBDATET

Hauate

OTmeHa

. YkaxuTte ums yctponcTtea PyTokeH.
. MiameHuTe nonutuky.
10.

Ykaxute HoBbIi PIN-kop Monb3oBatens (AomuHucTpartopa).
Ykaxunte MuHumaneHyto anuHy PIN-koga Monb3oBaTtens (AomuHucTpartopa).
YKaxute MmakcumarnbHoe konuyectso nonbiTok BBoda PIN-koga Monb3oBaTtens (AoMyuHUcTpaTopa).

Haxmute Havatb.

B okHe c npegynpexaeHmem 06 yaoaneHun Bcex AaHHbIX Ha yCTpOVICTBe PyTOKeH HaxmuTe OK.

MaHene ynpaenedna PyToken

dropmatupoeaHne’

BHWMMAHIME! Bee gannele Ha PyToken GyayT yHuuTeReHbl! Havate

OK

CTrmena

pod

[oxautecb OKOHYaHWUs npoliecca hopMaTUPOBaHUS.

PyTokeH gropmaTupyeTea

FAEEPLWKNTCA

BHMMaHWe! He oTEAmYanTe PYyTOKEH, NOKA NPOLECT He

16. B okHe c coobLyeHnem o6 ycnewwHom chopmaTupoBaHum yctpoictea PyTokeH Haxmute OK.

YkasaHue umeHm yctpoicrtea PyTokeH npu hopmaTmposaHum




[ns ykasaHvs UMeHn ycTpoiicTea PyTokeH npu hopmatpoBaHum B none MIMA TOKeHa ykaxute HOBOE UMS yCTPOMCTBA.

9l PopmaTMpoBaHNE ToKeHa >
Mma TokeHa livano
MonezoEaTent
Menonezoeate PIN-£08 MO YMOAYaHMKD PIMN-kog MNone30EaTena MOXET MEHATE:
HoBuiid PIN-kog | ssssssss wl | (O Nonesoeatens
MoATEEPHASHWE ssssssss (O Agmunncrpatop
@ Monez0EaTEAE M AJMUHWCTRATOR
MunumaneHan gnua PIN-koga | 6 > Kakym NoAMTUEY A JON#eH BuGpaTe?
MoneiTew 660da PIN-koga 10

AAMWHWCTRATOR

Mcnone3oeate PIM-K08 MO yMOAYaHKMKD
HoBwii PIN-K08,  ssssssss et

MoaTEEpHKASHWE | ssssssse
MuHuManeHaa gnuHa PIN-koga |6 £

MoneTew s6oga PIN-koga 10

Hauate OTmeHa

MN3ameHeHne NONUTUKK npu (*)OpMaTVIDOBaHVIVI
B 3aBucumocTy OT nonuTuku, BeibpaHHou Npu popmatupoBaHunm yetponctaa PyTtokeH, PIN-kog MNMonb3oBaTens MoxeT ObITb M3MEHEH:

® Tonbko MNonb3oBaTenem (ecnu ycTaHoBMeH nepekntovatens «lMonb3oBaTenby);
® [onb3oBaTtenem n AIMUHUCTPATOPOM (eCnu ycTaHOBMNEH nepekntoyaTens «Monb3oBaTtens U AQMUHUCTPATOP»);
® Tonbko AOMMHMCTPATOPOM (ECNM YCTaHOBMNEH NepeksoyaTenb «AOMUHACTPATOPY).

[Insa Toro 4To6bl MOHATH KaKylo NONUTUKY BbIGpaTh NpoianuTe No cebinke "Kakyto nonuTuky S AomkeH Bblbpate?" (pacnonoxeHHyto B cekummn PIN-koa
Nonb30BaTersisi MOXET MEHATb).

[nsa nameHeHus nonutuku B cekummn PIN-kog Monb3oBatens MOXeT MEHATb yCTaHOBUTE NnepekntyaTtenb B HeobxoaMMoe NornoxeHue.

PIM-k0g MNoAE30EaTENA MOXET MEHATE:
Cl Monez0EaTeNk

() AaMuHWCTpaTop
@ MonezoEaTtent U AZMUHKWCTPATOR

EKaky NoAWTHEY 8 A0N#eH EHEPaTh?

YkasaHue HoBoro PIN-koaa NMonb3oBaTtens (AgMUHUCTpaTopa) npy hopMaTMpoBaHUK

[ns Toro 4To6bl 3agatk HoBbIN PIN-koa Monb3oBaTtens (AgMuMHUCTpaTopa), KOTOpbI ByAeT AOCTYMNEeH TOMbKO Nocne 3aBepLueHus npouecca
cdopmaTMpoBaHUS:

1. B COOTBETCTBYIOLLEN ceKummn cHumuTe cnaxok Ncnonssosatk PIN-koa no ymon4yaxuio;



2. B nonsix Hosbin PIN-kof v MopTreepxaeHne seeavTte HoBbln PIN-koa,.

Mone30EaTENE

|:| Henonesosate PIN-kog no ymondadmo

Hoewii PIN-kog |-------- | i

I'I::u,qTBEp:aK,qEHmel TIInn |

YkasaHne MuHuManbHon anvHel PIN-koaa Monb3oBaTtens (AaMuUHUcTpaTopa) npy oopmMaTMpoBaHum

Pekomenayemas gnuHa PIN-koga — 6-10 cumBonos. Vicnonb3oBaHue kopoTkoro PIN-koga (1-5 cuMBONoB) 3aMETHO CHUXAET ypoBeHb Ge3onacHocTy, a
anuHHoro PIN-koga (6onee 10 cMMBOMOB) MOXET NPUBECTY K YBENMYEHUIO KONMYECTBa OLWIMGOK Npu ero BBOAE.

[nsi Toro 4Tobbl 3aaatb MMHUManbHyo annHy PIN-koga Monb3oBaTens (AOMUHUCTpaTopa), B COOTBETCTBYIOLLEN CEKLMM U3 packpbiBatoLlerocs cnucka Mm
HuManbHasa gnvHa PIN-koga Beibepute HeobxoanmMoe 3HayeHme.

YkasaHue makcumanbHoro konmdectasa nonbitok BBoga PIN-koaa Monb3oeatens (AamuHucrtpaTtopa) npuy
¢dopmaTMpoBaHuu
ﬂﬂﬂ NOBbILLEHNA YPOBHA 6e3onacHocTn cneanyet USMEHUTb NCXo4Hoe 3Ha4YeHune. PeKomeH,qyemoe KONMM4YeCTBO NOMbITOK BBOAA P|N-K0,El,a —5 pas.

HebonbLuoe konnyecTBo NonbITok (1-4 pasa) MoxeT NpuBeCTH K cnyyanHon 6nokuposke PIN-koga, 6onbLioe konuyecTBo (6onee 5 pa3) — CHU3UT
ypoBeHb MH(popMaLMOoHHON 6e3onacHoCcTy.

[nsa Toro 4ToGbl 324aTb MakcUMarbHOe KonmyecTBo nonbITok BBoda PIN-koaa Monb3oBaTtens (AoMUHMCTpaTopa), B COOTBETCTBYHOLLEN CEKLMUM U3
packpbiBatoerocsi cnucka MonbiTkn BBoAa PIN-koga Bbibeprte HEOOX0aAMMOE 3Ha4eHwe.

PaboTta c nonutukamm kadectsa PIN-kopa
MonuTukn kayecTtBa PIN-kofa no3BonsoT NoBbLICUMTL YpoBeHb 6e3onacHocTu PIN-koaa.
B Manenwu ynpasneHus PyTokeH Bce PIN-koAbl No kKayecTBy AENATCSA Ha TpU KaTeropum:

® cnabGble;
® cpepHue;
® HagexHble.

CyLuecTByeT BO3MOXHOCTb BbIGOpa MOMUTHK, KOTopble ByayT yuuTbIBATLCA NPU oLeHke kadectea PIN-koaa.
[ns koHTpons kadectsa PIN-koga UCMOnb3yoTcs Crieqytowme nosMTUKA:

MwuHumanbHasa anuHa PIN-koaa.

Monutuka ncnons3osaHus PIN-koga, 3agaHHOro No ymonyaHuto.

Monutuka ncnons3osaHns PIN-koaa, cocTosLLero n3 ogHOro NoBTOPSOLLErocs CMMBONA.
Monutuka ncnons3oBanus PIN-koga, cocTosaLero Tonbko U3 uudp.

Monutuka ncnons3oBaHus PIN-koga, cocTosALwero Tonbko n3 6yks.

Monutuka ncnonb3osaHusa PIN-koga, coBnagatowero ¢ npeabiaywym PIN-kogom.

Ok WON

Mpu yctaHoBke komnnekTa "dpaiBepbl PyTokeH anst Windows" 3HauyeHns napaMeTpoB NOMMTUK YCTAHOBIEHbI MO YMOMYaHMIO.
Mo ymonyanuto BeibpaHbl Bce paHee ykasaHHble nonutuku kavectea PIN-koaa.
Mo ymonyaHuio naponb cynTtaeTtcs "cnabbiM”, ecnv ero AnvMHa MeHbLUIe OQHOro CMBONA.

Monutukm kavecTBa PIN-koga MoryT 6biTb M3MeHeHb! B MNaHenu ynpaeneHus PyTokeH nonb3oBaTenemM ¢ npaBamn agMMHUCTpaTopa onepaunuoHHON
CcUCTEMBI UM aAMUHUCTPATOPOM JOMEHaA.

Kaxabii HoBbin PIN-ko AOMKEH COOTBETCTBOBATL BbIOpaHHBLIM MONUTMKAM KayecTBa.
Monutukm kavecTBa PIN-koaa yctaHaBnusatoTcsl B [aHenu ynpasneHust PyTokeH Ansi KOHKPETHOro kKoMnbloTepa.
[nsi Toro 4To6bl BbIOpPaTL NOMUTUKK, KOTOPble ByAYyT y4nTbiBaTLCS NPU oLeHKke YpoBHst 6esonacHocTu PIN-koaa:

1. 3anyctute MaHenb ynpasneHusa PyTokeH.
2. lMepenpuTte Ha BKNagky HacTporiku.



3. HaxwmuTe Hactporika.

ﬂ Manens ynpasnenwa Pytoken X

AaMmuHUCTpUpoBaHue CepTuduKaTsl HacTpoiiku O nporpamme

CywteisaTenu PyToken S
Konuuecreo cumTeisateneit Pytoken 5 |4 ~ WsmerwTe

MaKtMManbHOe KOAWYECTED YCTPOMCTE PYTOKEH 5, € KOTOPBIMUK
BO3MOXHO paBoTaTe 04HOBPEMEHHO.

Hactpoitkw PIN-koaa

AAMWHWCTPATOPE MOTYT HACTPauBaTe NapameTpel PIN-kogo08: Hacrpoiika...
5 K3WWPOBAaHWE, HaNOMUHAHWE 0 cmeHe PIN-Ko4a no yMoNYaHMio,
shes] wopuposanue s UTF-8,

Moantkk kavecrsa PIN-kogos

% Noawtukw kavecrsa PIN-KOA0E NO3BONAIDT NOBLICKTL YPOBEHL Hacrpoiika
;%‘r — BesonacHoCTH. Mpu cmeHe PIN-koga BYAeT BbiNOAHATRCA ET0 L
2| npopepka Ha CTOWKOCTb COMMIACHO 33AAHHEIM KPHTEPUAM,

HacTpoiiku kpunTonNpoBangepa

— | MpocmoTp M M3MEHEHWE HACTPOEK KPUNTONPOBangepa 4na Hacrpoika
& PasAM4HEIX MOAENEN PyTOKEH, !

3aKpeiTe

4. B packpbiBatowiemcs cnvcke Cuntate PIN-kop «cnabeim» npy AnvMHe MeHbLue, Yem Boibepute HeobxoanmMoe Yncno.



5. B cekumu Monutukm yctaHoBuTe chriaxkkn psaom ¢ HasBaHUSMMU MONUTUK.

Monawtnen kayectsa PIMN-kogoe o
MonuTHEN
CuynTaTe PIN-K04 «cnaBbiM= NpK AAWMHE MEeHbIIEA, Yem: | 1 v

PazpewnTe HCNoAE30EaHWe PIN-K04a N0 yMOoNYaHumo

Fazpewnte PIN-k04, COCTOAWMEA W3 0JHOMD NOETOPAKILLErOCH CMMEDNA
Pazpewnte PIMN-k04, cOCTOAWMEA TOABKD W3 LKWt p

Paspewnts PIN-k04, COCTOAWMA TONBKD W3 BYKE

PaspewnTe PIN-K04, COEN3aowmi ¢ NpegeigyLmm

MNosegeHue npw cmede PIN-koaa

Ecnn 334aH «cnabbiiis PIN-koa; MpegynpexiaTte w

Ecaw 3agaH «cpegHuis PIN-kog: | Huuero He genate e

2a8aTe NO YMONYaHWD OTmeHa MpUMEHWTE

6. [ins Toro utobbl Npu BBOAE HekoppekTHoro PIN-koda Ha akpaHe oTobpaxanock coobLueHue ¢ npegynpexaeHuem o Tom, 4to PIN-koa He
COOTBETCTBYET BblbpaHHLIM NONMUTMKaM, B packpbiBatoLemcs cnucke Ecnu sagaH «cnabbiid» («cpepHuii») PIN-kog BbiGepuTte 3HaueHue
«Mpepynpexaatby.

7. [Ons Toro 4tobbl 3anpeTuTb KCMonb3oBaHue «craboro» napons, B packpbiBatoliemcs cnvucke Ecnm 3apaH «cnabblit» PIN-kop BbiGepuTe
3HayeHue «3anpeTuTb UCMOSb30BAHNEY.

8. [Ans Toro 4Tobbl YCTaHOBUTL 3afjaHHbIe MO YMOMYaHWIO NONUTUKK U noBefeHue npu cmeHe PIN-kofga HaxmuTe 3agatb MO YMOMYaHUIO.

9. [ns noaTBepxaeHust uameHeHuin Haxmute OK.

10. Ons npyuMeHeHusi U3MeHeHW 1 NPoaoImKeHUs paboTbl ¢ nonuTUKamun Haxmute NMpUMeHUTDb.
11. B OKHe C 3anpoCcOM Ha pa3speLleHne BHOCUTb M3MEHEHUSI HA KOMMbloTepe HaxmuTe [a.

[MpocMoTp KNtoYEBBIX NAap U CEPTUPUKATOB, COXPAHEHHbIX Ha YCTponcTBe PyTokeH

B MaHenwu ynpaeneHuns PyTokeH NUYHLIM CEPTU(UKATOM Ha3bIBAETCH KOHTENHEp, coaepXallunin: cepTudmrKaT, OTKPbITBIA KIOY 1 3aKPbITbINA KoY.
[na npocmoTpa cepTUUKATOB M KIOYEBbLIX Map, COXPaHEHHbLIX Ha YCTPOWCTBE PyTOKeH:

1. 3anyctute MaHenb ynpasneHusa PyTokeH.
2. Bbibepute ycTpoiicTBo PyTOKeH.
3. lMpoBepbTe KOPPEKTHOCTL BbIGOPA YCTPOUCTBA.



4. Mepengute Ha Bknagky Ceptudukaroi.

il Mawnenk ynpaenenus PyToker

AJMWUHWCTPUPOEaHWe CEPTHDWKATE  HacTpoikw

MoAkAKYeHHbIE PYTOKEH

O nporpamme

. PyToken 3LMN 2.0 1 v|

2

Eeectn PIN-kog,..

HMeanos-3
Microsoft Base Smart Card Crypto Provider
g CepTHdUKET JERCTENTENEH

L)

CepTUdUKAT C HEWIENEKAEMOA M HEIKCNOPTUPYEMON KAKYEBOM napol

Mma

T P N T P T

NnyHbie ceptdmkaTe(3)

=] HMeanos-3

te-81ebfe50-570a-43ef-83ea-b996dT6e...

NeaHoB-2
143D21D0F-AFAB-42B0-4450-4352D098...

HMeanos-1
50666f267-c393-8441-8864-c56166a267C

Konroun(3)

[Pa Knwoyesas napa NoOCT P 34.10-2001 DH
te-59fed953-3a97-4c36-9017-2ca71e44..,

Knwouesan napa R5A
IHdfl7e7f-1c3b-225b-9233-45847432130
? Knwouesan napa GOST R 3410

Hcrekaer JaperncrprpoBaH

28.02.2019

28.02.2019

28.02.2019

¥

[——]

%

——
Brinucate
CepTHgMKaT

HMMnopTUpoBEaTe IKCNOPTUPOEATE

— 1

Mo ymonyaHww  CEONRCTEA

2

¥aanuTe

3aKpHITE

Ha Bknagke CepTudukaTtbl 0ToGpaxatoTcsi cepTuduKaThl, KIoUeBble napbl U NMNYHbIe CePTUMMKATLI, COXPaHEHHbIE HA YCTPOMCTBE PYyTOKEH.

CneBa OT Ha3BaHWI CepTUDUKATOB, NINYHBLIX CEPTUMKATOB 1 KMOYeBbIX Nap oTobpaxatoTcst ukoHkn. OHM 06o3HavatoT cneayoulee:

m — NWNYHBIA cepTUdukKar.

ceptucmkat Kpuntollpo CSP.

— KIloYeByto napy.

1)

— kntovesyto napy Kpuntollpo CSP.

MonyxupHbIM LWpMTOM 0603HaYEHBI NMMYHBIE CEPTUdMKATBI, YCTaHOBMEHHbIE MO YMOMYaHuio. [Ins Kaxaoro Kpuntonposanaepa ycTaHOBIIEH CBOWA
NNYHBIA cepTudmkaTt no ymonyaxuio. B MaHenu ynpaBneHust PyTOKEH MOXXHO YCTAHOBUTL MO YMOMYaHWIO TONbKO NUYHBIA cepTudunkaTt RSA.

Ecnun npy HaxkaTum NeBOM KHOMKOW MbILIM Ha Ha3BaHUM NINYHOTO cepTudUukaTa B BEPXHEN YacTu OKHa NaHenu otobpasnTcsl yBeAOMIEHUS O TOM, YTO
TNNYHBIA cepTUdUKaT SBNAETCA HEHAAEXHBIM, TO HEO6X0AMMO ANS HEro YCTAHOBUTL JOBEPEHHbBIN KOPHEBOW CEpPTUMUKAT YAOCTOBEPSIOLLLErO LIEHTPa.

DOpMyNMPOBKY TaKMX YBEAOMIIEHWI MOTYT GbITb CreayoLUMM:




® "CepTudukaT HeHagexeH";

-------------- +  WMeanoe Mean MBaHoBMY

1 a 4 - ryptographic Service Provider
@ CepTHdHEAT HeEHagexeH

® "He yganocb NpoBepuTb CTaTyc 0T3biBa";

:-------------- | HMeanoe Mean MeaHosny
Crypto-Pro GOST R 34.1D-§DD‘I Cryptographic Service Provider
i Heyganolk NPOEEPKHTE CTATYC OTILIED

® "He yctaHoBneH kopHeBol ceptudmkar”.

WMeanos Mean MBaHOBMY

== | Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

w ¥ He ycTaHOENeH KOPHEBOW CcepTHgMEAT) [IpoMOTDETE | ¥TAHOEWTE
CepTUQUEET ¢ HEWZBENEKAEMEIM KR40 M

[nsi obHOBNEHUS cnucka cepTUUKaToB, NMUYHBIX CEPTUMMKATOB U KINOYEBLIX Nap psAoM ¢ nonem MopknioveHHble PyTOKeH HaX>XMUTE Ha KHOMKY

i

Pernctpauusa KopHeBOro ceptudumkata yagoCTOBEPAIOLLErO LEeHTPa B Ka4eCcTBe JOBEPEHHOIO
KOpHEBOro cepTudukara

Mepepn pervcTpaumen KOPHEBOTO cepTUdMKaTa yA0CTOBEPSIIOLLEro LEHTpa B Ka4ecTBe OBEPEHHOIO KOPHEBOTO CEPTUdMKATa NPOBEPLTE €0 HaNu4me

BHYTPUY NINYHOTO cepTudurkaTa, 3anncaHHoro Ha ycTponcTee PyTokeH.
[Ina npoBepKn HanU4nsa KOpPHEBOro cepTudukaTa:

. 3anyctute MaHenb ynpaBneHus PyTokeH.

. BblbepuTte ycTponcteo PyTokeH.

. [poBepbTe KOPPEeKTHOCTL BbIbOpa yCTPOMCTBA.

MepeiiguTte Ha Bknaaky Ceptmdukats.

. LLlenkHWTe neBow KHOMKOWM N0 MMEHU NIMYHOrO cepTudmkaTa, Ast KOTOporo Heo6xoauMo NPOBEPUTL Hannune KOpHeBOro ceptTudukata
YAOCTOBEPSAIOLLErO LIeHTPa.

oA WN




6. Haxmute CaoiicTBa.

il Mawnenk ynpaenenus PyToker

AJMWUHWCTPUPOEaHWe CEPTHDWKATE  HacTpoikw

MoAkAKYeHHbIE PYTOKEH

O nporpamme

HMeanos-3

Microsoft Base Smart Card Crypto Provider
g CepTHdUKET JERCTENTENEH

CepTUdUKAT C HEWIENEKAEMOA M HEIKCNOPTUPYEMON KAKYEBOM napol

. PyToken 3LN 2.01 v| | W | | Beectu PIN-kog,..

Mma

T P N T P T

NnyHbie ceptdmkaTe(3)

=] HMeanos-3

te-81ebfe50-570a-43ef-83ea-b996dT6e...

NeaHoB-2
143D21D0F-AFAB-42B0-4450-4352D098...

HMeanos-1
50666f267-c393-8441-8864-c56166a267C

Konroun(3)

'?3 Knwoyesas napa NoOCT P 34.10-2001 DH
te-59fed953-3a97-4c36-9017-2ca71e44..,
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7. B okHe c MeHeM cepTudukaTa nepenante Ha Bknaaky NyTb ceptudukaumm.

n | Weanoe-3 X

Ofwme Coctae YT CEPTHAMKELIM

MyTe CEpTHDMKALYAA

CRYFTO-PRO Test Center 2

MpocMoTp CEpTUDMKETA

CocToAHKe cepTUdMKaTa:

3TOT CepTUDWKAT AEACTEMTENEH.

8. Ecnu B cekuum MyTb cepTudukaumm otobpaxaeTcsi TONbKO OAUH CEPTUCUKAT UM 0TOBPaXKaKTCS HECKOIBKO CEpPTUGMKATOB C coobLeHrem o6
owunbke, To HEOBX0AMMO 0BPATUTLCS B YAOCTOBEPSIOLLMIA LLEHTP, BbIAABLUMUIA 3TOT cepTUdMKAT AMs NOSyYeHUst KOPHEBOTO cepTUdMKaTa.




9. Ecnu B cekuum MNyTb cepTudpukanmm otobpaxkaioTes ABa cepTudukarta n oauH U3 HUX ¢ coobLyeHnem o6 owwnbke, To HeobxoaMmo
BbINOMHWUTBL PETUCTPaLIMI0 KOPHEBOTO cepTudmKaTa ya0CTOBEPSIOLLErO LEHTPa B KA4eCTBE JOBEPEHHOIO CaMOCTOSITENBHO.

ah WMeaHos-3 >

OBwme Coctas  [1¥Tb cepTHdMKELIM

MyTe CEPTHDMKALIMIA

WJ CRYPTO-PRO Test Center 2
WBaHoBE-3

MpocMoTp cepTUdUKaTa

CoCToAHKME CepTUDMKaTa:

3TOT CEPTUOWKAT AEACTBMTENEH,

[lnsi camocToATENbHOW perncTpaLmm KOpHEBOTo cepTudymKaTa yo0CTOBEPSIIOLLEro LEHTPa B KA4eCTBE JOBEPEHHOrO:

. 3anyctute MaHenb ynpasneHus PyTokeH.

. Bribepute ycTpoiicTBo PyTOKeEH.

. MNpoBepbTe KOPPEKTHOCTL BbiGOpa ycTponcTaa.
. MepewpuTe Ha Bknaaky CeptnduKaTtbl.

. LLlenkHMTE 1EBOW KHOMKOM MO UMEHU JIMYHOTO cepTudmKaTa, A4St KOTOPOro HeoGXOAMMO NPOU3BECTU PErMCTPaLIMIO KOPHEBOTO cepTudmKaTa
YOOCTOBEPSIIOLLErO LeHTPa B KAYECTBE AOBEPEHHOTO.

a b WON =



6. LWenkHnTe no ccbinke "YcTaHoBUTBL".

il Mawnenk ynpaenenus PyToker >

AJMHHWCTPUpOEaHWe CEPTUGDMEETE  Hacrpolkw O nporpamme

MoAkAKYeHHbIE PYTOKEH

| +»  PyToken 3UN 2.01 w | i Beectu PIN-kog,..

HMeanos-3

Mot registered
i He ycraHosneH KopHeBOW cepTrdnkat. [pocmoTpeTs | YTaHOBUTE
CepTUdMKaT C HEWIENEKAEMOA M HEIKCNOPTUPYEMON KAKYEBOM napoi

Mma Hcrekaer JaperncrprpoBaH &
CepTudmkate(3)

TecToBBIA Nog4nHeEHHBIR ¥, 300 “KP...

B {TCEE3F6B-54D5-4474-8913-EFTT95F1F.. 01.11.2027
Pomawka
Rutoken Plugin
Test CA
Rutoken Plugin

22022019

11.05.2020

NMuunele cepTudmkate(3)

Weanos-3
B e 81ebfes0.570a 43er 83ea bo96aTee., 28022019 |

HMeaHoB-2
{48D21D0F-AFAE-42B0-A450-4352D096. . 28.02.2013

HMeanos-1
50666f267-c393-8441-8864-c56166a267¢C 28.02.2019

Fonrzan(3)
mg Knwodesas napa NOCT P 34.10-2001 DH b

§ t x Kk

| ]

BeimucaTe  MMOopTUpOEaTe 3JKCNOPTUMPOEATE  ¥3anuTe [lo ymoadaHww CEOACTER
CepTHgMKaT

3aKpHITE

7. B okHe c npegynpexaeHeM o TOM, YTO NOCTe perncTpaumm KOpHeBoro ceptudmkara yaoctoepsioLlero LeHtpa, Windows 6yaet goBepsitb
nobomy cepTucmkaty, BblAaHHOMY 3TUM LIEHTPOM cepTudmkauum, Haxmute fa.
8. LLlenkHuTe NpaBoW KHOMKOW MbILLIW MO UMEHMW NMUYHOTO cepTudmkaTa, Ans KOToporo Bbin 3aperucTprpoBaH KOPHEBOW cepTudmkaTt

YOCTOBEPSIOLLErO LieHTPa B Ka4ecTBe AOBEPEHHOro cepTudmkaTta. B BepxHelt yact naHenu otobpasutcsa coobueHne "CepTtudmkat
nencreuTenen".

HMeaHoB-3

Mot registered

Q CepTudukaT 4efcTBUTENEH

CepTUdMKaT C HEWIENEKAEMON M HEIKCNOPTUPYEMON KAKYEE0NW Napoi

MpocmoTp nHpopmauumn o cepTudukate (knoYeBon nape, NMMYHOM cepTudmkaTe),
COXpaHeHHOM Ha ycTpoucTee PyTokeH

[ina npocmoTpa uHdopmauum o ceptudukate (KnoYeBon nape, NMMYHOM cepTudmKaTe), COXpaHeHHOM Ha yCTponcTBe PyTokKeH:

. 3anyctute MaHenb ynpasneHus PyTokeH.

. Bribepute ycTpoiicTBo PyTOKeH.

. MpoBepbTe KOPPEKTHOCTL BblibOpa ycTponcTaa.

MepeiiguTte Ha Bknaaky CeptmdukaTtbl.

LLlenkHWTe NpaBoW KHOMKOW MbILLIW MO UMEHW HEOBXOAUMOro cepTudmkaTa (KnoYeBoi napbl, NMMYHOro cepTudukara).

s eN



6. BblbepuTe NyHKT MeHto CBOMCTBA.
[ns ceptudukara:

n | Meanoe-3 =

Obwme  Cocras MyTe CEpTHhMKALYA

g CBeEeHnA o cepTduKaTe

3ITOT cepThdMKaT NpeaHaZHaYaceTcA OnA:

* MoaTEEp#AOEET YAANEHHOMY KOMNEKTEDY MAEHTUOMKALLD
BALUEMD KOMMEHKITEDS

KoMy Beigan: MeaHoe-3

KeMm BoigaH: CRYPTO-PRO Test Center 2

Oeitcteurensd ¢ 28,11, 2018 mo 25,02, 2019

3aABNEHUE NOCTABLLMES

Ha Bknagke O6Lyue ykasaHsbi:

nopJepxuBaemble cnocobbl UCMONb30BaHUS cepTudmkaTa;

MMs nonydatens ceptudukaTta;

Ha3BaHwue LeHTpa cepTudukaumm, BblaasLIero ceptudukar;

nepuog aenctensa ceptudukaTa;

OOMNonHUTENbHbIE CBeAEeHNS 0 cepTudmkaTte (kHomka 3asiBfieHUe NocTaBLuvKa).

Ha Bknaake CoctaB yKka3aHo nonHoe onucaHue cepTudukara:

®  yHMKaInbHbIA CEPUNHBLIA HOMEP, NPUCBOEHHBIN CepTUMMKATY LIEHTPOM cepTudukaLmu;
®  anropuTMm XeLmpoBaHWs, UCNONb3yeMblii LEHTPOM cepTudmkaummn ans umdposoi nognncn ceptudmkaTa;
® TWN M ANMHA OTKPLITOrO KIoYa;



® cBOAKa AaHHbIX (OTNeYaTok) cepTudukaTa.

n | Weanoe-3 X
Obwme COCTAE  [yTh cepTHMKALIW
Mokazate: | <Boex e
Mane SHa4eHNE &N
D Bepoin V3
DCEpMﬁHblﬁ HOMEp 1200 2fb0c5 2cel 9695 11...
D.ﬁmrnpmm NoANKCH MICT P 34, 11/34,10-2001
D}{am—anrnpmm Moanaci MCTP 34.11-94
BM3HETEJ‘II:- CRYFTO-PRO Test Center 2, ...
Dﬂeﬁn_—rBMTenEH C 28 HoRbpA 2013 T, 16:41:49
BﬂeﬁnBMTenEH no 28 despana 2019, 16:51:49
I-_'] CufieekT lAmanne - ~
CEOMCTES. .. KonvposaTe B dakn...

Ha sknagke MyTb cepTudmkaumm ykasaH nyTb OT BbIGPaHHOMO cepTudmKaTa 4o LIeHTPOB cepTudmkaLmm, BolaaBLumx ceptudukat. Haxas MpocMoTpeTs
cepTUUKAT MOXKHO MOMYYUTb AONONMHUTENBbHBIE CBEAEHUS O CEpTUMKATAX KaXKAOro LieHTpa cepTuduKaumm B nyTu.



[inga knoYeBon napsbl:

il Kniouesan napa RSA )4

Tun: RSA, Key exchange, OTKpbITEIA KKntoy: 1024-6MT
(= Aktiv ruToken CSPv1.0

\lk Mecnonk3oBaHmne: yrdpoBan NoANKUCe, WGpoEaHUE KNDYER
HeWzBENEKaEMAn M HEIKCNOPTHUPYEMAA KNDYEEAA Napa

WMHdopmayma

KoHTelHep

na: te-3oeaelac-Scee-4a36-biab-f348b9daf124
Knwyegan napa 3kcnopTupyema: Het

CeoicTea
Tun: RS54, Key exchange, OTkpoiteii knog: 1024-6ur
Mogyne: 1D 1961 76 D5 9D 35 71 DF FA 56 87 B9 85 5B 5...
OTEPEITEIA KAKY: 0e02000000A400005253413100040000..
FIECNOHEHTE: &5537




[ns kntovesoit napbl Kpuntollpo CSP (npy npocmoTpe napameTpoB kntodeBon napbl Kpuntolpo CSP Heobxoanmo BeecTu PIN-koa Monb3oBaTtens):

il Knwouesas napa FOCT P 34.10-2001 DH >

Tum: FOCT P 34.10-2001 DH, Key exchange, OTKpBITHIA kKnHod: 512-6MT
i C Crypto-Pro GOST R 34,10-2001 Cryptographic Service Provider
ﬁ WenonezoeaHwe: undpoBan Nognuce, Wi poEaHUE KAKDYER
HeskcnopTyWpyeMan KNKKYeEaA Napa

WH{opmayma
KoHTeaHep
Mma: te-e13b7232-2b34-45dd-28d7-ad34beEcE0ae
CeoicTea
Tur: rOCT P 34,10-2001 DH, Key exchange, OTEPBITER kA0 512-61T

OTEpPBITRIA Knioy: 06 20 00 00 23 2E 00 00 4D 41 47 31 00 02 00 00 30 12 06 O7 2A ...

OkcnopT ceptudmkaTa B chamn

MHoraa Bo3HMKaeT Heob6xoAMMOCTb nepeaaTb cepTUdUKaT, COXpaHeHHbIN Ha yCTpocTBe PyTokeH ApyroMy nonb3osaTtento. [ins atoro ceptudmkat
Heo6Xx0AMMO 3KCnopTUPOBaThL B chann.

B MaHenu ynpasneHns PyTokeH nmeeTcs Noaaepxka cneayolmx gopmaTtos annos cepTUdUKaToBs:

® CER;
® P7B.

B MaHenwu ynpaeneHus PyTokeH cyliecTByeT ABa cnocoba akcnopta ceptudmkata B dhann:

1 cnoco6
[ns akcnopTa cepTudumkaTa ¢ ycTponcTsa PyTokeH B dpann:

. Banyctute MaHenb ynpasnexHusi PyTokeH.

. BbibepuTe ycTponcTBo PyTOKeH.

. MpoBepbTe KOPPEKTHOCTL BbIGOpa yCTPOMCTBA.
Mepengute Ha Bknaaky CepTudukarsl.

. LLlenkHWTe neBow KHOMKOW MbILLX MO UMEHM cepTudmkara.

s wWN



6. Haxmute SkcnopTupoBaThb.

%

IKCNOPTUPOBATE

7. Ecnu HeobxoanMo 3KCnopTMPOBaTh TONbKO cepTudmKaT, TO yCTaHOBUTE NepeknoyaTenb pSAoM ¢ HasBaHueM chopmaTta dhavina ans akcnopTa.

JECNOpPT CepTHgHEaTa
(®) DER-K0AMPOEaHHEIN daiin X500 [,CER)
() Base64-kogMpOEaHHEI dain X509 (.CER)
O Crangapt Cryptographic Message Syntax PECS #7 [.PTE)

8. Ecnv HeoGXoaMMOo 3KCMopTUPOBaTL CEPTUMKAT BMECTE C KITOUYEBOIA Napoi, TO yCTaHOBUTE NepekntoyaTens B nonoxeHve daiin obmeHa
nuyHoi uHgopmaumen PKCS #12 (.PFX), asaxabl ykaxute naponb unu yctaHosuTe donaxok bes napons (ecnv He xoTuTe 3agaBaTtb Naporsib).

JKCNOPT CEpTUGMKATA C KNKDYEEDA NapoM

(®) daiin oBMeHa MMYHOR Hb opMalwed PKCS 12 [ PFX)

|:|Ee3- napona
Maponk: | [IIT1T1TT] |
MoaTEepHgeHKE | LTI YT | RU

9. Psigom c nonem MyTtb HaxxmuTe O630p 1 BbiGepuTe aiin Ha KoMMbIoTEpE.

MyTe: | O630p..

10. HaxmuTe Jkenopt. B pesynbTaTe ceptudukat 6yaeT 3KCnopTUPOBaH B YKa3aHHbI dhaiin.

2 cnocob

[ns akcnopTa cepTudmkaTa ¢ ycTpocTBa PyTokeH B chainn:

. 3anyctuTte MaHenb ynpaBnexus PyTokeH.

. Bbibepute ycTpoiicTBo PyTOKeH.

. [poBepbTe KOPPeKTHOCTL BbIbOpa yCTpOMCTBa.

. MepewipuTe Ha Bknaaky CeptndukaTtbl.

. WenkHnTe NnpaBo KHOMKON MbILWN MO MMEHW cepTudukaTa.
. Bbibepute nyHKT MeHio DKCIOPTMPOBATD.

or  Yaanute

OO WN =

Konupoeate MMA KoHTeRHERa B Gydep obmeHa

L

~ KonTeiinep no ymondannmo

W Haznaunts CEPTHMMKAT KNFYEEDH Nape...

=] o
1 Ceofictea

N

Ecnun Heobxoanmo akcnopTMpoBaTh TONMbKO cepTudMKaT, TO YCTaHOBUTE NepekniodaTernb psAoM C HasBaHneM copmata daina Ans akcnopra.
Ecnu Heobxoammo akcnopTMpoBaTh cepTUdMKaT BMECTE C KIoYeBOi Mapoi, TO yCTaHOBUTE nepeknioyaTtens B nonoxeHne ®ain obmeHa
nnyHom uHdopmaumeit PKCS #12 (.PFX), asaxabl ykaxute naposb unm ycraHosute dnaxok bes napons (ecnu He xoTute 3agaBaTb Naporib).
9. Psinom ¢ nonem MyTb HaxxmuTe O630p 1 BbibepuTe ain Ha KoMMbloTEpPE.

10. Haxmute 3kenopt. B pesynbtaTe cepTudmkat byaeT 9KCMOpTMPOBaH B yKa3aHHbIN dhain.

©

[ns akcnopTa KOPHEBOIo AOBEPEHHOIO cepTudmkaTa:

1. 3anycTuTe MNaHenb ynpasneHns PyTokeH.
2. Bbibepute ycTpoicTBO PyTOKEH.
3. MpoBepbTe KOPPEKTHOCTL BbibOpa yCTpPOUCTBa.



4. Mepenpute Ha Bknagky Ceptudukaroi.
5. WenkHnTe neBor KHOMKOW MbILWN MO MMEHMW NTIUYHOTO cepTudumkara.
6. Haxmute CsolicTBa.
7. MepeviguTe Ha Bknaaky Cocras.
8. Haxmute Konuposatb B chaiin.
n | Wieanoe >
Obwme COCTEE  [yTe cepTHdMKELIM
Mokazate: | <Bcex e
Mone 3HIYEHME 2
DBEDEMH V3
BCEpMHHblﬁ HOMED 12002d7d14ee 73107852 7F2 1. ..
D.ﬂmrnpmm NoanAc MICT P 34.11/34. 10-2001
D}{am-anrnpmm NaAMKCA MCTP 34.11-94
DH3D.E|TEJ‘II: CRYPTO-PRO Test Center 2, ...
D,ﬂ,eﬁn_—rBMTenEH c 25 ceHTADpA 2013 r. 16:52:06
D,D,EHUBMTEHEH no 25 nexabpa 2018 r, 17:02:06
I-_']r"maﬁhnWT lArAHNR W
CeoicTEa. .. II{unMpoE:aTb E Qain. .. I

9. Haxmute Oanee.



10. YcTtaHoBWTe nepekntovaTesb pSAoOM C Ha3BaHMEM HeobxoaumMoro hopmata v Haxkmute Janee

& ¥ MacTtep 3kcnopTa cepTUdMKaToE

Mopmar 3KcnopTHpyemaro danna
CepTHDMKATE! MOryT BbITe 3KMOPTHPOEAHE! B PAZNMYHEX GOPMaTAX.

BribepuTe dopMaT, KOTOPEIA Bbl XOTHTE MCMONBI0EaTE:
(®) daiine X.509 {.CER) B kogmposke DER
() taitne X.509 {.CER) B Kognposke Base-64
() CrannapT Cryptographic Message Syntax - cepTudmkaTel PKCS £7 (p7h)
BHIHOUMTE MO BOSMOMHOCTM BCE CEPTHAMKETEI B MYTE CEPTUDMKELIN

arn obMeHa nMuHOR MHbopMawaei - PKCS #12 (.PFX)

BIMKO4MTE MO BOSMOMHOCTH BCE CEPTUOMKETE! B MYTh CEPTHDMKELIAM
YOENUTE SEKPEITEIA KDY NOCNE YOMEWHOMD 3KopTa
SKCNOPTUPOBATE BCE PACLUMPEHHEIE CEOMCTEA

BIAKYMTE KOHDMAEHUMANEHOCTE CepTHbMKETa

¥PEHMMMLLE CEPMANME0BaHHEIX cepTudukaTos [55T)

=

OTmeHa

11. Haxmute O630p.




12. BblbepuTe dhain Ha KOMMNbIOTEPE WU BHELLHEM HocuTene n HaxmuTe [lanee.

€ ¥ MacTtep 3xcnopTa cepTMdMKaTOE

Wma axcnoprapyemaro daina
YKEHHMTE MMA $aiina, KoOTopkIA Bel XOTMTE 3KCMOPTUPOBATE

Mma daiina:
Ci\Users\Dmitrieva'\Desktop\a 54654, cer

Janee OTmeHa

13. Haxmute lNoTOBO. B pe3ynbTaTte ceptudmkaT OyaeT aKCNopTUPOBaH B yKa3aHHbIA dann.

MmnopT RSA cepTudukaTa u kntoyeson napbl RSA Ha ycTponctBo PyTokeH
[aHHasa onepaums no3sonseT MMNOPTUPOBATL Ha YCTPOMCTBO PyTOKeH Kro4eByto napy BMecTe ¢ cepTudumkaToM u3 dannos oopMaTos:

* PFX;
* P12

Ecnun ana umnopta BeibpaH dainn B popmate PFX unm P12, To 3akpbITbIi Koy 1 cooTBeTCTBYOWMIN RSA cepTudmkaTt 6yayT ckonvpoBaHbl Ha
yCTpOWCTBO PyTOKEH.

Ecnu cain B opmate PFX 3awumiieH naponem, To Ha akpaHe oTobpasunTtcst OkHO Ans BBOAA Naponsi.

Ecnu ana umnopta BeibpaH dain B chopmate CER, To MNaHenb ynpaBneHns PyTokeH NpoBepuUT, eCTb N Ha YCTPOWCTBE 3aKpbITbIf KoY,
COOTBETCTBYIOLWMIA AaHHOMY RSA cepTudukaTy. ECnm 3akpbIThIl KNtoY AeNCTBUTENBHO €CTb, TO MMMNOPTMPYeMbii RSA cepTudmkat byaeT cBszaH ¢
[OaHHbBIM KITO4OM.

Insa nmnopta RSA ceptudukata n kntodeBo napbl RSA u3 darina Ha ycTponcTeo PyTokeH:

. 3anycTuTe MNaHenb ynpasneHnss PyTokeH.

. BbibepuTe ycTpoincTBO PYTOKEH.

. MpoBepbTe KOPPEKTHOCTbL BbibOpa ycTpolicTaa.
. Mepenpute Ha Bknagky Ceptudukaroi.

. Haxmute UmnoptupoBsatb.

¥

[— ]

WmnopTrpoEaTe

a b ON==



6. Ykaxute nyTb K paviny aAns umnopta un Haxmute OTKpbITb. B pesynbtate RSA cepTudumkart u kntodesas napa RSA 6yayT MMNopTUpoBaHbl Ha
yCTpOWCTBO PyTOKEH.

HasHaueHune cepTudmkata gnsa KnoyeBomn napbl

Ecnu y nonb3oBaTens MMeeTcs cepTudmkaT, COOTBETCTBYIOLLWII KIIOYEBOM Nape, TO NOCIe CO34aHuUs KIoYeBon napbl Ha ycTpoicTee PyTokeH
HeobXoaMMO HasHaunTb Ans Hee cepTUdUKar.

[aHHas onepaums No3BonsieT Ha3HauMTb cepTudukat B popmaTte CER kntoveBon nape, HaxoasLencs Ha ycTponcTee PyTokeH.
[nsi Ha3HaveHusa cepTudmKaTa KnoyYeBon nape:

. 3anycTuTe MNaHenb ynpaenexHus PyTokeH.

. BbibepuTe ycTponcTBo PyTOKEH.

. MNpoBepbTe KOPPEKTHOCTL BbiGOpa yCcTporicTBa.

MepeiiguTte Ha Bknaaky CepTnduKaTb.

LLlenkHWTe npaBoW KHOMKOW MbILLW MO UMEHM KIYeBOW napbl 1 Bbibepute NyHKT HasHauMTh cepTudmKaT Knio4eBon nape...

s LN

ma WMeTekaet JaperncrpuposaHd ~

PR PR g

NnyHble cepTudmeaTei(3)
------ HMeaHoe-3
te-81ebfe50-570a-33ef-83ea-bI96dT6e. . 28.02.2013

------ MeaHoB-2
14302 1D0F-AFAE-42B0-A450-4352D09E...

------ HMeaHos-1
50666f267-c393-844f-8864-c56166a267TC
Knroun(3)

?& Knwouesan napa NoOCT P 34,10-2001 DH

te-55fed853 83097 4cB6-9b17-2ca¥1edd..,

9 ‘ Knwuyesan napa RSA
3fdf0TeTf-1c3b-225b-923a * HazHaunTe CEpTUENKAT KNHIYEEDH NapE..

28.02.2019

28.02.2019

? Knwyeeas napa GOSTR 3« & Yaanurs

Konupoeate nma koHTERHEpa B Bydep oBmena

o -
i 1 CeoAcTea
— b i L
Ewinuvcate  WMmnopTupoeate ¥aanuTe HasHauWwTe cepTWdukat CEONCTEA

cepTUdrKaT

6. BbiGepuTe Ha komnbloTepe darn ¢ cepTudukaToM 1 HaxmmTe OTKPbITb. B pesynbTate cepTudmkaT GyaeT HasHayeH KIoYeBor nape.

HasHadeHne HoBoro RSA ceptudmkata ang knoyeson napbl RSA

[aHHas onepaumsi no3BonsieT Ha3HaunTb HOBbIN RSA cepTudumkat ans kntoyeBor napbl RSA, Haxoasiencs Ha ycTporcTee PyTokeH.
[na HasHaveHna HoBoro RSA cepTudukaTta ans knoveson napsl RSA:

. 3anycTuTe MaHenb ynpasneHusi PyTokeH.

. BbibepuTe ycTpoinicTBo.

. [poBepbTe KOPPEKTHOCTL BbIGOPA YCTPOUCTBA.
. Mepengute Ha Bknaaky Ceptudukatsbl.

AON=



5. LLlenkHWTe NpaBo KHOMKOW MbILIM NO HAa3BaHUIO NIMYHOro cepTudukata RSA u Bbibepute nyHKT HasHaumTb cepTudukaT Kno4eBon nape.

Mma WerekaeT 3aperucTprupoEaH &3

03.03.2019

4  3kcnopTuposare..

3 Yaanume
Konupoeate wmA koHTeliHepa B Bydep oBmena
E KoHTeliHep no ymonYaHum

|
W HasHaumTs cepTWIMKAT KIFIHEBDH Nape...

Y = .
1 Ceoiictea

? Knwoyegaq napa R5A
2ad4lfc21d-bal2-3101-felB8-2d856ce3cb2

? Knwoyegaq napa GOSTR 3410

e W X K

< o

Erinucate HMMmnopTHpogaTe ZKCNOPTURPOEATE  ¥ganuTe Mo ymondanww CEOWCTEA
CEpTHOKMKAT

6. BbiGepuTe Ha komnbioTepe darn ¢ RSA cepTudukaTom n Haxmute OTKPLITb. B pesynbtaTte Ans knoyeBol napbl 6yaeT Ha3HauYeH HOBbIN
cepTudmkar.

YcTtaHoBKka Ans nuyHoro ceptudgumkata RSA atpmnbyTta "no ymonyaxuwo"

Ecnn HM Ans 0fHOro 13 NMYHbIX CepTUdUKaTOB He YCTaHOBMEH aTpmbyT "Nno ymonyaHu", To npu paboTte ¢ ycTponcTBom PyTokeH ByaeTt ucnons3osatbcs
cepTudUKaT, 3anMcaHHbIiN B NaMsAT YCTPOWCTBA pPaHbLLE BCEX OCTamNbHbIX.

Ecnu Ha ycTpoiicTBe PyTokeH eCTb NUUHbIA cepTudmkaT, ANnst KOTOPOoro paHee 6bin 3agaH atpmbyT "no ymonyaHuio" u BMEecTo Hero Heobxoammo
Mcrnonb3oBaTth APYron NudHbIi cepTudmkat RSA, To Ana apyroro cepTudumkaTa AOCTaTOYHO YCTaHOBUTL aTpubyT "No ymonyaHuio".

Y kaxpgoro kpunTtonposaiaepa aTpubyT "no ymonyaHuio" MoxeT ObiTb yCTaHOBIIEH TOMLKO AN OOHOO JINYHOTO cepTudmKaTa.
YT06bI yCTaHOBUTL AN NYHOro ceptudmkata RSA atpmbyT "no ymonyaxuio":

. 3anyctuTte NaHenb ynpasneHus PyTokeH.

. BbiGepuTe ycTponUCTBO PYTOKEH.

. [poBepbTe KOPPEKTHOCTL BblbOpa yCTPOMCTBA.

. Mepengute Ha Bknaaky Ceptudukarsl.

. LLlenkHWTe NeBoOW KHOMKOW MbILWM MO Ha3BaHWUIO NMUYHOrO cepTudmkaTa RSA.
. HaxwmuTe Mo ymonuaxuio.

=4

Mo ymoaYaHWD

O WON-=

7. Yxaxute PIN-kog MNonb3oBatens n Haxmute OK. B pesynbTaTe Nu4Hblii cepTudukat RSA ByaeT Ncnonb3oBaThesl Mo YMONYaHMI.

Ypanenue ans nuyHoro ceptudukata RSA atpubyTa "no ymonyaHmio"
YT06bl yoanuTb Ans nuyHoro ceptudukata RSA atpubyT "no ymonyaHuio™:

. 3anycTute NaHenb ynpasneHus PyTokeH.

. BbibepuTe ycTponCcTBO PYTOKEH.

. [poBepbTe KOPPEKTHOCTL BbIGOpa YCTPOMCTBA.

. Mepenpgute Ha Bknaaky Ceptudukarsl.

. LLlenkHnTe neBoW KHOMKOM MbILLW MO HA3BaHWIO NUYHOTO cepTudmkata RSA.

a b ON==



6. Haxmute Mo ymonyaHuio.

e

Mo yMoaYaHKD

7. Ykaxute PIN-kog MNonbsosatens n Haxmmte OK. B pesynbtaTte nuyHbiii ceptudpmnkat RSA He ByaeT ncnonb3oBaTbCs N0 yMOMYAHMIO.

Pernctpauus nMyHoro ceptndukaTa B NIOKanbHOM XpaHUNuLLe

YTtobbl pa3nuyHble NpUNoXeHns onepaunoHHon cuctembl Windows Mornm obpaliatbesi K IMYHOMY cepTudukaTty, XpaHsaLwemMycsi B NaMsaTh yCTPOMCTBa
PyTokeH, HeobxoamMMo 3aperncTpupoBaTh ero B NokanbHOM XpaHunuile paboyei cTaHuum. B HeKoTopbIX crydasx NUYHbIA cepTudukaTt perucTpupyeTcs

aBTOMaTUYECKU.
[llaHHasi npouenypa No3BONSET 3apETrMCTPUPOBATL NMUYHBIA CEPTUCUKAT B NOKaNbHOM XpaHUMULLE.
[ins perucTpauum NMYHOTO cepTudmKaTa B NIOKaribHOM XpaHUnuLle:

. 3anyctute MNaHenb ynpasnexHusi PyTokeH.

. Bbibepute ycTpoiicTBo PyTOKeEH.

. MNpoBepbTe KOPPEKTHOCTL BbIGOpa ycTponcTaa.

. NepeiignTe Ha Bknagky Ceptudukatsl.

. B ctpoke c nmerem ceptudukata B cton6Le 3aperMeTpupoBaH yCTaHoBUTE hiaXok.

a b ON -

Cepmudmrkatei(l)

-------- AKTIV-ROOTCA
B

{38436E30-1DCB48F6-BBAS-634BA015... 30.07.2036

NMnunele cepTrguratei(2)

Ld HMeaHos
te-97603111-039%a-4f4b-b2ab-94d33d 4.
. Heanos
te-161fc9fb-aec3-4b69-87ce-fh2debTac
Knrounid)
[;;a Knwodegaqa napa MOCT P 34.10-2001 DH
te-e13b72a2-2b34-45dd-89d7-ad34b66...

? Knwoyegaqa napa RSA
te-36eaelac-5cee-dase6-b3ab-f343b9da...

(<]

25.12.2018

25.12.2018 ||

Mma WeTekaeT JaperncTpupoeEaH

YpaneHue nuyHoro ceptudpmkaTta ns fiokanbHOro xpaHunuwa
D,J'lﬂ yAanexHusa nu4Horo CepTVI(bVIKaTa M3 NOKasnbHOro XxpaHunuuia:

. 3anyctute MaHenb ynpaBneHus PyTokeH.

. BblbepuTte ycTponcteo PyTokeH.

. [poBepbTe KOpPpPeKTHOCTL BbIbOpa yCTPOMCTBA.

MepeiiguTte Ha Bknaaky Ceptmdukatsl.

. B cTpoke ¢ umeHem nuyHoro ceptudmkata B ctonbue 3aperMcTpmpoBaH CHUMUTE (Onaxok.

oA wWN

Ypanenue RSA ceptudumkata (kntoyeson napbl RSA, nuyHoro ceptudmkata RSA) n3 namatn

yctponctea PyTokeH

Mocne ynaneHus RSA cepTtudukat (kntodesyto napy RSA, nuuHbIn ceptudmkat RSA) BoccTaHOBUTL ByAeT HEBO3MOXHO.

Onsa ynanenust RSA ceptudwmkaTa (kntoyeBon napbl RSA, nuyHoro cepTudgmkata RSA):

1. 3anyctute MaHenb ynpasneHus PyTokeH.
2. BblbepuTe ycTporcTBO PyTOKEH.
3. lMpoBepbTe KOPPEKTHOCTL BblIGOpa ycTponcTaa.



4. Mepenpute Ha Bknagky Ceptudukaroi.
B ctpoke ¢ umeHem RSA cepTtudmkata (kntodesort napbl RSA, nuuHoro ceptudmkata RSA) WenkHuTe neBol KHOMKON MbILLW.
6. Haxmute Ypanutb.

¢

¥oanuTe

o

7. B oKkHe ¢ 3anpocom Ha noATBepkaeHWe onepauun HaxmuTe fla.
Beeaute PIN-kop Monb3osatens n Haxmute OK. B pedynbTaTte BbiGpaHHbI RSA cepTudmkar (knoyesas napa RSA, nuyHbin ceptudmkat RSA)
6yneT 6e3B03BpaTHO yaaneH U3 namsTy ycTponcrea PyTokeH.

©

MogkntoyeHne PyTokeHa K ycTponctsy Ha Android

PyTokeHbl, KOTOpble MOXXHO NOAKMIOYMTL K YCTpOUCTBY Ha Android
K yctponctsy Ha Android MOXXHO NOAKMIOYUTB:
® PyTOoKeH c pa3bemom Type-C;

® nyanbHyo cMapT-kapTy ¢ nopaepxkon NFC;
® TokeH ¢ NFC.

YcraHoBka npunoxeHus MNaHenb ynpaeneHus PyTokeH Ha Android
anJ'IO)KeHI/Ie MaHenb ynpasrneHua PyTOKeH AaeT BO3MOXHOCTb!

® npocmaTtpvBaTb MHGOPMALMIO O NOAKIYEHHBIX YCTPOUCTBax PyTokeH;
® n3meHsATb PIN-koabl 1 METKM YCTPOMCTB.

[ins yctaHoBKkM NpunoxeHus MaHenb ynpaBneHust PyTokeH:

1. 3anyctute Google Play MapkeT Ha ycTpoiicTse.

2. Hawnpgute npunoxenue MaHenb ynpaeneHus PyTokeH. [ns aToro B cTpoke nouncka Google Play MapkeTa BBeauTe Ha3BaHWe NpUNoXeHUs n
HaxvuTe ENTER.

. BbiBGepute MaHenb ynpasneHusi PyTokeH B crincke pe3ynbTaToB novcka. OTKpoeTcsi cTpaHuua ¢ nogpoGHbIMY CBeAEeHUSIMU O NPUMOXEHUN.

. Haxmute YcraHoBUTb.

. O3HaKOMbTECH CO CMMCKOM NpaB, KOTOPble HEOBXOAVMbI NPUNOXEHUIO.

Ecnu Bbl cornacHbl NpefocTaBUTb NpUNoxeHuto Tpebyemble npasa, Haxkmute MpuHATL. HauHeTcs 3arpyska 1 ycTaHoBKa NPUIOXKEHWS.
. Ecnu Bbl He cornacHbl NnpeaocTaBuTb NpUnoxeHuio Tpebyemble npasa, HaxmuTe Hasapa. B aTom cnyyae yctaHoBka npunoxenus 6yaet
OTMeHeHa.

~o o

MopnknioyeHne PyTokeHa ¢ pas3bemoMm Type-C K ycTpoicTey Ha Android

PyTokeH ¢ pa3bemom Type-C nogkntovaeTcs k ycTpocTBy Ha Android co cneumanbHbin noptom USB Type-C. Ecnv TokeH NoaknioYeH KOPPEKTHO, TO Ha
HeM HayHeT CBETUTLCSI MHAMKATOP M ero Ha3BaHue oTobpasnTcsi B npunoxeHun MaHenb ynpasneHust PyTokeH.

Onsa NPOBEPKN KOPPEKTHOCTU 0T06pa)Keva Ha3BaHUA PyTOKeHa B MPUIOXeHUn MaHenb ynpasrneHua PyTOKeHZ

1. Mogkniounte PyTokeH ¢ pasbemom Type-C K yCTPOUCTBY.
2. 3anyctute npunoxeHve NMaHenb ynpasneHUA PyTOKEH.

3. B OkHe NpunoxeHus HaxxmMuTe Ha HasBaHue ycTpoicTea. OTKpPOeTCs OKHO C OCHOBHOWM MHpopMaLmen o TOKeHe.
Ha vnnioctpauusx npeacraBreH NpuMep KOPPEKTHOTrO OTOBPaKeHWs Ha3BaHWsa TOKEHa 1 MHpopMaLmUK O HeM.



PYTOKEH

PyTtoken 3L 2.0

(XL}

0990345557

PYTOKEeH

PyTtokeHn 3L 2.0

0990345557

Bepcua 54.1.23.2
CBob6opHasa namMATb 54 KéanT

U3meHnTb PIN-KOOQ MOXKeT
[Monb3oBaTtenb U AAMUHUCTPATOP

MopknioyeHne ayansbHoi cMapT-kapThl ¢ noaaepxkon NFC (TokeHa ¢ NFC) k ycTpoicTsy Ha Android

Ang noaknioueHns gyansbHo cmapT-kapTbl ¢ noaaepkkon NFC (tokena ¢ NFC) Heobxoammo mobunbHoe ycTponcTeo ¢ moaynem NFC.

[na nopkntoyeHns gyanbHon cMmapT-kapTsl ¢ nogaepxkoin NFC (TokeHa ¢ NFC) npunoxute PyTokeH k mogynto NFC mobunbHoro yctpoiictea. Ecnn
MOBUbHOE YCTPOMCTBO M3Aaro 3BYK, 3HAUNT PyTOKeH K HeMy noaknioymnack. Takke Npu KOPPEKTHOM MOAKIIYEHUM Ha3BaHWe PyTokeHa oTobpasnTcs B
npunoxexumn Maxenb ynpaeneHnst PyTokeH.

ﬂ:ﬁaGOTbl C AyanbHol cMapT-kapTol (TokeHoM ¢ NFC) Ha MoGunbHOM ycTpoiicTBe Npunoxute ee k Mogynto NFC MoBUIbHOro yCTpoWCTBa Ha BECb

n 0 paboThbl C Heil.
[Ina npoBepkn oTobpaxeHus Ha3BaHMS AyanbHown cmapT-kapTel ¢ noaaepxkon NFC (TokeHa ¢ NFC) B npunoxeHuu MaHenb ynpasneHus PyTokeH:

1. Mopakniounte cmapT-kapTy ¢ noaaepxkon NFC (TokeHa ¢ NFC) k ycTponcTsy.



2. 3anycTuTe npunoxeHue MaHenb ynpasneHus PyTokeH.

3. B OkHe nNpunoxeHus HaxxmuTe Ha HasBaHue ycTpoicTea. OTKpOEeTCs OKHO C OCHOBHOWM MHpopmaumen o PyTokeHe.
Ha vnnioctpauusx npeacraBneH NnpuMep KOPPEKTHOTO OTOBPaXeHWs Ha3BaHWUs CMapT-KapTbl U MHOPMaLMK O HEN.

PYTOKEH

PyTtokeH 3L 3.0 NFC
CmapT-KapTta

1053784366

(L 1]

PYTOKEH

Pytoken 3LI1 3.0 NFC
Cmapt-KapTta

1053784366

(XX}

Bepcua 60.1.28.2
CBobogHasa namaTb 57 K6anTt

N3amennTtb PIN-KOg MOXKeT
Monb3oBaTenb U AGMUHUCTpPaATOp

Pa6ota c npunoxeHueM NaHenb ynpaeneHusi PyTokeH
NameHeHue PIN-kopa

[ns nameHenns PIN-koaa Monb3osatens unv AgmmHucTpartopa B npunoxeHuu Naxens ynpasnexHuns PyToker:

1. Mopakniounte PyTokeH K ycTporcTBy Ha Android.



2. 3anycTuTe npunoxeHue MaHenb ynpasneHus PyTokeH.

(XX}

3. YT06bl OTKPbITb MEHIO, HAXXMUTE B NMPABOM BEPXHEM YTy KapToukM PyTokeHa Ha 3Ha4oK
4. BbibepuTe nyHKT MeHto CMenuTb PIN-koa. B npunoxeHun otob6pasntca okHo Ans Beoga Hoeoro PIN-koga.

PYTOKEeH

PytokeH 3LI1 3.0 NFC
CmapTr-KapTta

10:
iva

(XX}

CMeHUTb MeTKY TOKeHa

CmeHuTb PIN-KOA

Pa36nokupoBaTb

5. MepewiauTe Ha Bknaaky Monb3oBaTtens (ans Beoga HoBoro PIN-koaa Monb3oBaTens) unv AgMUHUCTpaTop (ans sBoga Hosoro PIN-koga
AomMuHucTpaTtopa).
6. Beegute Texkywmii PIN-koa.

<  Cwmenutb PIN-koOA

NMOJIb30OBATEJIb AOMUHUCTPATOP

PIN-kop,
[ R X RN NN NN ] O

Hoebin PIN-kog

MoaTBepauTe HOBbIN PIN-KOp,

7. [OBa pasa BeeguTte HoBbI PIN-koA.
8. Haxmute OK.

MN3meHeHWe MeTku ycTpoicTea PyTokeH
[Ins n3aMeHeHUst MeTKu yCTPOMCTBa:

1. Mopgkniounte PyTokeH K ycTporcTBy Ha Android.



2. 3anycTuTe npunoxeHue MaHenb ynpasneHus PyTokeH.

3. YT06bl OTKPBITH MEHIO, HAXXMWTE B NMPABOM BEPXHEM YTy KapToykM PyTokeHa Ha 3HauoK
4. BbibepuTe nyHKT MeHo CMEHUTb METKy TOKeHa. B npunoxerun otobpasntcs okHo anst Beoga PIN-koaa Monb3oBaTens u HOBOW METKM.

= PYTOKEeH

PytokeH 3LI1 3.0 NFC
CmapTr-KapTta

10:

iva CMEHUTb METKY TOKeHa

(XX}

CmeHuTb PIN-KOA

Pa36nokupoBaTb

5. Beeaute PIN-kog MNMonb3oBatens.

¢  CMEHMTb MEeTKYy TOKeHa

PIN-kopg,

MeTKa

ivanod

6. BBegute HOBYIO METKY.
7. Haxmute OK.

Pas6nokuposka PIN-koga
[ns pasbnokupoku PIN-koga MNonb3oBaTtens:

1. MopgkniounTe PyTOKeH K ycTponcTsy Ha Android.
2. 3anyctute npunoxexue MaHenb ynpaeneHust PyTokeH.

3. YTOGbI OTKPbITH MEHIO HAXMUTE B MPAaBOM BEPXHEM YTIy KapTOyku PyTokeHa Ha 3Hayok



4. BbibepuTe NyHKT MeHio PasbnokupoBartb. B npunoxeHun otobpasutcs okHo Ans BBoaa PIN-koga AgMuHMcTpaTopa 1 KHonka anst
pasbnokuposku PIN-koga MNonb3oBaTtens.

PYTOKEH

PytokeH 3LI1 3.0 NFC
CmapT-KapTta §
10:

iva CMEHUTb MeTKy TOKeHa

CmeHunTb PIN-KOA

/ PasbnokupoBaTtb

5. Beegute PIN-kog AomuHucTpatopa.

<  Pas6nokupoBatb

PIN-kog AoMUHUCTpaTopa

6. Haxmute OK.

OcobeHHocTn B paboTe ¢ yctporctsom PyTtokeH SLIM Flash

BaxkHow ocobeHHocTbto ycTponcTBa PyTokeH QLM Flash saBnsietcs Hanuune ynpaensiemon Flash-namsatu. OHa MoxeT 6bITb nogeneHa Ha pasgensl,

[OCTYN K KOTOPbIM pasrpaHn4nBaeTcs ¢ nomoLubio PIN-kofoB. Takasi namaTb HasbiBaeTCs 3aLUMLLEHHOV U NpY hOpMaTUPOBaHWK YCTPOWCTBA ee
COCTOSIHWE OCTaeTCsl HEN3MEHHbIM.
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