MoakntoyeHne no RDP Ha Android ¢ nomoLbio cepTudukara
Ha PyTokeH

Ccblinka Ha NpunoxeHve Anst NOAKMIYEHNs K yaaneHHoMy paboyemy crony:

https://play.google.com/store/apps/details?id=com.freerdp.afreerdpsc

B 4aHHbIi MOMEHT BPEMEHM NOAKIMI0HYEHNEe K cepBepaM C BKIOYEHHON HacTpoikon «lposepka NoanMHHOCTM Ha ypoBHe CeTU(NLA)» He BO3MOXEH.
[INa OTKNOYEHNA 3TOWN HAaCTPOMKU:

1. 3anyctuTe MaHenb ynpaeneHus — Cucrema.

2. Bblbepute nyHKT HacTpoiika yaaneHHoro gocryna.

3. B oTkpbiBLLIEMCS OKHE YOepuTe ranouky Paspelumntb noakiioHeH s TONbKO C KOMMbIOTEPOB, Ha KOTOPbIX paboTaeT yaaneHHbI pabounit cton ¢
npoBepkoy NOAIMHHOCTY Ha YPOBHE CeTU.

4. CoxpaHuTe HaCTPOWKH.

Ecnun 31oT cnoco6 He NomMor, MOXHO BOCMOMb30BaTbCsl pPenakTopoM rpynnoBbIX NOJIUTUK!

. Haxmute couetanne knasmw WIN+R.

. Habepute mmc.

. B oTkpbIBLUEMCS OKHE BbIGEPUTE NYHKT MeHio dain — [o6aBnTb UK yaanuTb OCHACTKY UM HaxxMuTe coveTaHue knasuw CTRL+M.

. Bbibepute ocHacTky Pefakrop 06LeKToB rpynnoBoi NOMUMTUKA 1 HaxmuTe KHorky [lo6asuthk. B cnegytolem okHe HaxmumTe kHorky FoToBo.

. MNocne po6aeneHusi ocHacTku NepenTu k pasaeny KoHdurypaums komnbiotepa — AOMUHUCTPATUBHbBIE LWabnoHbl — KomnoHeHTsl Windows — Cn
yX6bl yaaneHHbIx paboumnx CTonoB — Y3en ceaHcoB yaarneHHbix pabounx cronoes — BesonacHoctb (Computer Configuration\Administrative
Templates\Windows Components\Remote Desktop Services\Remote Desktop Session Host\Security)

6. OtkntounTe nonutuky TpeGoBaTb NpoBepKy NOANMHHOCTY NONb30BaTeNs ANs yAaneHHbIX NoAKIoYeHUiA NyTeM NpoBepKy NOAIIMHHOCTYA Ha

ypoBHe ceTu (Require user authentication for remote connections by using Network Level Authentication).

7. Tatke HyxHO B nonutuke TpeGoBaTb UCMONb30BaHUA creLmanbHOro ypoBHsi 6e3onacHOCTU Ans yaaneHHbIX noAkmoydeHuii no nporokony RDP (R

equire use of specific security layer for remote (RDP) connections) BeibpaTb ypoBeHb 6e3onacHocTu (Security Layer) BoibpaTe RDP.

8. lMocne atoro Heo6xoaMMO Nepe3arpy3nTb KOMMbIOTEP.
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MNocne aToro co3fganTe HOBOE NOAKMOYEHME:

1. 3arpyauTte npunoxeHue n 3anycTute ero.
2. Ecnu Ha ycTpoiicTBe He ycTaHoBneHa MaHenb ynpaBneHusi PyTokeH, To ee Tak e Heob6XoavMo yCTaHOBUTb. Cebinka Ha NpUnoXxeHue:
https://play.google.com/store/apps/details?id=ru.rutoken


https://play.google.com/store/apps/details?id=com.freerdp.afreerdpsc
https://play.google.com/store/apps/details?id=ru.rutoken

. Haxmute kHonky Add Connection.
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4. 3anonxute nons Label, Host, Credentials.
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5. BbiGepute nyHkT Advanced.



6. YcraHosuTe ranodkn Redirect Rutoken Smartcards n Use Smartcard for logon.
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7. Bbiigute n3 pegakropa NoaKMioYeHUsl, COXpPaHUB U3MEHEHUS.
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8. Mogkniounte PyTokeH ¢ cepTtudmkaTom. MogpobHee o cospaHum cepTudukaToB pacckasaHo B pasgene 3.1.3.2. HacTpolika BxoAa B JOMEH Mo
npeabSBIIEHNIO TOKeHa.
9. HaxmuTe Ha cosgaHHoe noaknodeHre. OTKpPOeTCA OKHO AN BXOAA B CUCTEMY.


https://dev.rutoken.ru/pages/viewpage.action?pageId=57149283
https://dev.rutoken.ru/pages/viewpage.action?pageId=57149283

10. B napameTpax Bxofa Bblbepute HyxHbin cepTudmkaT n BBeamTe PIN-koa.
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11. B npouecce NoaKnoYeHns MoOXeT BO3HWKHYTb olwnbka MocTaBLymKy He YAanoch BbINOMHUTL AEACTBME, TaK KaK 3anpoLUEHO BbINONHEeHue B
aBTOMaTUYECKOM KOHTEKCTe.
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12. [Ins ncnpaeneHns 31O oWnBKN Ha cepBepe, K KOTOPOMY MAeT noakniodeHne, sanyctute MNaHens ynpasneHus PyTokeH, nepeiaute Ha Bknaaky H
aCTpOVKM 1 B HacTpoikax kpuntonposaiiaepa Boibepute Aktiv ruToken CSP v1.0. Nocne nameHeHns HacTpoek NoaKntoYeHe AOMKHO BbiTb
yCMEeLHbIM.
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