3.1.2.4 Hactpoiika gocrtyna K 3aliuiieHHomy Beb-canty no
npeabABNEHUI0 TOKeHa

Paszgen COOEPXUT UHCTPYKLUUIO MO HaCTpOI;IKe AOocCTyna K 3almuieHHoMy Be6-ca|7|Ty no nNpeabABrieHUIO TOKeHa.

[Ina HacTpoWikn HeobXoanM KOMMbIOTEP C YCTaHOBMNEHHOW onepaumnoHHol cuctemort Windows 2016 Server Rus, apavisepamu PyTokeH 1 ony6nunkoBaHHbIi
B 1IS Be6-caitT, Ans koToporo ByaeT NPou3BOAUTLCS HACTPOMKa annapaTHoin ayTeHTudmkaumn. OC gomkHa BbiTh HAacTpoeHa kak Beb-cepeep. B cucteme
OOMKHb! BbITh ycTaHoBNEHb CRYXObI cepTUdUKaLIUK.

Monb3oBaTensam AomkHbI BbITb BbiAaHbl cepTudmnkaTsl Tvna Monb3oBaTtens co cmapT-kapToi nnv Bxoa co cmapT-KapToi.
Bce onucaHHble Aanee AeicTBUSt AOMKHBI NPOM3BOAUTLCS C NPaBaMu agMUHUCTPaToOpa CUCTEMBI.

[nsa npumepa 6yaeT ncnonb3osaHa Be6-aupekTopus Outlook Web Access Ha caiite Be6-y3en no ymonyaHuio.
HacTtpoinku 6yayT npoBoanTbCS € NpaBaMu y4eTHou 3anucy Admin.

[ns HacTponkn napameTpoB 6e3onacHocTy BeG-canTa:

1. Otkporite MaHenkb ynpaBneHus.

2. B none noucka BBeauTe CMoBO "afgMUHUCTPUPOBAHNE".

3. [Ba pa3a LenkHuTe No Ha3BaHuo NyHKTa AAMUHUCTPUPOBaHUE.
4. [1Ba pa3a LenkHuTe no Ha3BaHWo ocHacTku [lucnetyep criyxo lIS.
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5. B cnucke MNoaknioueHus WenkH1Te No Ha3BaHWIo y3na, Anst KoToporo OyaeT NPoM3BOAMTLCS HACTOMKa.
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6. [1Ba pasa LWenkHuTe No Ha3BaHU HacTponkm MNpoBepka NOASIMHHOCTH.
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8. LLlenkHWTe npaBoW KHOMKoOW MbiwmM No cTpoke OBblMHAA NPOBepKa NOANMHHOCTU U BbIGEPUTE NYHKT N3MEHUTD...

0 [MpoBepKa NOAAMHHOCTH

CrpynnupoBate No: bes rpynnupoBaHua =

o
s CocToAHKE Tun oteeTa

AHOHUMHEA NpoBEQKE NOAANHHD... BrnroueH

{ DBLIYHaA NpoBEpKa NoANMHHOCT  BraroueH Boizoe HTTP 401
Onnuetecperne ASP.NET ! OTento4nTE [
MzmeHNTE..,
@u Cnpaeka

9. YkaxuTe Ha3BaHWe JOMeHa, B KOTOPOM pacrnonoxeH Beb-cepsep.
10. Haxmwnte OK.

MameHeHne napameTpoe oBbIYHONA NPOBEPKKW NOA... 7 >

JoMed No yMon4aHuH:
|te5t'|ﬂ.|u:uca| |

OBnacTe onpegeneHua:

|te5t1D.I|:|caI |

QK Crrena

11. WenkHnTe npaBoi KHOMKOWM MbILLM NO HAa3BaHWIO y3na, Ans KoToporo byaeT Npon3BoanTLCSA HacTporika. Beibepute nyHKT U3BMEHUTb NpUBA3KM...

Mogknouenna |_|
Q- & g POBEpPKa NOANNHHOCTIA

ik Hki HauaneHan CTRpaHWL3

v -85 WIN-1S5CABOTIFD (TEST\Ag
iy MynEl NPUAGKEHMI ma CocToaHue Tun oTeeETa

v (@ calitel AHOHWMHAA NPOBEPKE NOANNHHO... Brirouen

-@ Defaulf "= Beizoe HTTP 401
2 MposoaHuk

Crpynnnpoeate no: Bes rpynnuposadna —

PepakTnpoBaTs paspewlEHNA..

JoBaBnTE NPMNCHEHME, .,

[JoBaBnTe BMPTYanbHbIR KaTaNor..,

WamenuTte MPHWBAZKKN..

¥npaeneHue seb-caiitom 3

OBHoBuTE

52]
K Vaanute
MepenmeroBaTE

(2, TMepekntounTeoa B PEXUM NPOCMOTRE COAEPXMMOrD




12. B okHe lNpuBA3kM caitta HaxmuTe [o6aBUTb.

Mpueasku caiita T X
Tun Wra yzna Mopt  IP-agpeca CEEAEHNA O NpH.. I HoBasnTe... I
http 80 *

JakpbiTe

13. B packpblBatoLiemcsi cnucke Tun BbibepuTe 3HaueHuwe hitps.
14. B packpblBatoLiemcsi cnucke SSL-ceptudmkar Boibepute ceptudmkaT, KOTopbI ByaeT ncnonb3oBaTbes B ayTeHTUdMKaumm Beb-cepaepa.
Haxmute OK.

JoBaeneHue NpUBAIKK CaIATa ? >
Tun: 1 IP-aapec: MopT:

Ihttps vI |Ece HEHA3HA4YEHHBIE v| |443 ‘

WMma yzna:

[] TpeBoeaTe obozHaueHne MMEHN CepEEpa

S5L-ceptndineaT: 2
test-WIN-1553CABOTSFD-CA e Bribparts... Bua...
3
s




15. MNpoBepbTe BbibpaHHbIE NapaMeTpbl U 3akpoviTe okHO NpUBA3KKM canTa.

Mpueasky caiTa ? X
Tun ra yzna Mopt  IP-agpeca CBEAEHHA O NpH... | JoBaeuTe... |
http 80 *
https 3 = HzmeHnTh...

¥aanute
OBzop

2 ]

16. B npaBoWi YacTu OkHa [iBa pasa LuenkHWTe Mo Ha3BaHuo HacTpolikv MapameTpbl SSL.
17. B cekuumn MNapameTpbl SSL yctaHoBuTe pnaxok Tpeboatb SSL 1 nepekntoyatens B nonoxeHve Tpe6oeartb.
18. B cekuuun [elctBus wenkHuTe no cebinke MpumeHnTs.
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Tpebosars SSL

Cepridukaral KnnenTa:
O Vrnopuposars
O Mpurinwars
® Tpeborers

= > | [E]Mpocuorp sosmoxHocted | |75 Mpoemotp cogepximoro

Korurypauns: *localhost” applicationHost.config, <location path="Default Web Site"> o

Ha aToM HacTpoiika 6esonacHocTy Beb-cepBepa 3akoHueHa. [lanee criedyeTt HacTPOUTL NOAKITIOYEHNE K 3aLLUMLLEHHOMY BE6-CaiTy Ha KIIMEHTCKOM
KOMMbIOTEpE.

Pasgen conepXuT MHCTPYKLMIO MO HACTPOVKe AOCTYNa K 3alMLLEHHOMY Be6-caiiTy No npeabsiBleHMo TOKeHa.

[ins HacTPoNkM HeOBXO0AMM KOMMbIOTEP C yCTaHOBIIEHHOW onepauvoHHol cuctemont Windows 2016 Server Rus, gpavisepamu PyTokeH 1 ony6nunkoBaHHbI
B |IS Be6-caiiT, Ans koToporo ByaeT Npou3BoANTLCS HAaCTPOKka annapaTHon ayTeHTudmkaummn. OC gomkHa BbiTe HacTpoeHa kak Beb-cepeep. B cucteme
[OIMKHbI BbITb ycTaHoBNEHbI CRyx6bl cepTUdUkaLmm.

Monb3oBaTensmM JomkHbl OblTb BblAaHbl cepTudmkaThl Tuna Monb3oBaTtenb co cMapT-kapTon unu Bxog co cmapT-kapToid.
Bce onucaHHble Aanee AeicTBUS JOMKHbI NPOU3BOAUTLCS C NpaBamMyn aMUHUCTPaTOpPa CUCTEMBI.
[Ons npumepa 6yaeT ucnonb3oBaHa Be6-aunpektopusi Outlook Web Access Ha caiite BeG-yaen no ymonyaHuio.

HacTponku 6yayT npoBoanTbLCA C NpaBaMu yveTHow 3anncyu Admin.

[nsi HacTponkn napameTpoB 6e3onacHocTy Beb-canTa:

1. Otkponte MaHenb ynpaBneHus.
2. B none noucka BBeAUTE CroBo "aAMUHUCTPUPOBaHWE".
3. [1Ba pasa LenkHUTe No Ha3BaHWIo NyHkTa ABMUHUCTPUPOBaHME.


https://dev.rutoken.ru/pages/viewpage.action?pageId=57149343
https://dev.rutoken.ru/pages/viewpage.action?pageId=57149343

4.

Ba pasa LUenkH1Te No HasBaHwio ocHacTku Oucnetyep cnyxd IIS.
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B cnucke MogknioveHus LenkHuTe No Ha3BaHMWio y3na, Ans KOTOporo 6yaeT Npon3BOAUTLCS HACToMKa.
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7. Ecnu 6a3oBas ayTeHTUdMKaLMSA OTKNIOYEHA, TO BKIIOYUTE ee (LLenKHUTE Mo CTpoke O6bi4HanA npoBepka NOANIMHHOCTU 1 LLEeNKHWUTE No ccbinke Bk

JIOYUTD).
€ Mncneruep cayx5 IS - o x
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8. LLlenkHuTe npaBoW KHONKoW Mblwm No cTpoke OBblMHAA NPOBepKa NOANMHHOCTU U BbIGEPUTE NYHKT N3MEHUTD...

0 [MpoBepKa NOAAMHHOCTH

CrpynnupoBate No: bes rpynnupoBaHua =

o
s CocToAHKE Tun oteeTa

AHOHUMHEA NpoBEQKE NOAANHHD... BrnroueH

{ OBbluHaA NPOBEPKE NOGAMHHOCTM  BrAoqeH Brizos HTTP 401
Onnuetecperne ASP.NET ! OTento4nTE [
MzmerHnTe. ..
) Cnpaeka

9. YkaxuTte Ha3BaHWe JOMeHa, B KOTOPOM pacrosnoxeH Beb-cepaep.
10. Haxmwnte OK.

MzmeneHue napameTpoe oBblMHOA NPOBEPKK NOA... ? >

Jomed no yMon4aHum:
|te5t'|ﬁ.|u:uca| |

OBnacTe onpejeneHua:

|te5t1D.I|:|caI |

QK Crrena




11. UWenkHnTe npaBoi KHOMNKOWM MbILWLM NO HAa3BaHWIO y3na, Ans KoToporo byaeT Npon3BoAnTLCSA HacTporika. Beibepute nyHKT U3MEHUTb NpUBA3KM...

Mogknouenna |_|
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12. B okHe lNpuBA3kM caitta HaxmuTe [o6aBUTb.

Mpueasku caiita T X
Tun Wra yzna Mopt  IP-agpeca CEEAEHNA O NpH.. I HoBasnTe... I
http 80 *

JakpbiTe

13. B packpblBatoLiemcsi cnucke Tun BbibepuTe 3HaueHuwe hitps.



14. B packpblBatoLiemcsi cnucke SSL-ceptudmkar BoibepuTe cepTtudmkaT, KOTopbiii ByAeT Ncnonb3oBaThes B ayTeHTUdMKaUmm Beb-cepBepa.
Haxmute OK.

JoBasneHue NpueAskw caiita ? pod
Tum: 1 IP-appec: MopT:

Ihttps vI |Bce HEH33HAYEHHbIE v| |443 ‘
Wmn yzna:

[] TpeboeaTe oBosHaYEHWE MMEHW CEpBEPA

S5L-cepTrdmkar 2
test-WIN-155CABOTSFD-CA ey BblﬁpETh... E‘H,ﬂ,...
oK OTraenHa
15. lMpoBepbTe BbIbpaHHbIe NapaMeTpbl U 3akpoiiTe okHo MpUBA3KK caliTa.
Mpueasku caiita ? X

Tun Wra yzna Mopt  IP-agpeca CBEAEHHA O NpK.. | JoBaeuTe.. |

http 80 * r

hitps 13 = 3MEHWTE...
¥panute
O63op

2 =]

16. B npaBoWi YacTu OkHa [iBa pasa LeNnkHWTe Mo HasBaHuo HacTpolikv MapameTpbl SSL.
17. B cekuumn MapameTpbl SSL yctaHoBuTe chnaxok Tpe6osatb SSL u nepekntoyatens B nonoxeHve Tpe6oeatb.




18. B cekunn [JecTBUA LWEeNKHUTE No ccbifike NMpUMeHUTb.

€5 [ucneruep cayw6 IS

« @ » WIN-1S3CABOTOFD » caiimes » Default Web Site » (o)

@aiin  Pewun  Crpaska

Aeictens

NoaknoueHua
@12 8 @ MapameTpsl SSL
|95 Hewaneran crpamiia |
v 83 WIN-1S5CABOTOFD (TEST\Ag
L[ NMyner npwnoxermii

372 CTparila NO3EONAET WEMEMATS NapakeTpsl SSL AT CoASPUMOTD BEB-CaifTa Wi NpHACXEHIA

Tpebosars SSL

v 8] caiita

T Cepruucarss kmenra:

O Wrnopuposars
O Mpurmars
® Tpesoears

T 5| [ElNpocmorp eozmoxnocte | [ Mpoemorp

Koripurypatsns: “localhost" applicationHost.config , <location path="Defout Web Site"> o

Ha atom HacTpolika 6e3onacHocTv Beb-cepBepa 3akoH4eHa. [lanee cnegyeT HAaCTPOUTL MNOAKIIOYEHNE K 3alUMLLIEeHHOMY BeO-CaiTy Ha KNMMEHTCKOM
KOMIbIOTEpe.


https://dev.rutoken.ru/pages/viewpage.action?pageId=57149343
https://dev.rutoken.ru/pages/viewpage.action?pageId=57149343
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