HacTtpownka VPN-coeauHeHus ¢ ucnonb3oBaHMEM YCTPOUCTBA
PytokeH B OC Android

Ob6wasa nHdpopmauums

VPN-coeanHeHne — 370 3alumMdpoBaHHOE CoeanHEHNE, KOTOPOE OPraHM30BaHO NMOBEPX CyLLECTBYOLeN ceT. OHO UCMOSb3YETCA AMS NOBbILEHUS
ypOBHSA 6€30MacHOCTU B UHTEPHETE.

B aTo0i1 nHCTpyKUMK onncaH npouecc HacTpoiikn VPN-coeamHenns B OC Android ¢ ucnonb3oBaHnem yctpoiictea PyTokeH Yepes npunoxeHune OpenVPN.

Mpunoxexune OpenVPN opraHusyet VPN-coeamHeHune, ncnonbaytollee ceptndmkaTt u 3akpbiTbiid kmtod ¢ USB unu Bluetooth TokeHa cemenictea PyTokeH
3UM ansa goctyna B BUPTYanbHyto ceTb.

[ns aTon 3agayn nogonaeT of4Ha M3 crnefylowmnx Mogenen yCTponcTBa:

PyTtoken 3UIM 2.0;
PyTokeH PKI;

PyTtoken 3UIM 2.0 Flash;
PyTtoken 3L Bluetooth.

Takke onucaH npouecc 3anycka n octaHoBku VPN-coeamHeHus.
VPN-coeguHeHNe MOXHO HacTpouTb ABYMS cnocobamu:
1 cnoco6. MIMnopT roToBoi KOHMMrypaumu. Vicnonb3yeTcsi TONbKO B TOM Cyyae, ecriu y Bac eCTb roTOBbIN (haiin KoHgurypaumm.

2 cnoco6. [loGaBneHve Npochuns U BBOS HACTPOEK cepaepa. Mcnonb3ayeTcsi ToNbKo B TOM Ciyyae, ecriv Bbl 3HaeTe HacTPOMKkK cepeepa.

YcTaHoBKa NpUnoXXeHumn Ha MoBunbHOEe YCTPONCTBO

Mepepn HacTpoliko VPN-coeamHeHns Heo6XoauMo yCTaHOBUTL AiBa NpunoxeHus u3 Play MapkeTa:

® OpenVPN for Android
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1 cnoco6 HacTponkn VPN-coeanHeHns. MMnopT dharna koHdurypawmm

[ns Takon HacTPONkN HeEOBXOANMbI:
®  (paiin koHurypaumm;
®  caiin ceptudmkata YLI;
® ycTpoicTBO PyTOKEH € cneumansHbiM cepTudmkatom anst VPN.
[nsi Hayana 3arpy3unTe Ha MObunbHoOe YCTPOUCTBO hain KoHdUrypaumm n dann ceptudgumkata YL,

YT06bl MMNOPTUPOBAaTL haiin KOHUrypaLmmn 1 ykasaTb HaCTPONKN COEAUHEHUS:

1. TMoaknounTe TOKEH K MOBUITLHOMY YCTPOWCTBY.
2. Ortkpoite npunoxerne OpenVPN for Android.



3. LlenkHuTe No 3HauKy E
OpenVPN gns Andro.. ®

NMPO®UIIN

[Mpodunn VPN He yKkasaHbil.

ns ucnonb3oBaHWUs AaHHOMO NPUIOXKEHUS Heob-
Xo4WM Nposangep/wnto3 VPN, nogaepxusatoLlmim
OpenVPN (qacm FIDE,E[OCTE[BJ‘IFIE‘TCH paboTtopatenem).
Ha http://co penvpn.net/ MoXHoO HanTu
nHGOopMaLunio npo 0penVPN N Kak HaCTpOUTb
cob6CcTBeHHbIN cepep OpenVPN.

McnonbsynTe 3Ha4oK @ nnsa pobasneHus HOBOro
VPN

Mcnonb3yinte KHOMKY ﬁ Ans umnopra
cyliecTBytoLWmx npodunein (.ovpn uam .conf) ¢ kapTbl
namaTy.

He 3abyabTe 3arnsiHyTb B FAQ. Tam ecTb KpaTkoe
PYKOBOACTBO.

4. Bbibepute chann KoHurypaumm Ha cBOeEM MOBUIBLHOM YCTPOWCTBE.



v
5. BBenute HasBaHWe KOHUTypaLMu U HXKMWUTE Ha 3HaYOK .

Convert Config File

HasBaHue KOHpUrypaymm

rutoken

 Umnopt PKCS12 13 xpanunuia knoven Android

Jlor uMnopra:

Wmnopt daina koHGUrypaumm us UICToOYHMKA
content://com.android.providers.downloads
.documents/document/2539

Mime type: application/octet-stream
®ann KoHbUrypaumnu ycrnewHo npoYmnTaH.

,5

6. B cnucke npodhuneit pagom ¢ UMeHem KOHUrypaLumm HaXxXmMmMTe Ha 3Ha4oK

OpenVPN gns Andro.. @

NMPO®UIIN

rutoken Ve

7. YkaxuTe Heob6XOANMble HaCTPOMKN.
8. B packpbiBatoLemcs crnincke Tun BoibepuTe NyHKT BHeLLHUI NOCTaBLUMK ayTeHTUdUKaLMK.



9. B packpbiBatoLemcs cnmcke BHewwHuin ayteHTUdukaTop Beibepute nyHKT MaHenb YnpaBneHus PyTokeH.

Pepaktuposanue "rutoke.. B [0

OCHOBHbLIE CMACOK C

HasBaHue KoHpUrypaumm

rutoken

] CxaTue LZO

Tun
BHeLWHWA NOCTaBLUUK ayTEHTUDUK..

BHewwHun ayTeHTUGUKATOP
[MaHenb YnpaBneHus PyToKeH v

CepTudukar KNnMeHTa
Heo6x0aMMO BbIGpaTh cepTudy MACTPOUKA

CnUCOK OTO3BaHHbIX
ceptudukaToB (ONUMOHANbHO) Bbi6paTb...

HeT faHHbIX

10. Pspom c pasgenom CepTudmkar KnmeHTa Haxmmte HacTpoika.



11. B okHe Hactpoiiku PyTokeH psigom ¢ pasgenom Ceprudumkar Haxmute Boibpatb.

TokeH
He BblbpaH \
Ceptuduxar BbIBPATD..
HeT JaHHbIX
Ceptbukar y
pTd L BbIEPATb..
HEeT AdHHbIX

FIN—KO,D, (onumoHanbHo)

OTMEHA OK

12. B okHe ans Beibopa cepTudmkaTa HaXXMUTE Ha CTPOKY C HEOBXOAMMBIM CePTUUKATOM.

PYTOKEH 3L 2.0
testrsa_1573749669395_rutokenVpnClient D3

test_1574167448191_rutokenVpnClient )

rutoken >




13. Psigpom c pasgenom Ceptudumkar YL, Haxmute BoiGpaTts.

TokeH

PytokeH O 2.0, 3a676018
Ceptudmkar

test_15741674481917_rutokenVpn BbIbPATbD..
Client

Ceptopukar YL \

BbIBPATD..
HeT AaHHbIX

PIN-KO,&, (onuuoHanbHo)

OTMEHA OK

14. Hawigute Ha cBoeM MOBMNBHOM YCTpoWcTBe cepTudpmkat YL, n HaxmuTe Ha Hero.



15. Haxmute OK. B pesynbTaTe koHUrypauums 6yaeT MMNopTMpoBaHa U HacTpoeHa.

TokeH

Pytokex 3LIM 2.0, 32676018
Ceptudukar

test_1574167448191 _rutokenVpn BbIBPATD..
Client

Ceptodukar YLL

test

BbIBEPATD..

PIN~K0,£L (onunoHasnbHo)

OTMEHA OK

B pesynbtate VPN-coeanHeHne 6yaeT HacTpoeHo. [ins Havyana paboTbl ¢ coeanHeHeM nepeaute B pasgen 3anyck VPN-coeanHeHus.

2 cnocob HacTporkn VPN-coeamHeHns. [lobaBneHne npouns v BBo4 HACTPOeEK cepeepa

[nsi Takon HacTPOMKN HEOBXOANMbI:

® 3HaHWe HacTpoek cepBepa;

® caiin ceptudmkata YLI;

® ycTpoircTBO PyTOKEH € cneumansHbiM cepTudmkatom anst VPN.
[nsi Hayana 3arpy3unte Ha MobunbHoe ycTpocTBO haiin ceptudukata YL,

Y106kl 106aBUTH NPOCUIL U BBECTW HACTPOIKN CEpBepa:

1. Otkponite npunoxerHne OpenVPN for Android.



2. UlenkHuTe no 3Hayky



OpenVPN gna Andro.. @ &

NMPOOUIIN

[Mpodunn VPN He ykasaHbl.

N8 ncnonb3oBaHMs AaHHOIO NMPUNOXKEHUSA HEOb-
xoaum npoeangep/wnto3s VPN, nogaepxmBatounm
OpenVPN (4acTo npepocTtaBnsieTcs pabotogatenem).
Ha http : et/ MOXHO HanTn
nHbopmaumto npo OpenVPN n Kak HacTpouTb
cobCTBEHHbIN cepBep OpenVPN.

Mcnonb3yitTe 3Ha4Y0K @ ANA gobaBneHns HOBOro
VPN

Ncnonb3ynute KHOMKY ANA UMnopTa
cylwiecTBytowmx npodunen (.ovpn unum .conf) ¢ KapThbl
namATK.

He 3abyabTe 3arnsaHyTb B FAQ. TamM ecTb KpaTKoe
PYKOBOACTBO.




3. Beeaute Ha3BaHue koHdurypaummn n Haxmute OK.

Jo6aBuTb KOHPUrypaLuto

Beeante HazBaHuUe HOBOW
KOHGurypauum

rutoken

4. B packpbiBatoemcs cnucke Tun BoibepuTe NyHKT BHELUHUA NOCTaBLUMK ayTeHTUUKALIUK.



5. B packpbiBatoLemcs cnucke BHewwHuin ayteHTUdukaTop Beibepute nyHKT MaHenb YnpaBneHus PyTokeH.

Pepaktuposanue "rutoke.. B [0

OCHOBHbLIE CMACOK C

HasBaHue KoHpUrypaumm

rutoken

] CxaTue LZO

Tun
BHeLWHWA NOCTaBLUUK ayTEHTUDUK..

BHewwHun ayTeHTUGUKATOP
[MaHenb YnpaBneHus PyToKeH v

CepTudukar KNnMeHTa
Heo6x0aMMO BbIGpaTh cepTudy MACTPOUKA

CnUCOK OTO3BaHHbIX
ceptudukaToB (ONUMOHANbHO) Bbi6paTb...

HeT faHHbIX

6. Pagom c pasgenom CepTudmkaTbl KnMeHTa HaxmuTe HacTpovika.



7. B okHe Hactpoiiku PyTokeH psifom ¢ pasgenom Ceptudumkar Haxmute Boibpatb.

TokeH
He BblbpaH \
Ceptuduxar BbIBPATD..
HeT JaHHbIX
Ceptbukar y
pTd L BbIEPATb..
HEeT AdHHbIX

FIN—KO,D, (onumoHanbHo)

OTMEHA OK

8. B okHe ans Bbibopa cepTudukaTa HaXMUTE Ha CTPOKY C HEOBXOAMMBIM CepTUUKATOM.

PYTOKEH 3L 2.0
testrsa_1573749669395_rutokenVpnClient D3

test_1574167448191_rutokenVpnClient )

rutoken >




9. Psipom c pasgenom Ceptudumkar YL, Haxmute BuibpaTth.

TokeH
Pytoked 3LIM 2.0, 32676018

Ceptudukar

BbIBPATD..
rutoken

Ceptdukar YL
HeT AdHHbIX

BbIBPATD..

FIN—KO,EL (onuMoHanbHo)

OTMEHA OK

10. HaxmwuTe Ha CTPOKY C HeoO6xoaMMbIM cepTudmkaTom YL,
11. Haxmute OK.
12. B OKHe Ansa pefakTvpoBaHusi npoduns nepenanTe Ha Bknaaky CnMcok cepeepos.



13. Ykaxute HeobxoauMble faHHbIE Y HACTPOWKM.



PepaktupoBaHue "rutoke.. ® I

CMUCOK CEPBEPOB

Mcnonb3oBaTb CMUCOK MOAKIIHO-
YeHuit B cnyyaitHom nopsiake npy @
coeanHeHUH

172.16.112.156 1194
MpoTokon BknoyeHo

(Ouop (@) TCP i
[Mpokcu

©) Huvero (O HTTP () Socksvs

O Tor (Orbot)

[MopT cepBepa:
BpemMsi oxxuaaHna coeguHeHus

120

[Monb3oBaTenbcKue napamMeTpbl




| ]
14. B okHe OAns pefakTupoBaHusi Npoduns ecTb 1 Apyrue Bknagku. Mpy Heo6XOAUMOCTU YKaxXuUTe Ha HUX HeobxoaMMble AaHHbIe U HacTponku. B
pesynbtate VPN-coeanHeHne 6yaet HacTpoeHo. Ains Havana paboTsl ¢ coeauHeHnem nepenaute B pasaen 3anyck VPN-coeanHenus.

3anyck VPN-coegmHeHus

YT06b! 3anycTutb VPN-coeanHeHmne:

1. Otkporite npunoxernne OpenVPN for Android.
2. B cnucke npodunen HaxxmmuTe Ha Ha3BaHue HeobxoanMoro npoduns.

OpenVPN gnsa Andro...

NMPOOUIIN

rutoken Ve

3. lMpwu nepBom 3anycke coeanHeHns Beeaute PIN-koa TokeHa 1 Haxmute OK.

OTMEHA OK

4. [oxautecb OKOHYaHWUs npoLecca 3anycka. B pesynstate VPN-coenuHeHue ByaeT 3anyLieHo 1 B cnncke npoduren B CTPOKE C ero Ha3saHnem
oTob6pasutca ctaTyc "lMNoaknioYeHo".



€  )XypHan Open...

[poBepka NOAIMHHOCTH

12:23 WARNING: Compression enabled, Compression
has been used in the past to break encryption. Enabling
decompression of received packet only. Sent packets are
not compressed.

12:23 OpenVPN 2.5-icsopenvpn [git:icsopenvpn/
v0.7.8-0-g168367a5] arm64-v8a [SSL (OpenSSL)] [LZO]
[LZ4] [EPOLL] [MH/PKTINFOQ] [AEAD] built on Feb 22 2019

12:23 library versions: OpenSSL 1.1.1a 20 Nov 2018, LZO
2.10

12:23 WARNING: No server certificate
verification method has been enabled. See
http://openvpn.net/howto.html#mitm for more info.

12:23 TCP/UDP: Preserving recently used remote
address: [AF_INET]172.16.112.156:1194

12:23 Attempting to establish TCP connection with
[AF_INET]172.16.112.156:1194 [nonblock]

12:23 TCP connection established with
[AF_INET]172.16.112.156:1194

12:23 TCP_CLIENT link local: (not bound)

12:23 TCP_CLIENT link remote:
[AF_INET]172.16.112.156:1194

Cnmcok npocuneint:

OpenVPN gna Andro.. ® £

NMPO®UIIU

rutoken Ve
MNopknroyeHo: SUCCESS,10.128.0.14,91.223.1..
e S

Mocne Toro, Kak Bbl 3akoHYMNK ucnonb3osatb VPN-coeanHeHne 06a3aTenbHO OCTaHOBUTE ErO.



OctaHoBka VPN-coeanHeHus

Y1o6bl ocTaHoBUTL VPN-coeanHeHue:

1. Otkporite npunoxerHue OpenVPN for Android.
2. B cnucke npodhunen HaxmuTe Ha Ha3BaHue Heob6xoaAMMOoro Npoduns.

OpenVPN gns Andro.. @

NPOOUNUA TPAOUK HACTPOUKMU FAQ Ol

rutoken V4
MNopknroyeHo: SUCCESS,10.128.0.14,91.223.1..
e S

3. Haxmute OTknoumnTtb. B pesynbtate VPN-coeamHeHne 6yaeT ocTaHOBMEHO.

[TogTBEpXXAeHUe OTMEHDbI

OTKNHOYNTL aKTUBHbLIN VPN/
OTMEHUTb MOMbITKY NOAKIKYEHUS?

»
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