HacTpoitka aByxdgakropHon ayteHTudmkauum B Stunnel

[MapameTpbl cCTeHOaA

ip cepsepa=10.0.2.15

OS cepsepa = Ubuntu

MopT cepBuca=22

MopT TyHHena=443
TyHHenvpoBaHHbI cepBuc = SSH

OS knueHTa = Ubuntu

3a QCHOBY HacTpOWKM cepBepa v KnneHTa Gbina B3siTa aTa ctatbsl. [1na HacTpoku KnneHTa ¢ ayTeHTdukaumein no FOCTY MOXHO MOXHO
B Nb30BaTbCA JaHHOW CTaTben

HacTtpowka cepBepa

BbInonHUM nepBrYHyt0 HACTpoOViKy cepBepa:

MepBUYHas HacTpoika cepBepa

# firewall 443
sudo ufw al |l ow 443/tcp
sudo ufw allow 22/tcp
sudo ufw enabl e

#

sudo apt-get update

sudo apt-get upgrade

sudo apt-get install stunnel 4 openssl opensc |ibengi ne-pkcsll-openssli1l.1

# ssh
sudo apt-get install ssh

# ( )

sudo systencttl start ssh

# pkcsll

wget https://downl oad. rut oken. r u/ Rut oken/ PKCS11Li b/ Current/Li nux/ x64/1i brtpkcsllecp_2.0.5.1-1_and64. deb
sudo dpkg -i librtpkcsllecp_2.0.5.1-1_and64. deb

#
sudo nkdir /var/lib/stunnel 4/certs

Cospaaum cann /etc/stunnel/stunnel.conf c koHdurypaumeit stunnel


https://habr.com/ru/post/247167/
https://habr.com/ru/company/aktiv-company/blog/477650/

[etc/stunnel/stunnel.conf

R R RS

;
; * G obal options *
RS SRS S SRR SRR S EEEE SRS R RS SRR EEEREEEEEEREEEREREEREEEEEEEEEEEEEEEEEEEEESESESESS

debug = 7

output = /var/lib/stunnel 4/ stunnel .l og
; sysl og

syslog = no

R R

* Service defaults may al so be specified in individual service sections *
R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R E RS EEEEEEEREEEEEEEEEES

v
cert = /etc/stunnel/servercert.pem
key = /etc/stunnel/serverkey. pem

;o - 0- , 1- 2,
verify =2

CApath = /var/lib/stunnel 4/certs

; SSLv2
options = NO _SSLv2

E R R Y

; * Service definitions (renpbve all services for inetd node) *

R R R R R RS

[ ssh]

| : . accept = 192.168.0.1:443
accept = 443
; : connect = 127.0.0. 1: 22

connect = 22

Co3gaamm Heobxoaumbli Habop kntoyeBbIX Nap 1 cepTudmkatos ans YL, cepBepa u knueHTa.
YnpolieHHoe co3gaHue Kroda u cepTudmkaTta Ha TokeHe

ﬂﬂﬂ ynpoulieHunsa npouecca co3gaHuna KIOYeNn 1 3a8BOK Ha CepTMdJI/IKaT Ha TOKeHe, a TaKkke UX UMNOPT Ha HEro MOXHO BOCMNOJIb30BATHLCA yTVIﬂI/ITOI7I no
paGOTe C TOKEHOM.


https://github.com/AktivCo/rutoken-linux-gui-manager
https://github.com/AktivCo/rutoken-linux-gui-manager

CoapnaHue KioYei n cepTudmkaToB

#
sudo openssl req -nodes -new -days 365 -newkey rsa: 2048 -x509 -keyout cakey.pem -out cacert.pem

#

sudo openssl genrsa -out serverkey. pem 2048

#

sudo openssl req -new -out server.req -key serverkey.pem
#

sudo openssl x509 -req -in server.req - CAkey cakey.pem -CA cacert.pem -out servercert.pem - CAcreateserial

#

pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so --keypairgen --key-type rsa:2048 -1 --id 454647

#

openssl

QpenSSL> engi ne dynamic -pre SO PATH: /usr/lib/x86_64-1inux-gnu/ engi nes-1.1/ pkcsll.so -pre |ID:pkcsll -pre
LI ST_ADD: 1 -pre LOAD -pre MODULE_PATH | i brtpkcsllecp. so

QpenSSL> req -engine pkcsll -new -key "pkcsll:i d=%5%16%47" -keyformengine -out client.req -subj "/C=RU
/ ST=Mbscow L=Mbscow O=Akt i v/ QU=dev/ CN=t est user/ enui | Addr ess=t est user @rai | . con{

#

sudo openssl x509 -req -in client.req - CAkey cakey.pem -CA cacert.pem-out clientcert.pem - CAcreateseri al
#

pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -1 -y cert -w ./clientcert.pem--id 454647

sudo nv serverkey. pem/etc/stunnel/
sudo nv servercert.pem/etc/stunnel/

sudo nv clientcert.pem/var/lib/stunnel 4/certs
sudo nv cacert.pem/var/lib/stunnel 4/ certs

cd /var/lib/stunnel 4/ certs

#
function get_hash()
{
local file=$1
openssl x509 -noout -hash -in "$file"
}
#

sudo In -s cacert.pem" get_hash cacert.pem.0"
sudo In -s clientcert.pem" get_hash clientcert.pem.0"

#  stunnel
sudo systencttl restart stunnel 4

HacTtpownka Stunnel Ha knneHTe

I'IpovlaBe,u,eM NepBUYHYIO HaCTpOVIKy Ha CTOPOHE KIMMeHTa.



[MepBUYHas HacTpoka KrMeHTa

#

sudo apt-get update

sudo apt-get upgrade

sudo apt-get install stunnel4 openssl opensc |ibengine-pkcsll-openssl1.1

# pkcs1l
wget https://downl oad. rut oken. r u/ Rut oken/ PKCS11Li b/ Current/ Li nux/ x64/1i brtpkcsllecp_2.0.5.1-1_and64. deb
sudo dpkg -i librtpkcsllecp_2.0.5.1-1_and64. deb

cp cacert.pem/etc/stunnel/cacert. pem

Y3HaeMm rge HaxoauTces AupekTopus ¢ hannom koHdurypauumn openssl.

MonyyeHus aupexkTopuu ¢ aiiriom koHdurypaLum openssl

openssl version -d

B naHHbI KoHMrypauuoHHbii daiin /path/to/openssl.cnf fo6asum cnegytowme cTpoyku:

HacTtpoiika openssl

#
openssl _conf = openssl| _def

# :

# OpenSSL default section
[ openssl _def]

engi nes = engi ne_section

[ engi ne_section]
pkcs1l = pkcsll_section

[ pkcs11l_section]

engi ne_id = pkcsll

dynami c_path = /usr/1ib/x86_64-1inux-gnu/engi nes-1.1/ pkcsll.so #
MODULE_PATH = /usr/lib/librtpkcsllecp.so #

default _al gorithnms = Cl PHERS, DI GEST, PKEY, RAND

CkoHdurypupyem knueHT stunnel yepes daiin /etc/stunnel/stunnel.conf:



[etc/stunnel/stunnel.conf

debug = 7
output = /var/lib/stunnel 4/ stunnel .| og

; TLSv1. 2
ssl Ver si on=TLSv1. 2

engi ne=pkcs11

[ ssh]
;engine,
engi nel d=pkcs11

o220 0)
verify = 2

CAFile = /etc/stunnel/cacert.pem
cert=pkcsl1l:i d=%15%16%7

key=pkcs1l:i d=%5%16%7
options = NO_SSLv2

client yes
accept = 127.0.0.1:22
connect = 10.0. 2. 15: 443

Monpobyem co3gaTb coeauHeHue 1 NoAKMYMTLCS No ssh:

MopkrnioyeHue no ssh yepes TyHHerb

sudo stunne
ssh user @27.0.0.1

Ecnu coefHeHne yCTaHOBIEeHO yCnewHo, TO Mbl Nony4Yum cneuyrou.mﬂ BbIiBOA:



:~% sudo stunnel
Enter PKCS#11 token PIN for Rutoken ECP <no label=:

:~$ ssh lolol@l27.0.6.1
The authenticity of host '127.0.0.1 (127.0.0.1)' can't be established.
ECDSA key fingerprint is SHA256:nyr0a7FL5fHgZueXTTVFD/YHWURZKQanSX1QEcUng3g.
Are you sure you want to continue connecting (yes/no/[fingerprint])? ves
Warning: Permanently added '127.0.0.1' (ECDSA) to the list of known hosts.
lolol@l27.8.0.1"'s password:
Welcome to Ubuntu 20.04 LTS (GNU/Linux 5.4.0-40-generic x86_64)

Documentation: https://help.ubuntu.com
Management: https://landscape.canonical.com
Support: https://ubuntu.comfadvantage

207 updates can be installed immediately.
® of these updates are security updates.
To see these additional updates run: apt list --upgradable

Your Hardware Enablement Stack (HWE) is supported until April 2e25.
*#**% System restart required #***

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in Jfusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY MO WARRANTY, to the extent permitted by
applicable law.

Ecnu coeguHeHne He GyaeT yCTaHOBMEHO, TO MOXHO nocmoTpeTb noru /var/lib/stunnel4/stunnel.log.



	Настройка двухфакторной аутентификации в Stunnel

