YcTaHOBKa ApanMBepoB, HACTPOMKa U aKcnnyaTauusi PyTokeHa
B aTom gokymeHTe

B aTom gokymeHTe
O6Lwas nHpopmaums
[Ons Windows
YcTaHoBKa komnnekTa "[pansepbl PyTokeH ans Windows"
YcTtaHoBka komnnekra "Opansepbl PyTokeH ana Windows" n3 komaHgHON CTPOKM
Co3sgaHue dannos otyeTa 06 yctaHoBke komnnekTa "ApanBepbl PyTokeH Ons Windows"
O6HoBneHve komnnekta "Opaiieepbl PyTokeH ana Windows"
MpoBepka paboTkl ycTpoiicTBa PyTokeH
YnaneHnve komnnekta "OpanBepbl PyTokeH ans Windows"
® [1na macOS
O YcraHoBka gpaineepa PyTokeH S
®  YcraHoBka ApaviBepa Ans yYeTHOI 3anucu nonb3oBaTtens
® YcTtaHoBKa ApaviBepa Ans y4eTHOM 3anucu agMmuHucTpaTopa
O TpoBepka paboTbl ycTpoicTBa PyTokeH B macOS
® [lna OC Ha 6a3e GNU/Linux
O YcraHoska gpainsepa PytokeH S B OC Ha 6a3e GNU/Linux
" YcraHoBka gpaiBepa B deb-based cuctemax
® |llar 1. YcTaHoBKa HEOGXOAUMbIX BUGNMOTEK Y NAKETOB HA KOMMbIOTEP
® |llar 2. 3arpyska 1 yctaHOBKa ApaiiBepa
®  YcraHoBka gpaiBepa B rpm-based cuctemax
® |llar 1. YcTaHoBKa HEOGXOAUMbIX BGUBNMOTEK Y NAKETOB HA KOMMbIOTEP
® lllar 2. 3arpy3ka 1 yctaHOBKa ApaiiBepa
O TpoBepka paboTsl ycTpoiictBa PyTokeH B OC Ha 6ase GNU/Linux
B B HeKoTOopbIX AUCTPUBYTMBaxX cepBUC pcscd He 3anyckaeTcst aBToMaTuyecku. HeobxoamMmo 3anycTuTh ero Bpy4HyHo
O ¥Ypanenve gpainsepa PytokeH B OC Ha 6a3ze GNU/Linux
® [lpaBuna akcniyaTaumm n xpaHeHusi PyTokeHoB
® [punoxenune 1. MapameTpbl KOMaHAHOW CTPOKW MHCTaNNATOpa

O O 0O O O O©°

Ob6was nHdopmaums

YcTponcTBo PyTokeH UCnonb3yeTcs Ans XpaHeHns 1 npeabsBneHust nepcoHanbHon nHcpopmaumm: knover lwngppoBaHus, cepTndnkaTos, NULEH3NNA,
YAOCTOBEPEHWUN U T.M.

dopm-cakTopbl PyTOKEHOB:

USB-ToKeH;
USB-tokeH Type-C;
cMapT-KapTa;

kapta NFC.

USB-TokeH noakntoyaetcs k USB-nopty komnbioTepa, USB-TokeH Type-C — k nopTy USB Type-C komnbtoTepa unv mobunbHOro ycTponcrea.
[ns pa6boTbl CO cMapT-kapToi Heo6X0AMM cuuTbIBaTENL CMapT-KapT, Anst paboTsl ¢ kapTo NFC — ycTpoiicTBo co BcTpoeHHbIM NFC-Moaynem.

B aton WHCTPYKLMN onncaH npouecc yCTaHOBKA ,El,paIZBepOM B pasfinyHbIX onepaunoHHbIX CUCTeMax. Takke B aTOMN WMHCTPYKLMN onnucaHbl npasuna
aKkcnnyaTtaunn n XxpaHeHus PyTOKeHOB.

BbibepuTe CBOK ONEpaLMoHHYI0 CUCTEMY:

® Windows
® macOS
® GNU/Linux

Ans Windows

B aTom pasgene onucaHbl npoueaypbl:

® YcTtaHoBKa KOMMNekTa apaiBepoB PyTokeH
® YcTaHoBKa KOMMnekTa ApariBepoB PyTokeH U3 KOMaHAHOW CTPOKU



Co3sgaHnue dannos oTyeTa 06 ycTaHOBKe KOMMMEKTa ApaiBepoB
O6HoBREHNE KOMMNNEKTa ApanBepoB PyTokeH

MpoBepka paboTbl PyTokeHa

YpaneHue komnnekTa gpanBepoB PyTokeH

YcTtaHoBka komnsiekta "Opansepbl PyTtokeH ana Windows"
AkTyanbHas Bepcus ApanBepoB AOCTYMHA Ha CTpaHuLe:
https://www.rutoken.ru/support/download/drivers-for-windows/

Ec&y Bac yctaHoBrneHa onepaunoHHas cuctema Windows XP, Windows Vista, Windows Server 2003 nnu 2008, To ccbinka Ha gpanBepbl 4OCTyMHa Ha
cTRaMuue:

https://www.rutoken.ru/support/download/stable/#xp
Mepen ycTaHoBKOM KOMMNMNEKTa ApaiiBepoB 3akpoliTe Bce paboTaloLime NPUNoXKEHNA 1 OTKIIoYUTE yCTpocTBa PyTokeH OT komnbloTepa.
[ing.ycTaHoBKM KOMNIIeKTa ApaiiBepoB HeobXoaVMbI NpaBa aAMUHNCTPATOPa CUCTEMbI.

YTt06bl yCTAHOBUTH KOMMMEKT ApaiBepoB:
1) 3anycTute NnporpaMmy yCTaHOBKW U HXMUTE YCTaHOBUTD.

2) B okHe ¢ 3anpocoMm Ha paspelLeHre BHOCUTb U3MEHEHNUSI Ha KoMnbloTepe HaxmuTe [la. B pesynbTaTe 3anycTuTcst NPoLEece yCTaHOBKU.

il Opafieepsl PyToken — by

PYTOKEeH

APAMNBEPbI PYTOKEH

MoxxanyicTa, NogoXANTe, NPOLECC
MOXET 3aHATb HECKOIBKO MUHYT...

JoBaenedne cunTeieatened PyTokeH 5, 370 MOMXET 33HATE HECKDNEKD MUHYT. ...

3) foxanTech 3aBepLUEHNs 3TOro npouecca n HaxmmTe 3akpbiTb.


https://www.rutoken.ru/support/download/drivers-for-windows/
https://www.rutoken.ru/support/download/stable/#xp

il Apaiisepsl PyToken — *

PYTOKEH

APAVBEPbI PYTOKEH

YCTaHOBKa 3aBepLueHa

JakpeiTe

4) Moakntounte PYTOKEH K KOMNbIOTEPY M NPOACIKUTE paboTy C HUM.

YctaHoBka komnnekTa "Opansepbl PyTokeH ana Windows" ns komaHaHOM CTPOKK

anIMEHeHVIe KOMaHZHOW CTPOKM AndA YCTaHOBKM KOMMJ1eKTa upaﬁaepos PyTOKeH npenoctaBndaeT BO3MOXHOCTb UCMNOJ1b30BaTb AOMNOSIHUTESIbHbIE PEXUMbI:

® "naccuBHbIA" C HOMKaUMEN Xo4a npolecca;

® "tuxmin" 6e3 otobpaxeHus rpacduyeckoro nHTepdeiica;
® C ykasaHuem MecTononoxeHusi danna otyeta.

[ns ncnonb3oBaHWsi KOMaHAHOW CTPOKU HEO6XOAMMO yKasaTb crieumarnbHble onuun. Tabnuua ¢ HUMK pasmeLleHa B NPUNoXKeHUN K 3TON UHCTPYKLMK.
B aTom nogpasgene paccMOTpUM OMLUMK, KOTOPbIE OTHOCATCS K MPOLLECCY YCTaHOBKY.

YcTaHoBKa koMnnekTa gpansepos PyTokeH B OGbIMHOM pexume:

<nyTb k painy rtDrivers.exe>\rtDrivers.exe

Mpumep komaHabl:

C:\Users\user\Downloads\rtDrivers.exe

Mocne BBOAA 3TOW KOMaHAbI Nonb3oBaTento byaeT npeacTasneH rpacduyeckuin MHTepdEeNc ¢ BO3MOXHBIMW BapuaHTaMmu AeNCTBUN:

® ycTaHOBKa, ECINM KOMMIIEKT ApaiBEPOB He ObiN paHee YCTaHOBMEH Ha KOMMbIOTEPE;
® nepeycTaHOBKa, ECI KOMMIEKT ApaiBepoB TOM e Bepcum Gbin YCTAHOBIEH Ha KOMMbIOTEPE PaHEe;
® ynaneHue.

YcTaHoBKa koMnrekTa gpavisepoB PyTokeH B "TUXOM" pexume:
<nyTb Kk dpaitny rtDrivers.exe>\rtDrivers.exe /QUIET

Mpvmep komanAabI:

C:\Users\user\Downloads\rtDrivers.exe /QUIET

YcTaHoBKa KOMMNnekTa gpansepos PyTokeH B "NaccMBHOM" pexiMe:
<nyTb k cpainy rtDrivers.exe>\rtDrivers.exe /PASSIVE

Mpumep komaHAb!:

C:\Users\user\Downloads\rtDrivers.exe /PASSIVE



YT06bl 3a4aTb NoBEAEHVE YCTaHOBLLMKA B «MTACCUBHOMY UM «TUXOM» pEXMMaXx, crefyeT o6aBuTb B KOMaHAHYH CTPOKY oaHy 13 onuwii: finstall, /repair n
v funinstall.

[ng.nepenaun MHCTaNNATOPY Kntoyeit Heo6XoAMMO yKasaTb X CO 3HAYEHNAMMN Yepes npobern.

Mpumepbl KOMaHA

<nyTb K cpanny ycraHosLmka>\rtDrivers.exe /QUIET lMepeycTaHoBka MM BOCCTAHOBMNEHME KOMMMEKTa ApaiBEPOB B KTUXOM PEXUME»
/REPAIR

<nyTb K cparnny yctaHosLmka>\ rtDrivers.exe /PASSIVE YnaneHue koMnnekTa ApaniBepoB B «MAaCCUBHOM pexuMen»

JUNINSTALL

<nyTb Kk chainy yctaHoBLmka>\ rtDrivers.exe VIRTRDR=0 | [Nepegauu kntouen nHctannstopa (KONMYecTBO BUPTYyarnbHbIX cumMTeiBaTenen — "0,
CACHEPIN=NO kawwmposaTtb PIN-kogq — "HeT")

YT06bI NpeaoTBpaTUTL Nepesarpy3ky KOMMboTepa Bo BpeMs paboThl ycTaHoBLUMKa Heobxoammo aobasmts INORESTART. Ho nocne yctaHoBKu
KOMIfeKTa ApaiiBepoB BCe paBHO HEOBX0AMMO nepesarpyauTb KOMMbIOTEp.

CospgaHue hannos otdyeta 06 yctaHoBke komnnekTta "Lpansepbl PytokeH Ona Windows"
Ecny y Bac BO3HWKNM NpobriemMbl C yCTAHOBKOW KOMNIeKTa ApaiiBepoB PyTokeH, To o6paTuTech B TEXHUYECKYH NOAAEPXKKY, U NPW 0BpaLleHnn NpunoxuTe
K aHMWIo OLMOKN oT4eT 06 yCTaHOBKE.

daiinbl oTYeTa 0 XOA€E NpoLiecca YCTaHOBKM CO3AAITCs B CUCTEME aBTOMaTUYECKUN U COXPaHSIOTCS B KaTanore BpeMeHHbIX alinoB..
Mo yMON4YaHUto NyTb A0 HUX:

"[CucreMHbivi anck]\Users\[TekyLwumii nonb3oeatenb)”

Mpumep nytn ans Windows 7:

C:\Users\usenAppData\Local\Temp

CyluecTByeT aBa BuAaa chaiina otyeTa: OCHOBHOW U PaCLUMPEHHBIN.

OcHOBHOI1 charin coaepxuT Hdopmauuio o paboTe 060M0YKY yCTaHOBLLMKA.

Wms ocHoBHoro daitna nmeet Bua: Rutoken_Drivers_[YYYYMMDDHHMMSS].log

® YYYY —roa

® MM — mecsy
® DD — peHb

® HH — vacbl

® MM — MUHyTbI
® SS — cekyHAb

(nata 1 To4HOE BpeEMS YCTaHOBKM).
PaciwumpeHHbIi chaiin coaepXxuT nHgopmaumio o xoge ycraHoBku MSI-nakeTa.

Wms pacwmpeHHoro gavina nmeet Bua: Rutoken_Drivers_[YYYYMMDDHHMMSS]_000_rtDrivers.[pa3psigHocTb OC].msi.log (aaTa, TouHOe Bpems u
pa3psgHocTb OC).
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TEKCTOBBIA AOKYMEHT Pazmep: 14,8 KB

Mwms n pacnonoxeHuve daina ot4eTa MOXHO 3aaTb NPy MOMOLLIM OMLMK:
<nyTb Kk cpanny rtDrivers.exe>\ rtDrivers.exe /log "TyTbk K ¢haiiny otueta/Mma caina otyeTa”

ECJ_:WI‘_ nyTb N nmsa (haﬁna coaepxart np06enb|, TO UX 3HaYeHNs1 HeobXxoaMMO 3akroyaTh B KaBbIUKM.
anCI'IOJ'Ib(SOBaHVIVI 3TON onummn yKasuBaﬁTe nanky, KoTopas AO0CTynHa BaM ANA peAakTupoBaHUA.

O6HoBneHune komnnekTa "dpanBepbl PyTokeH ana Windows"

Mepuogunyeckn Bo3HMKaeT NOTPeOHOCTb B OOGHOBNEHNM KOMMNEKTa ApaiBepoB PyToKeH.

B HoBble Bepcun MoryT GbiTb fo6aBNeHbI HOBble OYHKLIMM U UCTIPaBReHbl OLIMGKY B paboTe yxe CyLLECTBYHOLLNX.
AKTyaJ'IbHaﬂ Bepcus KoMnnekrta ,D.paVIBepOB OO0CTyNHa Ha CTpaHuue:
https://www.rutoken.ru/support/download/drivers-for-windows/

Takke Ha 9TOM CTpaHuLEe AOCTyNHa NpeabiayLlas cTabunbHas Bepcust KOMMIeKTa ApanBepos.

Mepen o6HoBNEHVEM KOMMNMEKTa [paiiBepoB 3akpoiTe Bce paboTaloLye NPUNOXKEHUs 1 OTKITIoYMTE YCTPOCTBa PYTOKeH OT KoMMbloTepa.
[ng o6HoBNEHNs KOMNMeKkTa apaiiBepoB Heo6XoaAMMbI Npasa aAMMHUCTPaTOPa CUCTEMBI.

Yto6bl 0GHOBWTHL KOMMNNEKT ApanBepoB PyTOKeH:

1) 3anycTuTe NporpaMmy yCTaHOBKM HOBOMO KOMMIEKTA APaNBEPOB U HAXMUTE YCTaHOBUTb.


https://www.rutoken.ru/support/download/drivers-for-windows/

il Apaiisepsl PyToken — *

PYTOKEH

APAVBEPbI PYTOKEH

Hauyano ycTaHOBKK

Cosgate Ha Pabodem cTone ApnbIK [ ;
[ -3 P GYCI’EHOBHTI:
Manenn ynpaeneduns PyToken L |

2) B okHe ¢ 3anpocom Ha paspelleH/e 3MEeHEHWI Ha KomnbloTepe HaxxmuTe [la. B pesynbtaTe 3anycTuTcs npoLecc 06HOBNEHNA KOMMNMEKTa ApansepoB
PyTokeH.

3) Ecnu Ha komnbloTepe 3anyLieHbl nporpaMmmbl U NPUNOXeHUs, ToO Ha 3KpaHe oTobpasunTcs cooblieHne ob aTom. B aTOM okHe:

® ycTaHoBWTE NepeknoyaTens 3akpbiTh paboTaloLLye NPUNOXKEHUs 1 NONbITaTLCA NepesanycTuTb Ux;
® naxmute OK. B pesynbTate npouecc 06HOBNEHUS NPOAOIMKUTCS.

il Apaiieepel PyToken - ®

PYTOKEH

BHUMAHUE

Mporpamma ycTaHoBKM HE MOXKET 0BHOBWUTE $hailnbl, MCNONE3YEMBIE NPUNOKEHMAMM:
Manens ynpaeneHna PyTokeH

1 I@3EKF}bITb pEﬁOTEI-OLLI,HE MNPWNOHEHWA W NONbITATECA NEPEIANYCTHTE MX. I

(C) He zakpeiBaTs npuaoskeHus. CUCTEMHEIE M3MEHEHUA ByAyT OTACKEHEI 40 NEPE3arpy3Ku.

4) NoxauTech 3aBepLUeHust npoLecca 0GHOBMEHNs 1 HaxmuTe 3aKpbiTb. B pesynbTate KOMNNeKT ApaisepoB PyTokeH 0GHOBUTCS.



il Apaiisepsl PyToken — *

PYTOKEH

APAVBEPbI PYTOKEH

YCTaHOBKa 3aBepLueHa

| JakpeiTe J

5) MopgkntounTe PyTOKEH K KOMMbIOTEPY U MPOAOIIKMUTE paboTy C HUM.

MpoBepka paboThl ycTporcTBa PyTokeH

YT06bI NpOBEpPUTL PaboTy yCTponcTBa PyTokeH:
1) Moakntounte PyTOKEH K KOMNbIOTEPY.
2) 3anyctute MNaHenb ynpaBneHUa PyTOKeH.

3) Ha Bknapgke AQMUHUCTpUPOBaHUE B packpbiBatoLemcs cnvcke MoaknioveHHbIe PYTOKeH AomKHO oToBpaxaTbCa Ha3BaHWe NOAKMIYEHHOro YCTPOMCTBa.



il Manens ynpaenenna PyToken >

AAMUHWUCTPUPOBAHWE  CepTudmkatel HacTpoikw O nporpamme

MogknwyeHHele PyToOKEH

! PyToken 20N 200 e Beectn PIN-k0g...

» PyToken 3LM 200
L Pyroken PKI 1

p— -

E MokasaTe CBEAEHWUA O TOKEHE WHd opMaLma...

¥npaeneHue PIN-kogamMmu

..’E-F PazénoknpoeaTe PIN-k0a0 NoAE30EaTENA, HeobXoguMel

npaea 4ocTyna AgMuHKWCTpaTopa PyTokeH

Paz6noKWpoEaTE

M3meHWTE PIN-K04RI NOAE3I0EATENA MAKM AQMUHKWCTRATOPA. (e fererty
i HeoBxogWMel cOOTESTCTEVIOWMWE NpaEa 4o0CTyna
il
Mma TokeHa
3agaTe WMMA TOKEeHa, HeoBXogMMbl COOTERTITEVIOLWME (e e
npaea gocryna

PopMaTMPOBEAHWE TOKEHA

i MHUUMANMEMpOEaTE GaRA0EYHD CUCTEMY M ONPELENnTE
o MOAWTHEN GEZ0NECHOCTH TOKEHE, HeoBXoguMel Npaea

A0CTyNa AAMUHKWCTPaTopa PyTokeH

DOpMaTUPOEATE...

3aKpeITE

4) Ecnv Ha3BaHuWe ycTpoicTBa He oTobpaxaeTcsi, TO NepenoakoymTe ero.

5) Ecnu oToGpaxaeTcsi, TO YCTPOWCTBO paboTaeT KOPPEKTHO.

Ypanenue komnnekrta "[Opaneepbl PyTokeH ans Windows"

Mepen ynaneH1em KomnnekTa ApansepoB 3akponTte Bce paboTalolime NpUNoXeHUs 1 OTKIIOYMTe YCTPONCTBa PyToKeH OT KoMnbioTepa.
Ning.ynaneHus komnnekTa apaiiBepoB He0bX0aNMbI NpaBa aAMUHUCTPATOPa CUCTEMBI.

Y106l yaanuTb KOMMIEKT ApanBepoB PyTokeH:
1) Otkpoiite MaHenb ynpasnexnst OC u wenkHMTe no ccbinke MNporpaMmMbl 1 KOMMOHEHTI.
2) B OTKpbIBLLEMCS OKHE LLENKHUTE NPaBo KHOMKOWN MbILuK no cTpoke [pavisepbl PyTokeH v BuibepuTte Yaanurb. OTkpoeTcs okHo [paiiBepbl PyTOKEH.

3) B aTOM okHe HaxxmuTe YaanuTb. B pesynbtaTe 3anycTuTcsl npoLecc yaarneHust KomnnekTa apariBepos.



il Apaiisepsl PyToken — *

APAVBEPbI PYTOKEH

MepeycTaHOBKA WU yaaneHwe

I MepeycTanoenTs |

4) NoxauTeck 3aBepLUeHuUst npouecca yaaneHus 1 HaxmuTe 3akpbiTb. B pesynbTaTte koMnnekT apaisepos 6yaeT yaaneH.

il Apaiisepel PyToken = x

APAMBEPbI PYTOKEH

YaaneHwe 3aBeplUeHo

‘ 3akpbite

Ecnu komnnekt ,D.palzBepOB He yaanuncsa, To I/ICI'IOJ'Ib3yI7ITe cneuuanbHy YTUNUTy ana yganeHua.

Onsa macOS

B aTom pa3sgene onucaHbl npoueaypbi:

® YcraHoBka gpaviBepa PyTokeH S
® [lpoBepka paboTbl PyTokeHa

YcTaHoBKa gpavsepa PyTokeH S


https://www.rutoken.ru/support/download/windows/

[ns paboTbl ¢ PyTokeH S B macOS Heo6XxoaMMo yCTaHOBUTL CrieuunarnbHbln Apansep.
AxTyanbHas Bepcus apanBepa AoCcTynHa Ha cTpaHuue B pasgene Monb3oeatensiM PyTokeH S:

https://www.rutoken.ru/support/download/mac/

Monb3oBatenam PyTokeH S

HeofxoLuMo 3arpy3nTb YCTAHOBOYHbIN hain, 3anycTUTb ero U cNefoBaTh YKa3aHUAM
YCTaHOBLLMKA. [Tocne 3aBepLUeHA NPoLecca YCTaHOBKW He06X0ANMO NOAKNHOUYUTL PYTOKEH
B cBofionHbli USB-nopt. Ecnu nna paboTsl ¢ PyTokeH ucnonbayeTtca BuptyansHas OC
Microsoft Windows, 3anyuiesHan Ha KoMnbtoTepe Mac, To ycTaHaenueats [paiisepbl PyTokeH
S ana Mac He o6A3aTenbHo.

OBPATUTE BHUMAHWE

Ecnwm PyTokeH ucnonbayetca B BupTyanbHoi cpege Windows, aanyweHHoR
Ha KoMnbloTepe Mac yepes Parallels Desktop, VmWare Fusion unu Oracle VirtualBox,
T0 HacTpanBaTk PyTokeH B macOS He ofAzaTensHo.

DlpaiiBep PyTokeH S ans mac0S

Bepcua: 1.0.7 o1 09.02.2021

Noppepmueaemele OC:  mac0S 12/11/10.15/10.14

Dlpaiisep Pytoken S gna macOS High Sierra u 6onee paHHux

Bepcua: 1.0.4.10729.09.2015

MopnepxuBaeMble 0C:  mac0S 10.13/10.12/10.11/10.10/10.9

Mepen ycraHoBKon ApanBepa 3akponTe BCe paboTarolme NpuiokKeHns 1 OTKIIoYNTE YCTPOMCTBa PYTOKeH OT KoMrbioTepa.
[ng.ycTtaHoBku ApaiiBepa HEObXoaAMMbI NpaBa aaMUHUCTPaToOpa CUCTEMBI.

Mpouecc ycTaHoBKM ANS YYETHOW 3anuncu Nonb3oBaTensi OTNM4aeTcst OT NpoLecca YCTaHOBKM Ans YYeTHON 3anncu agMmHucTpaTtopa.
BbiGepuTe CBOIM TN YYETHON 3anucu:

® nonb3oBaTens
® agmuHUcTpaTopa

YcraHoBKa ApaiiBepa Ansl YY4eTHOM 3anucu nonb3oBaTens
YT06bI yCTAHOBUTL ApariBep:

1) 3anycTute nporpammy ycTtaHOBKM ApaviBepa n HaxmuTe MpoaormkuTb.


https://www.rutoken.ru/support/download/mac/

® ‘& YctaHoBka: Rutoken S IFD Handler
[No6po noxanoBaTb B YcTaHOBLLMK «Rutoken S IFD Handler»!

JaHHasa nporpaMMa BbIMOMIHUT YCTAHOBKY MOAYAA, HeobxoAuMoOro

e BeepgeHue AnA KoppekTHou paboTbl PyTokeH S B Mac.
MpowusBoaunTens: KoMnaHusa «AKTUB»
OduruManbHBIA CAWT: http://www.rutoken.ru/
Cnyxba TeXHU4YeCKON hotline@rutoken.ru
NoAAEPIKKM:

http://www.rutoken.ru/hotline/
+7 (495) 925 77 90

© KomnaHua «AKTUB», . Bce npaBa 3awmuieHsbl

Rutoken® ABNA€TCA 3aperuCTPUPOBAHHON TOProBOW MapKoi
KOMMNaHWUK «AKTUB»

MpogomkuTb

2) HaxmuTe YCTaHOBUTD.
3) B okHe Ansi BBoAa yYETHbIX AaHHbIX BBEAMTE FNOTVH 1 Naporb agMUHUCTpaTopa.
4) Haxxmute YcraHosuTb MN0O.

5) [loxanTech 3aBepLUeHsi NpoLecca YCTaHOBKU U HaXMuUTe 3aKpbiTb.

() ‘& YcTaHoBka: Rutoken S IFD Handler

YcTaHOBKa YCMNELWHO 3aBepLUEHa.

BBeageHune
PasmelleHune
Tun ycTaHOBKM

YcraHoBka

e O630p

YcTaHoBKa npolwna yCcneuHo.

MO ycnewHo yCTaHOBNEHO.

6) Ecnn nocne yctaHoBky ApaviBepa HeobXxoaMMO yaanuTb YCTaHOBLUMK, TO HaxmuTe B KopauHy.



XoTWTe NnepeMecTHTh yeTaHoBWMK «Rutoken S IFD Handler» B
Kopauuy?

-
E Y7066 OCTABMTL 3TOT NAKET B M0 TEKYLWEM MECTONOMNOMEHHM, HAXMWATE

«JCTAENTE®,
OcTaenTb B KopauHy

7) Ecnu nocne yctaHoBKY ApanBepa He0bX0AMMO OCTaBUTb YCTAHOBLLMK HA KOMMNbIOTEPE, TO HAXMUTE OcTaBuThb.

8) Mopkntounte PyTOKEH K KOMMBIOTEPY M NPOAOIMKUTE paboTy C HUM.

YcraHoBKa Apavisepa Ansl Y4eTHOM 3anucyu agMUHUCTparTopa
YTtobbl ycTaHOBUTL ApanBep:

1) 3anycTuTe nporpamMmmy ycTaHOBKM ApanBepa u HaxmuTe MpoaormkuTb.

@ ‘& YcrtaHoeka: Rutoken S IFD Handler a
[obpo noxanoeatb B YcTaHoBWMK «Rutoken S IFD Handler»!

ﬂ,ElHHaSl nporpamMmmMa BbiMONMHUT YCTAHOBKY MOA4ynA, HEOGXOAVIMOFD

e BBepeHne AnA KoppekTHoW paboTbl PyTokeH S B Mac.
MpownseoaunTens: KoMmnaHusa «AKTUB»
OduumanbHbliid CanT: http:/ /www.rutoken.ru/
Cnyxba TexHuYeckoin hotline@rutoken.ru
NoAAepPKKU:

http: / /www.rutoken.ru/hotline/
+7(495) 925 77 90
© KomnaHua «AKTUB», . Bce npaBa 3awmuieHsl

Rutoken® saBnseTcAa 3aperMcTpMpoOBaHHON TOProBor MapKoit
KOMMNaHUWN «AKTUB»

MpogomkuTb

2) B okHe Ans Bblibopa MecTa yCTaHOBKM HaxkmuTe MpoaonkuTb.



® O ‘& YcraHoBka: Rutoken S IFD Handler a

BbiGop MecTa yCTaHOBKU

BeeneHune Kaknm obpasom Bbl xoTuTe ycTaHoBMTb 310 M0O7?

o PasmeweHue

YcTaHOBMWTb A9 BCEX NOSb30BaTeNel KOMMbloTepa

Ona yctaHoBkKW 3Toro MO Tpebyetca 197 Kb ceobogHoOro MecTa.

Bbl pewwnnu yctaHoBuTb 370 MO ans Bcex rnonb3oBaTenen aToro
KOMMblOTEPa.

Hasan

2) HaxmuTe YCTaHOBUTD.
3) B oKkHe Ans BBOAA YYETHBIX AaHHbIX BBEOMTE NOMVH 1 Naponb agMUHUCTpaTopa.
4) HaxxmuTe YcraHoutb MO.

5) [oxanTech 3aBepLUEHNS NpoLiecca YCTaHOBKM U HaxkMuTe 3aKpbITb.

@ C ‘& YcraHoeka: Rutoken S IFD Handler

YcraHoBka YCrnewHo 3aBepLieHa.

BBeageHue
PazmMmelleHune
Tun ycTaHOBKM

YcraHoBka

e O63op YcTaHOBKa NpolLusa ycneLwHo.

MO ycnewHo ycTaHOBNEHO.

6) Ecnn nocne yctaHoBku ApaiiBepa Heo6xoAMMO yaanuTb YCTaHOBLUMK, TO HaxmuTe B KopauHy.



; XoTWTe NnepeMecTHTh yeTaHoBWMK «Rutoken S IFD Handler» B
. Kopauuy?

et
= Y7066 OCTABMTL 3TOT NAKET B M0 TEKYLWEM MECTONOMNOMEHHM, HAXMWATE

«JCTAENTE®,
OcTaenTb B KopauHy

7) Ecnu nocne yctaHoBKY ApanBepa He0bX0AMMO OCTaBUTb YCTAHOBLLMK HA KOMMNbIOTEPE, TO HAXMUTE OcTaBuThb.

8) Mopkntounte PyTOKEH K KOMMBIOTEPY M NPOAOIMKUTE paboTy C HUM.

MpoBepka paboTkl ycTponctea PyTokeH B macOS
Yrtobbl npoBepuTb paboTy ycTponcTBa PyTOKeH:
1) Mogkniounte PYTOKEH K KOMMbIOTEPY.

2) OTkpovite TepMuHan.

-

3) Beegute komaHay:

pcsct est

4) HaxxmuTe knasuwy Enter.
5) Beegute undpy "1".

6) Haxxmute knasuy Enter.
7) Beegute undpy "1".

8) HaxxmuTe knasuwy Enter. B okHe TepMuHana AomkHO 0TOGpa3nTcst CooBLLEHNE O TOM, YTO NpoBepka paboThl YCTPOMUCTBA NPOLUNa YCMeLLHO.



[ NON ] ) tester — -bash — 93x43

Last login: Tue Apr 1B ©9:35:8B on console
Mac-mini-Tester:~ tester$ pcsctest

MUSCLE PC/SC Lite Test Program

Testing SCardEstablishContext Command successful.
Testing SCardGetStatusChange
Please insert a working reader
Testing SCardListReaders
Reader @1: Aktiv Rutoken ECP
Enter the reader number 01

Waiting for card insertion

successful.
successful.

Command
Command

Command successful.
Testing SCardConnect Command successful.
Testing SCardStatus : Command successful.
Current Reader MName i Aktiv Rutoken ECP
Current Reader State Bx54
Current Reader Protocol Bxl
Current Reader ATR Size 15 (8xf)

Current Reader ATR Value
Testing SCardDisconnect
Testing SCardReleaseContext
Testing SCardEstablishContext
Testing SCardGetStatusChange
Please insert a working reader
Testing SCardListReaders
Reader 81: Aktiv Rutoken ECP
Enter the reader number i1
Waiting for card insertion

successful.
successful.
successful.

Command
Command
Command

successful.
successful.

Command
Command

Command successful.
Testing SCardConnect Command successful.
Testing SCardStatus : Command successful.
Current Reader Name i Aktiv Rutoken ECP
Current Reader State Bx34
Current Reader Protocol Bx1
Current Reader ATR Size 15 {exf)

3B BB @1 52 75 74 BF 6B 65 BE 2@ 44 53 20 C1

Current
Testing
Testing

Reader ATR Value
SCardDisconnect
SCardReleaseContext

3B BB @1 52 75 74 6F 6B 65 6E 20 44 53 20 C1
Command successful.
Command successful.

I C/5C Test Completed Successfully !
ac-minl-—|ester:~

esTer

9) Ecnu aTo coobLieHre He oTobpa3sunnock, To nepenogkntountTe PyTokeH.

10) Ecnu oTo6pasunock, To yCTPOUCTBO paboTaeT KOPPEKTHO.

[Onsa OC Ha 6a3e GNU/Linux

B aTom pa3gene onucaHbl NpoLeaypbI:

® YcraHoBka ApaiiBepa PyTokeH S
® [lpoBepka paboTbl PyTokeHa
® YpaneHue gpaiisepa PyTokeH S

YcTtaHoBka gpaneepa PytokeH S B OC Ha 6a3e GNU/Linux

OC Ha 6a3e GNU/Linux gensitca Ha deb-based cuctemsl u rpm-based cuctemsl.

K deb-based otHocaTca: Debian, Ubuntu, Linux Mint, Astra Linux.

K rpm-based oTHocaTca: RedHat, CentOS, Fedora, ALT Linux, ROSA Linux, MCBC, NoclluHykc.

Mepen ycraHoBKon ApanBepa 3akponTe BCe paboTarolme NpUIokKeH1s 1 OTKIIoYNTE YCTPOMCTBa PYTOKEH OT KoMrbioTepa.
Nng.ycTraHoBkK ApaiiBepa HEO6XoAMMbI NpaBa aAMUHUCTPaTOpa CUCTEMBI.

BbiGepuTe TN cBOEN CUCTEMBI:

® deb-based
® rpm-based

YcraHoBka gpavisepa B deb-based cucremax



Lar 1. YcraHoBKa HeOﬁXOAVIMbIX 6MbnuoTek 1 NakeToB Ha KOMnNbloTep
YT1o6bl ycTaHOBUTEL HEOBX0AUMbIE BUBNMOTEKM U NaKEeTbI:

1) Otkponte TepMuHarn.

2) Beegute komaHnay:

$ sudo apt-get install libccid pcscd libpesclitel

3) Haxmute knasuwy Enter.

4) Beegute naponb nonb3oBaTens ¢ npaBamu agMUHUCTpaTopa cucTeMsbl (Monb3oBaTens root).
5) Haxxmute knasuy Enter.

6) Haxxmute knaBuwy Y. B pesynbTaTte ykazaHHasi bubnuoTteka 1 nakeTbl OyayT yCTaHOBMEHbI.

:~% sudo apt-get install libccid pcscd libpcsclitel

[sudo] password for rutoken:
Reading package lists... Done
Building dependency tree
Reading state information... Done
libpesclitel is already the newest version (1.8.14-1ubuntu2).
libpcsclitel set to manually installed.
The following NEW packages will be installed:

libccid pcscd
® upgraded, 2 newly installed, @ to remove and 62 not upgraded.
Meed to get 145 kB of archives.
After this operation, 498 kB of additional disk space will be used.
Do you want to continue? [Y/n]

[nsi paboTy ¢ ycTponcTBoM PyTOKEH S HE06X0AMMO YCTaHOBUTL CneuuarnbHbIi Apaneep.

Lar 2. 3arpy3ska u yctaHoBKa gparisepa

AKTyarnbHble Bepcun apaiiBepa AOCTYNHbI Ha cTpaHuue B pasaene MNonb3oBatens PyTokeH S:
https://www.rutoken.ru/support/download/drivers-for-nix/

Yrtobbl ycTaHOBUTL ApanBep:

1) Otkpoiite TepmuHan.

2) inst nepexopa B Nanky co CkayeHHbIM ApaiBEPOM BBeAUTE KOMaHAy:

$ cd Downl oads

3) Haxmure knasuwy Enter.

4) Ona pno6aeneHus Npaea Ha UCMOSTHEHWSI BBEAMTE KOMaHAy:

$ sudo chnod +x ifd-rutokens_[ ]_i386.deb

Mpumep komaHapl ans 32-paspsgHon Bepcun Ubuntu:

$ sudo chrmod +x ifd-rutokens_1.0.4_i 386.deb
5) Haxxmute knasuuy Enter.

6) BBegute napornb nonb3oBaTens ¢ npaBamy agMMHUCTpaTopa cuctembl (Monb3oBaTens root).


https://www.rutoken.ru/support/download/drivers-for-nix/

7) Haxxmute knasuwwy Enter. B pesynbtate npaBa Ha ucnonHeHue 6yayT AobasneHsi.

8) [ins 3anycka npoLecca ycTaHOBKM ApaiiBepa BBeAUTE KOMaHAay:

$ sudo dpkg -i ifd-rutokens_[ ]_i386.deb

Mpumep komaHabl Ana 32-paspsgHon sepcum Ubuntu:

$ sudo dpkg -i ifd-rutokens_1.0.4_i 386.deb

9) Haxmute knasuwly Enter. B pesynbtate gpansep 6yaeTt ycTaHOBMEH.

$ sudo dpkg -1 ifd-rutokens_1.0.4 i386.deb
(Reading database ... 203208 files and directories currently installed.)
Preparing to unpack ifd-rutokens 1.8.4 i386.deb ...
Unpacking ifd-rutokens (1.8.4) over (1.0.4) ...
Setting up ifd-rutokens (1.@i4) v
: $

YcraHoBKa fpaiiBepa B rpm-based cuctemax

LWar 1. YctaHoBKa HeOﬁXOIJMMbIX 6mMbnuoTek 1 nakeToB Ha KoMnbloTep
YT06bI yCTaHOBUTL HEODXOAMMBIE GUBNNOTEKN M NaKETbI:

1) OTkpoiite TepmuHan.

2) BBegute ofiHy 13 crieayowmx KomaHa,

[ns Bcex, kpome ALT Linux u Fedora:

$ sudo yuminstall ccid pcsc-lite

Onst ALT Linux:

$ sudo apt-get install pcsc-lite-ccid pcsc-lite
[ns Fedora:

$ sudo yuminstall pcsc-lite-ccid pcsc-lite

3) Haxxmute knasuwwy Enter.

4) BeauTe naponb Nonb3oBaTens ¢ npaBamu agMUHUCTPaTopa cUcTeMbl (NONb3oBaTens root).
5) Haxmute knasuwly Enter.

6) Haxxmute knasuwy Y. B pesynbTaTte ykasaHHble 6ubnunoteku n naketsl 6yayT yCTaHOBMNEHbI.
LLar 2. 3arpyska 1 ycraHoBKa Apaisepa

AkTyarnbHble Bepcun ApaliBepa AOCTYMHbI Ha cTpaHuue B pasaene Monb3oBartensi PyTokeH S:
https://www.rutoken.ru/support/download/drivers-for-nix/

YT06bI ycTaHOBUTL ApanBep (ans Bcex, kpome ALT Linux):

1) OTkpoiite TepmuHan.

2) ins nepexofa B nanky co CKayeHHbIM ApariBepoOM BBEAUTE KOMaHAy:

$ cd Downl oads


https://www.rutoken.ru/support/download/drivers-for-nix/

3) Haxxmute knasuwwy Enter.

4) ins no6aBneHus Npaea Ha UCMOMHEeHUs BBeaMTE KOMaHAy:

$ sudo chnod +x ifd-rutokens_[ ]_i486.rpm

Mpumep komaHabl Ana 32-paspsgHoit sepcun Fedora:

$ sudo chnod +x ifd-rutokens_1.0.4_1.i486.rpm

5) Haxmute knasuwly Enter.

6) BBegute naponb nonb3oBatens ¢ npaBamMmm agMUHUCTPaToOpa CUCTEMbI (MONb3oBaTens root).
7) Haxxmute knasuwy Enter. B pesynstaTte npasa Ha ucnonHerue 6yayt gob6aBneHbl.

8) [ins 3anycka npouecca ycTaHOBKM ApaiiBepa BBeAUTE KOMaHAY:

$ sudo rpm-ivh ifd-rutokens_[ ]_i486.rpm

Mpumep komaHabl ans 32-paspsaHon Bepcun Fedora:

$ sudo rpm-ivh ifd-rutokens_1.0.4_1.i486.rpm
9) Haxxmute knasuwy Enter. B pesynstate gparisep 6yaeT ycTaHOBMEH.

YT06bI ycTaHOBUTL Apansep B ALT Linux BBeanTe KOMaHabl:

$ sudo chrmod +x ifd-rutokens_[ ].x86_64.rpm
$ sudo rpm-ivh ifd-rutokens_[ ].x86_64.rpm

Mpumepbl kKoMaHa ans 64-paspsaHont Bepcum ALT Linux:

$ sudo chnod +x ifd-rutokens_1.0.4_1.x86_64.rpm

$ sudo rpm-ivh ifd-rutokens_1.0.4_1.x86_64.rpm

MpoBepka paboTtbl ycTponctea PytokeH B OC Ha 6a3e GNU/Linux

Llar 1. YcraHoBka naketa pcsc-tools (BbinonHseTcsi B cMcTeMe TOMbKO Npu NepBoi NpoBepke paboTbl ycTporcTBa PyToKeH).

B deb-based cucremax:

$ sudo apt-get install pcsc-tools

B rpm-based cvictemax (kpome ALT Linux):

$ sudo yuminstall pcsc-tools
B ALT Linux:
$ sudo apt-get install pcsc-tools

Lar 2. 3anyck yTunuThl 4nsi NpoBepky paboTbl yCTpoicTBa PyTokeH.

BeeawuTe komaHgy:

$ pcsc_scan



BG?KOTopblx aucTpubyTusax cepuc pescd He 3anyckaeTcsi aBTomaTuyecku. Heo6xoguMo 3anycTuTtb ero
BPYMHYIO

[ina aTOro He06Xx0AMMO BLINOMHUTL CreaytoLmMe AEeNCTBUA:

$ sudo pcscd

JIn6o pobasuTh B aBTO3arpysky komangamu (npumep ans Ubuntu 22.04 n Hosee):

$ sudo systenttl enable pcscd
$ sudo systenttl| enable pcscd. socket

Ecnu ycTpoiicTeo He paBoTaeT unv He NOAKITIOYEHO K KOMMbIOTEPY, TO B OKHE TepMuHana oTo6pasuTcs coobLueHne o6 aTom.

CooblueHune B cucteme ALT Linux BeIrmsguT cnepytolwmm obpasom:

[root@host-155 ~]# pcsc_scan

PC/SC device scanner

V 1.4.27 (c) 20081-2011, Ludovic Rousseau <ludovic.rousseau@free.fr>
Compiled with PC/SC lite version: 1.8.18

Using reader plug'n play mechanism

Scanning present readers...

Waiting for the first reader...found one

Scanning present readers...

Ecnu yctpoiicTBo paboTaeT KOppeKTHO, TO B OKHe TepMuHana oTobpasntcsi coobLleHne 06 3ToM.

Coobuenure B cucteme ALT Linux BbIrmsauT cnepyrowmm o6pasom:

V 1.4.27 (c) 2001-2811, Ludovic Rousseau <ludovic.rousseaufifree.fr=>
Compiled with PC/SC lite version: 1.8.18

Using reader plug'n play mechanism

Scanning present readers...

B: Aktiv Rutoken ECP B8 80

Wed May 10 20:19:20 2017
Reader 0: Aktiv Rutoken ECP 00 00
Card state: Card inserted,
ATR: 3B 8B 01 52 75 74 6F 6B 65 6E 20 44 53 20 C1

ATR: 3B 8B 01 52 75 74 6F 6B 65% 6E 20 44 53 20 C1

+ TS = 3B --> Direct Convention

+ T@ = 8B, ¥Y(1): 1000, K: 11 (historical bytes)
TD(1) = 81 --> ¥(i+l) = @@E@8, Protocol T =1

+ Historical bytes: 52 75 74 6F 6B 65 6E 20 44 53 20
Category indicator byte: 52 (proprietary format)

+ TCK = C1 (correct checksum)

Possibly identified card (using /usr/share/pcsc/smartcard_list.txt):
3B 8B 01 52 75 74 6F 6B 65 GE 20 44 53 20 C1
Rutoken ECP (DS)

Lar 3. OcraHoBka cepsuca pcscd.
Beseaute komanay:

$ sudo service pcscd stop
[nsa Fedora:

$ su <usernane> service pcscd stop



LLar 4. 3anyck cepsuca pescd B OTNA[04HOM pexuMe.

BeeawuTe komaHay:

$ sudo /usr/sbin/pcscd -afd
[Ons Fedora:
$ sudo /usr/sbin/pcscd -adf

Ypnanenue gpansepa PytokeH B OC Ha 6a3e GNU/Linux

Yrtobbl ynanutb ApalriBep BBeAUTE KOMaHay:

B deb-based cuctemax:

$ sudo dpkg -r ifd-rutokens_[ ]

Mpumep komaHapl ans 32-paspagHoin u 64-paspsigHoi Bepcum Ubuntu:

$ sudo dpkg -r ifd-rutokens

B rpm-based cuctemax (kpome ALT Linux):

Mpumep komaHabl Ans 32-pa3psgHon Bepcun:

$ sudo rpm-e ifd-rutokens_[ ]_i486

MNprmep kKomaHabl Ans 64-pas3psagHon Bepcum:

$ sudo rpm-e ifd-rutokens-[ ].x86_64

B ALT Linux:

$ sudo rm-i ifd-rutokens

[MpaBuna akcnnyaTtauum n xpaHeHna PyTOKeHOB

©

10.

1.

12.

13.
14.

. ObBeperaiiTe ycTpoiicTBa PyTOKeH OT criefytoLLyx BO3AENUCTBWIA: YAapoB, NafeHuii, COTPSCEHWIA, BUGpaLWiA, BLICOKUX U HU3KUX TEMMepaTyp,

arpeccuBHbIX CPef, BbICOKOTO HampshkeHusi. Bce 9T0 MOXeT NpuBECTU K MONOMKE YCTPOWCTBA.

. B npouecce nogknoveHns TokeHa unu cunTeiBaTens cMapT-kapT kK USB-nopTy koMnbloTepa He npunaranTte U3NULWHUX YCUnui.
. Mpwv nepBom ncnonb3oBaHnK TokeHa cmeHuTe ero PIN-koabl U HUKOMY UX He coobLuaiiTe.
. He ponyckaiiTe nonagaHusi Ha TOKEH U cYUTbIBaTENb CMapT-KapT (0COBEHHO Ha ero pas3beMm) Nbinu, rps3v Brarv 1 T.n. [ins o4ncTku Kopnyca un

pasbema ycTponcTBa UCMOMb3ynTe Cyxyto Ge3BOPCOBYIO TkaHb. He JomyCTMMO MCMofb30BaTh PACTBOPUTENM U MOIOLLME CPEACTBa.

. W3GerainTte HowweHus CMapT-KapTbl B KOLWENbKe, C KNno4YamMu, MOHeTaMn 1 pyruMmu TBepabiMn npegmMmetTamMmu, T.K. 3TO MOXET NPUBECTU K ee

NMoBpEXAEHUIO.

. He pasbwupaiite yctporicto. Npu coBepLueHnn Takoro AencTeusa OyaeT yTpayeHa rapaHTusi Ha YCTPOMCTBO. Takke 3TO MOXET NPUBECTU K

NosiIoMKe Kopryca, Nopye 1 NOSIOMKE 3MIEMEHTOB NeYaTHOro MoHTaxa. A cneiCTBMEM TakUX M3MEHEHWUI MOXET CTaTb HEHafexHas paboTta unm
nonomka ycrpoictea PyTokeH.

. He crnbante cmapT-kapTty.
. He nponsBoauTe HUKakux AeNCTBUIA, MPUBOASALLMX K MEXAHUYECKMM NOBPEXAEHUAM CMapT-KapT.
. [NopgkntoyanTe TOKEH U cuMTbIBaTENb CMapPT-KapT TONbKO K ucnpaBHoMy obopyaoBaHuto. MapameTpbl USB-nopTa AomkHbI COOTBETCTBOBATL

cneundwmkauumn USB.

He ncnonb3ayinte Ans NoAKMOYEHUs yCTPONCTB ANMHHbIE NepexofHuky nnu USB-xabbl 6e3 4ONONHWUTENBHOrO NUTaHNS, T.K. U3-3a 9TOrO Ha BXOA,
npefHasHayveHHbIN AnA TOKeHa U cMapT-KapTbl, MOXET NoAaBaTbCA HECOOTBETCTBYIOLLEE HaNpsxXeHe.

He n3snekaiite TokeH n3 USB-nopTta koMnbioTepa, ecnv Ha HeMm muraeTt csetoamos. He ussnekante cmapT-kapTy U3 cuMTbiBaTENSA UK
cunTbiBaTenb n3 USB-nopTta KoMnbloTepa, ecrnv Ha cuuTbiBaTene muraeT ceetoauod. MuraHue cBeToamoaa o3HavaeT, YTo YCTPOMUCTBO
HaxoamMTCs B pexumMe nepeaayn AaHHblX. MpepbiBaHne paboTbl yCTPOWCTBA, HAXOAALLLErOCH B TaKOM PeXunMe, MOXET HEraTMBHO CKka3aTbCH Ha
LLeNOCTHOCTM AaHHbIX 1 paboToCnocoGHOCTU YCTPOCTBA.

He octaBnsaviTe ycTponcTtBO PyTOKEeH NOAKMIOYEHHBIM K KOMMbIOTEPY B MPOLIECCe BKIOYEHWS, Nnepesarpy3ku, yxoaa KomnbloTepa B CrAwuii
pexuM 1 pexxmm rnbepHaumm. ITo MOXET NPUBECTM K MONOMKE YCTPOMCTBA.

He octaBnaviTe yCTpOMCTBO MOAKMHOYEHHBIM K KOMMbBIOTEPY, ECININ OHO HE NCMOSb3YeTCs.

B cnyyae HencnpaBHOCTM UNK HENPaBUIbHOTO PYHKLMOHMPOBaHUSI yCTPOMCTBA 0bpaLlanTech K MOCTaBLUMKY.

[MpunoxeHwne 1. NMapameTpbl KOMAHLHOW CTPOKM MHCTaNNATopa



KomaHnga chopmupyeTtcs cneaytowmm obpasom:
<MyTb K pariny rtDrivers.exe> <[MapameTp>=<3Ha4yeHue>
Mpumep: C:\Users\user\Downloads\rtDrivers.exe RTCPDESKTOPSHORTCUT=0

PesynbTtaTt aTo KOMaHabl: Apnbik MNaHenu ynpaeneHus PyTokeH He ByaeT oTobpaxaTtbes Ha paboyem cTone.

MapameTp OnucaHue 3Ha4eHve
no
yMorn4yaHuio
(cTpoka
CHUMBOJIOB)
PPPINLEN 3apaet Bec nonutukn anvHel PIN-koga B obwen (uHTerpanbHoi) oueHke PIN-koga ¢ TOYkM 3peHnst HageXXHOCTU. 73

GTHWEIGHT MoxeT npuHumatb 3HadveHus 0-100

PPBADPIN 3apaeT rpaHuLy, pasgensioLyto «cnabble» u «cpegHuey PIN-koabl. MoxeT npuHumMaTs 3HadeHust 0-100 0
BORDER
PPGOODPI = 3apaeTt rpaHuLy, pa3gensioLLyto «cpefHue» u «HagexHble» PIN-kogbl. MoxeT npuHuMath 3HadeHust 0-100 1 JormkeH 100

NBORDER  6biTb He MeHblUe 3HaveHusi napameTpa PPBADPINBORDER

CERTSTORE 3apaet konuyecTtsBo cepTudmnkaToB, BbidaBaeMblx Kpuntocepsucnposaiigepom no 3anpocy PP_USER_CERTSTORE. 0
"0" — TOMbKO CepTMdMKaT NO YMONYaH1Io Ha cMapT-kapTe, "1" — Bce cepTudmkaTtbl Ha cmapT-kapTe (bonee
MefneHHas paboTa)

CPHIDE 3apaeT cnocob oTobpaxeHus sipnbika MaHenu ynpaeneHus PyTtokeH. MoxeT npuHumatb 3HaveHns 0-3. 0

0 — apnbik MaHenu ynpaBneHus PyTokeH oTobpasnTcst He ByaeT CKpbIT.

1 — apnbik Marenn ynpasneHus PyTokeH He co3gactcs Ha pabovem cTone;

2 — apnblk MNaHenu ynpaeneHusi PyTokeH He co3pacTcst Ha paboyem ctone u He fobaButcs B MeHto MNyck;

3 - apnbik MaHenu ynpaeneHus PyTokeH He co3aacTcst Ha paboyem ctone, He fobaBuTcst B MeHto IMyck 1 He obaBnaTb
B nNaHenb ynpasneHus Windows.

ECPSCMINI = 3apaet kpuntonpoBanaep no ymonyaHuio ans mogudukaumin Pytoken UM CmapT-kapTa. "0" — Aktiv ruToken CSP 0
DRV v1.0, "1" — Microsoft Base Smart Card Crypto Provider
ECPMINIDRV 3apaet kpuntonposaiaep no ymonyanuio ans mogudukaumin Pytoken SLMM. "0" — Aktiv ruToken CSP v1.0, "1" — 0

Microsoft Base Smart Card Crypto Provider

PINPADMIN | 3apaet kpuntonpoBangep no ymonyanuto ans PytokeH PINPad. "0" — Aktiv ruToken CSP v1.0, "1" — Microsoft Base 0
IDRV Smart Card Crypto Provider

FKCMINIDRV 3apaet kpuntonpoBaigep no ymonyanuio anst PytokeH KI. "0" — Aktiv ruToken CSP v1.0, "1" — Microsoft Base 0
Smart Card Crypto Provider

SOFTKEYG @ 3apaet kpunTtocepsucnpoBaiigep Ansa reHepauum RSA-2048 knitoyen Ha PytokeH SLMN. MoxeT npuHuMmaTth 3HaveHus 0
EN "0" — Aktiv ruToken CSP v1.0 (annapatHas reHepauusi) n "1" — Microsoft Enhanced RSA and AES Cryptographic

Provider (nporpammHas reHepauusi)
PPMINPINL = 3apaeTt muHnmanbHyto AnnHy PIN-koga B cumsonax. MoxeT npuHumaTh 3HadeHus 1 — 16 1
ENGTH
DEFPIN 3agaeT NonMTKKY BbiBOAa coobLeHns npu ncnonb3oaHun PIN-koga no ymonyanuio. MoxeT npuHumats 3HadeHns YES NO

unn NO. Ecnu 3HaueHue napametpa YES, To npu ncnons3osanun PIN-koga, 3agaHHoro no ymonyaxuto, 6yaet
BbIBOAUTLCS cooblyeHne «Bbl ucnonsayete PIN-koa no ymonuyaHuio Ans AaHHOro TOKeHa. XOTUTE NOMEHSATL ero
ceiivyac?» Ecnu 3HaveHve napametpa NO, To Takoe coobLieHVe BbIBOAUTLCS He ByaeT

PPDEFAUL @ 3apaet nonuTuky ncnonb3oBaHusi PIN-koga no ymonyaHuto. MoxeT npuHMmaTth 3HaveHusi O unm 1. Ecnn sHayeHue 0
TPIN napameTtpa 0, To paspeliaetcs ncnonb3osaTte PIN-koa no ymonyanuio; ecnu 1 — 3anpeluaercs

PPCURREN ' 3apaet nonutuky ucnonb3oBaHnusi PIN-koga, coBnagatowiero ¢ npeablaywm PIN-kogoM. MoxeT npuHMMaTh 3HavyeHus 0
TPIN 0 unun 1. Ecnu 3HavyeHne napametpa 0, To pa3speluaetcs ncnonb3osatb PIN-koa, coBnagatowmii ¢ npegblgywimm PIN-
Kofom; ecnu 1 — 3anpeuyaeTcs



PPONESY
MBOLPIN

PPONLYLE
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PPBADPIN
BEHAVIOR

PPACCEPT
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PINENCODI
NG

CACHEPIN

RTCPDESK
TOPSHORT
CcuT

VIRTRDR

CSPUILEVEL

3apaeT nonuTrKy ucnonb3oBaHus PIN-kofa, cocTosero n3 oaHoro noBTopsitoLierocs cuMmeona. MoxeT npuHMmaTh
3HayeHust 0 unu 1. Ecnun 3HaveHne napameTpa 0, To paspellaetcs ucnonb3oBaTe PIN-koa, cocTosiumin n3 ogHoro
NoBTOPSIOLLIErOCA CUMBONA; ecnn 1 — 3anpeLuaeTcs

3apaeT nonutuky ncnonb3oBaHus PIN-koga, cocTosiero Tonbko n3 byks. MoxeT npuHumath 3HadeHus 0 unu 1. Ecnu
3HayeHue napametpa 0, To paspeluaeTcs ucnonb3osatb PIN-kof, cocToswmin Tonbko 13 6ykB; ecnu 1 — 3anpelyaeTcs

3apaeT nonuTrky ucnonb3oBaHus PIN-koga, cocTosiero Tonbko n3 uudp. MoxeT npuHumate 3Hadexusi 0 unm 1. Ecnn
3HayeHune napameTpa 0, To paspeluaeTtcs ncnonb3oBaTb PIN-kod, COCTOALWMIN TONbKO U3 UMdp; ecny 1 —3anpelaeTcs

3agaeT nonuTKKy ucnonb3oBaHus «cnaboro» PIN-koga. MoxeT npuHumath 3Hadvenus 0, 1 unu 2. Ecnu 3HaveHne
napameTtpa 0, To paspeluaetcs ncnonb3oBaTb «cnabbin» PIN-koa; ecnu 2 — 3anpewaetcs. Ecnu 3HaveHve
napameTpa paBHo 1, To Npu cmeHe PIN-koga Ha «cnabbii» Ha akpaHe oTob6pasuTcs npegynpexaatollee coobLleHe

3agaeT nonuTKKy ncnonb3oBaHus «cpegHero» PIN-koga. MoxeT npuHumate 3HaveHust O unu 1. Ecnu 3HadeHne
napameTpa 0, To paspeluaeTcst ucrnonb3oBath «cpeaHuin» PIN-koa; ecnu 1, To npu cmeHe PIN-koga Ha «cpefHuii» Ha
3KpaHe oTobpasuTcs npegynpexaatoLiee cooblleHne

3agaeT nonuTrKy ucnonb3oBaHus cumeonoB UTF-8 B PIN-koge 1 moxeT npuHumats 3HadeHus ANSI vnn UTF8.
Ecnu 3HaueHune napametpa UTF8, To pa3pelaetcs 3agasatb PIN-koa, Bkntovatowumin B cebs cumeonbl UTF-8 (Takas
BO3MOXHOCTb CyLecTByeT Tonbko Ans Pytoken SLIM). Ecnu 3HaveHne napameTpa ANSI — 3anpeluaertcs

3apaet nonuTurky kawmposaHus PIN-koga. MoxeT npuHumath 3HadeHns YES unu NO. Ecnu 3HayeHve napametpa Y
ES, 1o PIN-kop 6yneT kalwumpoBaTbCs 1 Ha onepaumio 1 Ha npouecc; ecniu NO — To Tonbko Ha onepauuto

3apaeT CcBONCTBO, onpeaensioLee nomeluaTe nv apnbik Madenu ynpaeneHns PyTokeH Ha pabouunii cton. MoxeTt
npuHMMaTh 3Ha4YeHus 0 — "He nomewatb” n 1 — "nomeluaTs”
3agaeT uncno BuUpTyarnbHbIX cunThiBaTENen PyTokeH. MoxeT npuHumaTth 3HaveHns 0 — 5

3apaeT ypoBeHb 0TOBpaxeHns HeobsasaTenbHbIX Ananorosbix okoH B Aktiv ruToken CSP v1.0. YTo6bl BkNounTh
oToBpaxeHne HeobsA3aTenbHbIX OKOH HY>XHO BbICTaBUTL B 3Ha4YeHue 1

ANSI

YES


https://dev.rutoken.ru/display/KB/PU1008
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