Hactpoitka 2dA Ha pabouunx ctaHumsx Linux B joMeHe
Windows ¢ nomolusio PytokeH QUMM

OnucaHune cteHaa

CepBep:
OC: Windows server 2019
JomeHHoe nwvs: server,astradomain.ad

ip: 10.0.2.15

KnneHr:
OC: PE[] OC \ Actpa JlnHykc \ ALT Linux \ Ubuntu

nomeHHoe nwvist: redos.astradomain.ad \ smolensk.astradomain.ad \ orel.astradomain.ad \ ubuntu.astradomain.ad

HacTpouka cepBepa

YctaHoBka cepsuca Active Directory

N3meHuTe uMsi cepeepa, ecnu 3To HeobxoauMo. Ero MoxHO 3agaTth B OKHe MeHeakepa cepeepa:

@ v Server Manager * Local Server

@ PROPERTIES

Ige Dashboard . For server

i Local Server

- Computer name server

.. All Servers Wo rk£||'|3.|_|r_'; WORKGROUP

i ADDs

g8 DNS

ii File and Storage Services [ Windows Defender Firewa Private: On
Remote management Enabled
Remaote Desktop Disabled
MIC Teaming Disabled
Ethernet IPvd address assigned by DHCP, IPvE enabled

Ho6asum cnyx6by Active Dirrectory u DNS Ha cepBep. [1ns 3TOro 0TKpoeM okHO Ao6aBreHnsl ponein B MeHeaxepe cepeepa:



Manage Tools

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

Hide

B okHe ans BeiGopa cepsucoB yctaHoBuM ranodku "Active Directory Domain Services" n "DNS Server":



Fﬂ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

SRS s [] Active Directory Certificate Services -
Active Directory Domain Services
Features [] Active Directory Federation Services
- [ Active Directory Lightweight Directory Services
AD DS [ Active Directory Rights Management Services
[] Device Health Attestation
[] DHCP Server
Confirmation
[] Fax Server
[ [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[] Hyper-v
[] Metwork Policy and Access Services
[] erint and Document Services
[] Remote Access
[] Remote Desktop Services
[] valume Activation Services
[] web Server (115}
[] Windows Deployment Services
[ Windows Server Update Services W

DME Server

- O X

DESTIMATIOM SERVER
WIM-147DOSTWOE]

Description

Domain Mame System (DNS) Server
provides name resolution for TCR/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DMS Server and Active Directory
Domain Services to work together.

< Previous | | Mext »

Bo Bcex ocTanbHbIx NyHKTax faem cornacue Ha yCTaHOBKY.

[Mocne 3aBepLueHnNst yCTaHOBKM CEPBMCOB BaM Hag0 NepeviTu K HacTpoike AoMeHa. [N 3TOro OTKPONTE MEHI0 yBeAOMMNEHUIA 1 BbibepuTe nyHKT "Promote

this server to a domain controller":




- I.,t:::} I I'A Manage Tools View H

| Post-deployment Configura... |

Configuration required for Active Directory Domain
Services at WIN-147DOSTVOET

Promote this server to @ domain controller

0 Feature remaoval
1
Removal succeeded on WIN-147D0S5TVAET

Remove Roles and Features

o Feature installation
]
Configuration required. Installation succeeded on
WIN-147DOSTVIET.

Add Roles and Features Hide

Task Details

Ha nepBowi Bknagke ykaxuTe onuuio Ans co3gaHus HOBOrO JOMEHa U yKaXuTe ero HasBaHue:



&= Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration

Select the deployment operation
Domain Controller Options

Additional Cptions

) Add a domain controller to an existing domain

] Add a new domain to an existing forest

Paths ® Add a new forest

Review Cptions _ o i _ _
Specify the domain information for this operation
Prereguisitas Cheack

— O >

TARGET SERVER
server

Root domain name: astradcumain.ad

More about deployment configurations

< Previous Mext =

Install Cancel

Beegute naponb cbpoca:




fe Active Directory Domain Services Configuration Wizard — a *

TARGET SERVER
Server

Domain Controller Options

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options

- . Forest functional level: Windows Server 20168 ~
DM5 Options
Additional Cptions Domain functional level: Windows Server 2016 -
Faths

Specify domain contreller capabilities

i +| Domain Name System (DNS) server

Prerequisites Check | Global Catalog (GC)
Read only demain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password
Password: sessnnee

Confirm password: TTITTTY

Meore about demain controller options

< Previous | | Mext » Install Cancel

Ha cne,u,y}ou.lelh BKIake OCTaBMsieM BCe KaK eCTb., T.K. HaW cepep cam sensietcs DNS cepeepom:



& Active Directory Domain Services Configuration Wizard — O >

DNS Optiong TARGET SERVER

SErver

| i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare *

Deployment Configuration _ ) _

i - Specify DNS delegation options
Domain Controller Options
Create DNS delegation

DNS Options

Additional Cptions
Paths
Review Options

Frereguisites Check

More about DNS delegation

< Previous | | Mext » Install

Ha cnepgytowmx Tpéx BKNaakax Takke oCTaBrsieM BCe Kak ecTb:



[ Active Directory Domain Services Cenfiguration Wizard

Additional Options

Deployment Configuration

— O >

TARGET SERVER
server

Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Cptions

DNS Options The MetBIOS domain name:

Additional Options
Paths

Review Cptions

Frerequisites Check

More about additional epticns

ASTRADOMAIN

< Previous | | Mext = Install Cancel




[ Active Directory Domain Services Configuration Wizard

Paths

Deployment Configuration

Specify the location of the AD DS database, log files, and SYSVOL

Diomiain Controller Options

~ ) Database folder: CAWindows\NTDS
DNS Opfions
Additional Options Log files folder: CAWindows\NTDS
SYSVOL folder: CAWindows\SYSVOL
Review Options
Prerequisites Check
More about Active Directory paths
< Previous | | Mext >

a >

TARGET SERVER
server

FIEIE]




fe Active Directory Domain Services Configuration Wizard

— O >
. . TARGET SERVER
Review Options e
Deployment Configuration Review your selections:
Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest. G
DNS Options The new domain name is "astradomain.ad”, This is also the name of the new forest.

Additional Options
Paths

Review Options Forest Functional Level: Windows Server 2016

The NetBIOS name of the domain: ASTRADOMAIN

Frerequisites Chack

Domain Functional Level: Windows Server 2016
Additional Opticns:

Global catalog: Yes

DMNS Server: Yes

Create DMS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

< Previous | | MNext > Install Cancel

Mepepn 3anyckom npouecca yCTaHOBKM O3HAaKOMUMCSI C yBeAoMIneHnsaMm 06 owwmnbkax.. M ecnn Heobxoammo, ycTpaHsieM BO3HUKLIME npobnembl. B Hawem
cryyae yBeAOMIIEHUS He SIBASIOTCS KPUTUYHBIMU:



iz Active Directory Domain Services Configuration Wizard — | x

I 1 c TARGET SERVER
i Prerequisites Check R
| & Al prerequisite checks passed successfully, Click ‘Install’ to begin installation. Show more x

Deployment Configuration . i . ) L :
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options|  computer

DMS Options Rerun prerequisites check
Additional Cptions
Baths @ View results
adapter, both IPv4 and 1Py static IP addresses should be assigned to both IPvd and
IPvE Properties of the physical network adapter. Such static IP address{es) assignment
Prerequisites Cheack should be done to all the physical network adapters for reliable Domain Mame System
(DMNS) operation.

1. Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DMNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DINS server in the parent zone to ensure reliable name resolution from outside the
domain "astradomain.ad". Otherwise, no action is required.

o Prerequisites Check Completed

a All prerequisite checks passed successfully. Click ‘Install' to begin installaticn.

Review Cplions

1 If you click Install, the server automatically reboots at the end of the promeotion operation.

More about prerequisites

< Previous Mext = Install | | Cancel

Mocne yctaHoBku Active Directory cepsep nepesarpyautcs. Ecnu HacTporika npoluna ycnewHo, To Hac NONpoCAT BOWTU B aKkayHT Ha 3TOT pa3
[OMEHHOro MNorb3oBaTens:



ASTRADOMAIN\Administrator
K

[loGaBneHune HOBbLIX MoNnb3oBaTenen:

OTKpoeM YTUNUTY ynpasrieHuUsA nonb3oBaTenaMu U KoMnbroTepamMmn JoMeHa:



- {,ﬁ.":} | r Manage  Tools

S

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers
ADSI Edit

Component Services
Computer Management
Defragment and Cptimize Drives
Disk Cleanup

DS

Event Viewer

Group Policy Management
iSC5l Inihiator

Local Security Policy
Microsoft Azure Services
QDBC Data Sources (32-bit)
QODBC Data Sources (64-bit)

Perfarmance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Security
Windows Memaory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

44 AM

[nsi ynobcTBa MOXHO co3daTh oTAenbHyo anppektoputo Domain Users, roe 6yaem co3gaBatbh AOMEHHbIX NOnb3oBaTenem:



: Active Directory Users and Computers

File Action View Help

o 2F 0Bk HE P auTE%

: Active Directory Users and Com
| Saved Cueries

~ 33 astradomain.ad
| Builtin
| Computers
3| Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

Mame Type Description

[ Builtin builtinDomain

] Computers Container Default container for up..,
:_ Dormain Con... Organizational... Default container for do...
= ForeignSecu... Container Default container for sec...
= Managed 5e... Container Default container for ma...
] Users Container Default container for up...

Delegate Control...

Find...

Change Domain...

Change Domain Controller...
Raise domain functional level...

Operations Masters...

Mew > Computer
All Tasks > Contact
Refresh .
Export List... InetOrgPerson
. msD5-5hadowPrincipal Container
View ’ mslmaging-P5Ps
Arrange lcons > MEMQ Queue Alias
Line up lcons Organizational Unit
Properties Printer
Help User

Shared Folder




Mew Object - Organizational Unit X

Createin:  astradomain.ad/

=
—
S|

Mame:

| Domain Uzers|

Protect container from accidental deletion

Cancel Help

,D.OGaBVIM HOBOIO NoJib30BaTena user:

: Active Directory Users and Computers

File Action View Help

oD H B HEITaETER

: Active Directory Users and Com || pame Type Description
| Saved Queries
v & astradomain.ad Delegate Control...
| Builtin o
- Computers OVE.
2| Domain Controllers Find...
_| ForeignSecurityPrincipals Mew 3 Computer
| Managed Service Accour
= U All Tasks ¥ Contact
| Users
2 | Domain Users Refrech Group
InetOrgPerson
i »
View msD5-ShadowPrincipalContainer
Arrange lcons * mslmaging-P5Ps
Line up lcons MSMC Cueue Alias
Properties Organizational Unit
Help Printer
User
Shared Folder




Mew Object - User

& Createin:  astradomain.ad/Domain Users

First name: |I1.rar1 | Initials: I:I

Last name: |I1.rar1m.r |

Full name: | lvan I.. lvanov |

User logon name:
|ad_used | | (@astradomain.ad V |

User logon name (pre-Windows 2000):
|ﬂ5TH.ﬁ.DDM.ﬁ.|N\ | |ad_user |

< Back Ned> | = Cancel

Mew Ohbject - User

& Createin:  astradomain.ad/Domain Lisers

Password: |-|||-||| |

Confirm password:

[ ] User must change password at next logon

[ ] User cannot change passwond

[]Password never expires:
[]Account is disabled

<Back || Ned> |  Cancel




Mew Object - User x

b

;_;.'l Create in:  astradomain.ad/Domain Users

When you click Finish, the following object will be created:

Full name: lvan |.. lvanov
User logon name: ad_user@astradomain.ad

The password never expires.

< Back Cancel

AHanornyHelM o6pasom fobaBbTe oCcTanbHbIX NOnb3oBaTenemn, KoTopble 4OMKHbI ObiTb B JOMEHE.

YcTaHoBKa uUeHTpa ceptudukaumm Active Directory:

YcTaHoBuTe ApanBepbl Ans paboTbl ¢ PyTokeHOM Ha cepBep. VX MOXHO nony4mTb TyT. [ocne 3Toro MoXHO NPUCTYNWUTL K HACTPOWKE LieHTpa
cepTudmKaLum 1 Bblgaun cepTudmrKaToB Ans nonb3oBaTtenen. ATo MOXHO CAenatb Nno AaHHOW MHCTPYKUMK. HacTpoliky aBTopm3aumm ¢ NOMOLLbIO
CepTUMdMKATOB MOXHO BOCTIPOU3BECTMN MO 3TON MHCTPYKLMN.

[Onsg nonb3oBaren Linux

[na ayTeHTUdMKaumm nonb3osaTtenei Yepes linux MawwmHbl. MoOMUMO TOKEHOB C KNtoyYamu 1 cepTUUKaToB Nonb3oBaTenen, Bam Takke Heobxoanmo
HanpaBWTb UM KOpHeBoM cepTudmkat YLI.

Ero moxHo nony4nTb 30eCb:


https://www.rutoken.ru/support/download/windows/
https://dev.rutoken.ru/pages/viewpage.action?pageId=57149225
https://dev.rutoken.ru/pages/viewpage.action?pageId=57149283

Manage Tools View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Certification Authority

Component Services

Computer Management
Defragment and Optimize Drives
Disk Cleanup

DN5

Event Viewer

Group Policy Management

fﬁ?‘ Certification Autherity (Local) Request |D Requester Name Binary Certificate Certificate Template Serial Mumber

v @l astradomain-SERVER-CA 52 ASTRADOMAINY,.. ----- BEGIN CERTI... Administrator (Admi... 79000000029d9...
—| Revoked Certificates 53 ASTRADOMAINY... - BEGIN CERTI.. Enrollment Agent (E...  79000000033fa...
| lssued Centificates El4 ASTRADOMAINY,.. ----- BEGIN CERTI... Rutoken User (1.3.6.1... 790000000448c...

| Pending Requests
| Failed Requests

Lt AT WS BEGIN CERTI..  Rutoken User (1.3.6.1...  79000000051743...




p  Certificate

General Details Certification Path

Certification path

astradomain-SERVER-CA

Certificate status:

View Certificate

iz certificate is Ok,




n | Certificate >
General Details  Certification Path
Show: | <All= o
Field Value &
D'I.l'ersi-:un V3
DSeriaI number 495503225502 12ac4c2b 20298, .
DSignab_lrE algorithm sha25aRSA
DSignab_lrE hash algorithm sha25a
Blssuer astradomain-SERVER-CA, astr...
Dll'alid from Tuesday, July 7, 2020 3:15:2...
Dvalid to Maonday, July 7, 2025 3:25:21...
=] 2 ihiart aetradnmain SFRUER ~A actr e
Edit Properties... | Copy to File... |

HacTpouka knueHTa Linux

HacTporka nogknoveHust K JOMeHY
Astra Linux Smolensk

Onsa Astra Linux Smolensk 4Tobbl NOAKNOYMTLCSA K AOMEHY (He HacTpamBasi AByX(aKTOPHYI0 ayTeHTUMMKaLMIO), MOXXHO BOCMOMNb30BaTbLCA CrneaytoLen
MNHCTPYKLMEN.

Ecnu Bo Bpems BbINOMHEHWSI MHCTPYKLUMK NaHenb "HacTpoiiku knueHTa Active Directory" He 6yaeT 3anyckaTbCsl, TO BBEAUTE B KOMAHAHOW CTPOKe
crieayoLLyto KoMaHay:

poctyn k X11 ans root

xhost +SI: 1 ocal user: root

OHa npeaocTaBuT Nonb3oBaTento root 4OCTYN K rpaduyeckoMy MHTepdeiicy cpeabl.

B nepByto ouepeab HaCTPOUM MOAKIIOYEHNE K JOMEHY. OTO MOXHO caenaTb C NOMOLLbI0 CreAytoLEen NocnefoBaTeNIbHOCTU KOMaHL:


https://wiki.astralinux.ru/pages/viewpage.action?pageId=27361515
https://wiki.astralinux.ru/pages/viewpage.action?pageId=27361515

Hactpoiika DNS

HUBAAL AL EH LB RHH LR ARG L R P AR RS L BB L R R ARG
HHHHHHHH HHAHHHHHHH ]

# astradomai n.ad client
sudo hostnanect!| set-hostnane client.astradonain. ad

#

B
#H## . DNS  ###
HUBHHHHHHHFHHRBHHHHHHH BB BB RRHHAHHH BB R RRRHHH SRR R R
# .

CON_NAME=" 1"

# o,

I NT_NAME=" et h0"

# dns

DNS_SERVER | P=10. 0. 2. 37
#

sudo nntli con down "$CON_NAME"

# - $INT_NAME
sudo nntli con npbd "$CON_NAVE" connection.interface-nane $I NT_NAVE

# DNS - DNS_SERVER IP 1P- DNS DNS. DNS Freel PA.

sudo nntli con nod "$CON_NAME" ipv4.dns "$DNS_SERVER | P 8. 8. 8. 8"
sudo nntli con nod "$CON_NAVE' i pv4.ignore-auto-dns yes

#
sudo nntli con up "$CON_NAME"

#
pi ng server. astradomai n. ad

HHHHHHHHH ] HIHHHHHH AR

HUHHHHHHHH
# yum

sudo yuminstall -y real nd PackageKit

# apt - get

sudo apt-get install -y real nd packagekit

#
real m di scover astradonain. ad

#

# required- package: pkgl
# required- package: pkg2
# required-package: pkg3
# ...

#

# yum

sudo yuminstall -y pkgl pkg2 pkg3 ...

# apt - get

sudo apt-get install -y pkgl pkg2 pkg3 ...

B

TR T R R
# C

# user .

sudo real mjoin astradonain.ad --user=user

# kr b5-wor kst ati on



# yum

sudo yuminstall -y krb5-workstation
# apt - get
sudo apt-get install -y krb5-user

# At linux
sudo apt-get install -y krb5-workstation

# user, ,
ki nit user @GASTRADOVAI N. AD

#

kli st

#

kdestr oy

HacTpouka aBToMaTtn4eckoro co3gaHna JoMallHen gnpekTopum

Koraa AOMeHHbIN nosb3oBaTenb ayTEHTUMULMPYETCS B cUCTEME HEOBXOAMMO YTOGbI ANt HEro aBTOMaTUYECKW CO3aBancs JOMaLLHWIA kaTarnor.
3TO MOXHO cAenatb B HacTponkax pam. [ina atoro B dhavine

letc/pam.d/common-session Ans cuctem ocHoBaHHbIX Ha Debian

letc/pam.d/system-auth ans cuctem ocHoBaHHbIX Ha Red Hat

letc/pam.d/system-auth-sss-only ans nons3osatenei Alt linux

akTnevpyem mogynb pam_mkhomedir.so, nocne pam_sss.so. Cogepxumoe cavina 6yaeTt BbirnsaeTs cnegytoliem obpasom:

HacTpoiika aBTOMaTM4ecKkoro co3gaHus katanora

session optional pamsss.so
session requi red pam nkhonedir.so skel =/etc/skel/ umask=0022

lMpoBepka ayTeHTUdUKaLMM NOA Nofnb3oBaTtenieM B goMmeHe 6e3 PyTokeHa

Ecnu B JomMeHe ecTb Nonb3oBaTenb USer, Nof KOTOPbIM MOXHO ayTeHTUULMPOBaTbCA 6e3 CMapT-KapTbl, TO MOXHO NPOBEPUTL NPeablayLLYyH HaACTPONKY
ayTeHTUMLMPYsICb Nog HUM. [Insi HaYana MoxHO nonpo6oBaTh ayTeHTUULMPOBATLCSA YePE3 KOMaHOHYIO CTPOKY:

HacTpoiika aBToMaTM4ecKkoro co3gaHust katanora

su user @st radonai n. ad

[lolol@redosclie home]$ su userl@astradomain.ad

Maponb:

[userl@astradomain.ad@redosclie home]$ klist

Ticket cache: KEYRING:persistent:19687601108:krb ccache wXFsUEB
Default principal: userl@ASTRADOMAIN.AD

Valid starting Expires Service principal

08.07.2020 10:87:21 ©8.07.2020 20:07:21 krbtgt/ASTRADOMAIN.AD@ASTRADOMAIN.AD
renew until 15.87.2820 10:87:21

[userl@astradomain.ad@redosclie home]$ I




HaCTpOIZKa KnneHTa ansa ayTeHTVI(bVIKaLI,MM B AOMEHE C NOMOLLbIO PyTOKeHa

YnpolyeHHast HacTponka

[ns yNpoLLeHHOM HAaCTPOIK MOXHO BOCMOMNb30BaTLCS YTURNTON AN paBoTbl ¢ TokeHamu. OnucaHne YnpoLLEeHHOW HAaCTPOMKN MOXHO NpoYmuTaTh TyT.

Py4yHas HacTpoiika

YcTraHoBKa Heo6XoaMMbIX NakeToB Ans pabory:

YcraHoBka libnss3-tools

# yum

sudo yuminstall -y nss-tools opensc krb5-pkinit

# apt - get

sudo apt-get install -y libnss3-tools opensc krb5-pkinit

[Ina py4HOI HacTpoVikK Takke NoTpebyeTcs yctaHoBUTL G1MBnnoTeky librtpkes11ecp. Ee MoxkHO nonyynTb TyT. YCTaHOBUM AaHHYO GUBnNnoTeky.

YcraHoBka 6ubnuoreku pkcs11

# red hat

sudo rpm-i |librtpkcsllecp-2.0.5.1-1.x86_64.rpm
# Debi an

sudo dpkg -i librtpkcsllecp-2.0.5.1-1.x86_64.deb

Ho6asneHne kopHeBOro ceptucukara u ceptucmkaToB TokeHa B BJ]

WHuunanusupyem BI:

YcraHoBka libnss3-tools

nkdir /etc/pki/nssdb
sudo certutil -N -d /etc/pki/nssdb --enpty-password

[ob6asneHune kopHeBoro ceptudukaTa B B[:

YcraHoBka libnss3-tools

sudo certutil -d /etc/pki/nssdb -A -n ' CA-ROOT-CERT' -t CT,CT,CT -a -i /path/to/ca_cert.pem

[ob6asneHue ceptudmkaTos ¢ PyTokeHa:

[loGaBneHue cepTucmkaToB ¢ PyTokeHa

sudo nodutil -dbdir /etc/pki/nssdb -add "Rutoken PKCS11" -libfile Iibrtpkcsllecp.so


https://dev.rutoken.ru/pages/viewpage.action?pageId=72450702
https://www.rutoken.ru/support/download/pkcs/

MpoBepky Toro, 4To cepTudmKaThl Ao6aBUnUcs B B MOXHO OCYLLECTBUTL C MOMOLLI0 KOMaHAbI

[o6aenexue ceptudukaTos ¢ PyTokeHa

# pcscd
sudo systenctl restart pcscd

#
sudo certutil -L -d /etc/pki/nssdb -h all

[lolol@redosclie ~]% sudo certutil -L -d /etc/pki/nssdb -h all

Certificate Nickname Trust Attributes
S5L,5/MIME, JAR/XPI

Enter Password or Pin for "Rutoken ECP <no label=":

CA-ROOT-CERT CT,C,C
Rutoken ECP <no label=:te-RutokenUser-06679Te7-7542-4d4d-8973-T4a412b09c9d E u,u,u

[lolol@redosclie ~]%

Hacrtpoiika SSSD

[ns Toro, 4tobbl ayTEHTUMDMKALMSA KOPPEKTHO paboTana Ha nok ckpuHe. B HacTpoiikax sssd Hy)KHO yka3aTb Ha3BaHUe cepBuca, UCMOoSb3YIOLLLErocsi npu
ayTeHTUMKaLMmM Yepes Nok CKpUH, YTobbl caenaThb ero AoBepeHHbIM. Y Kaxaoin rpaduyeckoint 06onoykv cBoe Ha3BaHWe AaHHOro cepBuca. Y3HaTb
Ha3BaHwue BaLLel rpadm4eckort 060MOYKN MOXHO C MOMOLLbIO KOMaHAbI:

HassaHue rpacpuyeckoit o6o5noqkm

echo $XDG_CURRENT DESKTOP

BoT cnucok cooTBeTCTBUIA Ha3BaHWI rpacduyeckux 06ornoYek n cepemca, UCNOMb3yemMoro 1ok CKPMHOM. [JaHHbIN CNNCOK He SIBNSETCS NOSHbIM.

MATE — mate-screensaver
X-Cinnamon — cinnamon-screensaver
fly — <OrcytctBYeT>

KDE — kde

GNOME — xdg-screensaver

CkoHdpurypmpyem SSSD. insa atoro otpeaaktupyem daiin /etc/sssd/sssd,conf. OH fomkeH BbIrnsaaeTb NPUMEPHO CrieayoLmMm obpasom:




letc/sssd/sssd.conf

[ sssd]

domai ns = astradonuin. ad
config_file_version = 2
services = nss, pam

[ domai n/ ast r adomai n. ad]

ad_domai n = astradonai n. ad

kr b5_real m = ASTRADOVAI N. AD

real md_t ags = manages-system j oi ned-w t h- sanba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
defaul t _shell = /bin/bash

| dap_i d_nappi ng = True

fall back_honedir = /hone/ Yu@d
access_provider = ad

#
use_fully_qualified_nanes = Fal se

# Astra Linux

ad_gpo_access_control = permnissive
# -

[ pan

pamcert_auth = True

#oo, . ,

pam pll_al | owed_services = +<servi ce_nanme>

MepesanycTtum cepsuc SSSD

nepesanyck cepsuca sssd

sudo systenctl restart sssd

Hacrtpoiika Kerberos
Cxkonupyem kopHeBoW cepTudukat B avpektoputo /etc/pkiftis/certs/.
KonupoBaHue kopHeBoro ceptudmkara

sudo cp /path/to/ca_cert.pem/etc/pki/tls/certs/
# letc/pki/tls/certs/
sudo chnod 777 /etc/pki/tls/certs/

[nsa HacTpoiikm Kerberos namenum cogepxumoe daiina /etc/krb5.conf. Cekums [libdefaults] nomkHa cogepxaTb cnegytolee:



letc/krb5.conf

[1ibdefaults]

# . pem

pkinit_anchors = DIR /etc/pki/tls/certs/
# KDC

pki ni t _kdc_host name = server. astradonain. ad
# EKU

pki ni t _eku_checki ng = kpServer Aut h
def aul t _ccache_nanme = KEYRI NG per si st ent : % ui d}

def aul t _real m = ASTRADOVAI N. AD
pkinit_identities = PKCS11:Iibrtpkcsllecp.so

# AD
canoni cal i ze = True

MpoBepka HACTPOWKM C MOMOLLBIO MOSyYEHUS TUKETA Arsi MONb30BaTENs USer, KOTopbIi ayTeHTuduumMpyeTcs no PyTokeHy

nony4yeHuve TukeTa A5 nonb3oBaTens user

#

ki nit user
#

kl'i st

#

kdest r oy

[lolol@redosclie ~]% kinit user

Futoken ECP =no label> PIN:
[lolol@redosclie ~]1% klist

Ticket cache: KEYRING:persistent:1000:1000
Default principal: user@ASTRADOMAIN.AD

Malid starting Expires Service principal

B8.07.2020 11:12:20 08.07.2020 21:12:20 krbtgt/ASTRADOMAIN.ADBASTRADOMAIN.AD
renew until 15.07.2020 11:12:17

[lolol@redosclie ~]% kdestroy

MonbiTka ayTeHTUdMKaLMK Mo cMapT-KapTe

MonpoGyiiTe ayTeHTUMLMPOBATLCS NO4 LJOMEHHbBIM MONb30BaTENEM USEr M0 CMapT-kapTe B CUCTEME:

AyTeHTUMUKaLms nonb3osatens user

Su user

[lolol@redosclie ~]1% su user
PIN for Rutoken ECP =no label=
[user@redosclie lololl%



Ecnu ayTeHTUMKaLMs He NpoLusia yCneLwHo, To NonpobyiTe U3MEHWUTL KOHGUIypaLmMio pam MoAyneil, UHaye MOXeTe NPOoNnyCTUTb AaHHY0 YacTb

HacTtpoiika pam moayneit

Onsa ayTeHTVICbVIKaLWIVI nonb3oBaTtena B CUCTEME C NOMOLLbK CMapT-KapThbl HeOGXOﬂVIMO N3MEHUTb COAEepXMMOoe pam Mo,qyne|7|

[nsa cuctem ocHoBaHHbIX Ha Debian

daiin /etc/pam.d/common-auth fomxeH cogepxaTb cneayoLme CTPOKU:

HacTpoiika aBToMaTm4eckoro cosgaHus katanora

auth [success=2 defaul t=i gnore] pam sss.so forward_pass
auth [success=1 defaul t=ignore] pam.unix.so try_first_pass null ok_secure

[na cuctem ocHoBaHHbIX Ha Red Hat

daiin letc/pam.d/system-auth fonxeH copepxatb cneayoLme CTPOKK:

HacTpoiika aBTOMaTU4eckoro cosgaHus kararora

aut h [defaul t=1 ignore=i gnore success=ok] pam | ocal user. so

auth sufficient pam uni x. so nullok try_first_pass
aut h requisite pam succeed_i f.so uid >= 1000 qui et_success
aut h suf ficient pam sss. so forward_pass

AyTeHT(dUKaLVWA Yepes rputep

MpoBepbTe ayTeHTUDUKaLMIO Yepes rpuTep Yepes MoK CKPUH.



user uu, user

PIN for Rutoken ECP <no label>

OTtmeHa Faz6nokupoeaTe

OCMYPOM




LUSEr uu. user

[ina nonb3oBaTtenein Astra Linux npeanoxexue Beoga NH-koaa He otobpaxaeTcs. B none BBoga napons npocto Beeaute MNH-koa ot PyTokeHa:



KommbroTep smolensk.astradomain.ad
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