3.1.3.1. YcraHoBKa 1 HacTpoiika Cnyx6 ceptucpukaumm

Pasgen conepXuT MHCTPYKLMIO MO ycTaHoBKe U HacTpolike Cryx6 ceptudumkaumm B onepaumoHHoin cucteme Windows Server 2019.

[ins HacTpoNkn HeOHX0AUM KOMMbIOTEP C YyCTaHOBIIEHHOW onepauvoHHol cuctemon Windows 2019 Server Rus v gpaitBepaMu PyTokeH, a Taioke gMCTpuby
THB aT0i OC.

Bce onucaHHble fAanee AeicTBUsi NPOVU3BOAATCS C NpaBaMu afMUHUCTPaTopa CUCTEMBI.
B kavecTBe npumepa ncnonb3yeTcs yyeTHas 3anuce Administrator.

OTanbl ycTaHOBKM M HacTponku Cnyx6 cepTudukaumm:

1 atan: YctaHoBka Cnyx6 ceptudukaumm.

2 aran: [lo6aBneHue wabnoHos cepTudukatos B LieHTp CepTudmkaumm.

3 aran: Boinucka cepTucmkatoB nonb3osatento Administrator n 06bl4HBIM NONb30BATENSIM C MOMOLLIbIO MMC-KOHCONN.

YctaHoBka Cny6 cepTudumkaymnm

[ns yctaHoBku Cnyx6 ceptudukaumm:

1. OtkponTte [lucnetdiep cepBepos.
2. LLenkHWTe No Ha3BaHUIO NyHKTa MeHI0 YNpaBneHue v Bbioepute nyHKT Jo6aBuTb ponu u KOMMOHEHTHI.

f& Ancnetuep cepeepos s [m} *
aHeNnkb O p pen Bug pa
JoBaENTh PONK W KOMMOHEHTBI
¥aanuTh ponu ¥ KOMMNOHEHTEI
AL i Bac npuBeTcTBYET gUCNeTUEp CepBEEpO

Jobaenenne cepeepos

B JlokansHuiii cepsep I [ Cosganme rpynnsl CEpEEpOE

ii Bce cepeephl =

o H a {__Tp CeolicTea AMCNETHEDa CEPEEpPOB

Igl ADDS

g‘% DNS BricTpriii 3anyck

H§ Oaiinossie cryx6el v cn... b 2 [10BaBUTL POAK WM KOMMNOHEHTbI

]

[0o6aBuTb Apyrve cepBepsl A8 yT|

Uro Hoeoro A

Co3paaTb rpynny cepBepoB

{1

MoAKFUMTE 3TOT cepBep K obnau

Moapobnee




3. B okHe Macrep nobaBneHus ponei n KOMNOHEHTOB 03HAKOMbTECH C MHGOPMaLMeEN U HaxMuTe [lanee.

- [m] *

[z Mactep jobasneHns poneil n KOMMNOHEHTOB

KOHEYHsIN CEPSER

[le pej Ha4alaom pa BoThI WIN-155CABOTSFD test local
Hauanom paboTsl 3TOT MacTep NOMOXET EaM YCTAHOBMTE POAK, cn{'xﬁu PONEA WK KOMNOHEHTSI. Onpep.?znme, uTo
HY?KHO YCTAHOEMWTS, Ha OCHOEaHWM NoTpefiHocTel cBoell opraHMzaLMy, Takux Kak obuwil gocTyn k
Hn S AOKYMEHTEM MW pasMelleHne seb-caiTa,

Brifop cepespa =
Yrobkl yaanmTe ponw, cnyxSsl ponelil MK KOMMNOHEHTLL

Ban),.'cm'rh MacTep yaaneHuAa pD."Eﬁ W KOMMOHEHTOE

Mpexae Yem Bbl NpogonxuTe, yEeanTecs, YT BuINOAHEHE! CAEAYHOWLME 33434M:

* YueTHanA sanwck agMyMHUCTPATOPE SAlMWEHS HAAEKHEIM Naponem
* HacTpoeskl CETEBBIE NapaMeTpLl, TAKWE Kak cTaTwyeckne IP-agpeca
* YcraHosneHsl Hoeelwme obHoBneHua besonacHocTw uz Llewtpa obHosnernns Windows

Ecnn sam TpebyeTca npoBepuTe, BEINOAHEHSE! AW Kakue-nubBo npegecTeywume Heobxogumele
YCNOBMA, 3aKPOATE MACTEp, BLINOAHNTE HEODXOANMBIE WA 1 3aNYCTUTE MacTep CHOBA.

Urobu npogomxuts, HaxmuTe kHonky “lanee”.

[ Nponyckats sty cTpanmuy no yMmonuatio

4. YcraHoBUTE nepekntoyaTens B NooXeHWe YCTaHOBKa POSier U KOMMOHEHTOB 1 HaxkmuTe [lanee.

[z MacTep AoBaeneHna ponei U KOMNOHEHTOE — O *

KOHEYHEIA CEPSED

Bb|6@p TUMa YCTaHOBKU WIN-155CABOTIFD restlocs!

Brifepute TMN ycranosku, Bol MOMXETE YCTAHOEWTE PONKM W KOMNOHEHTH Ha patoTatowen Gusndeckom

uanom padaorel N
KOMNBIOTEPE, Ha BUPTYANbHOM MALWWHE MAKM H3 SETOHOMHOM BAPTYaNEHOM MECTKOM ANCKE [V" D)

'!" Yeranoeka poneﬁ WA KOMNOHEHTOB 1

Hactpoiite ognH cepeep nyTem gobasnenua ponel, cnyb poneil U KOMNOHEHTOE,

O Yo cyxb ya, pa CTONoE
YerarnosvTe cnyxGel poneid ana wHbpacTpyKTypel BUpTyansHelx pabounx cronce (VDI), utobui
CO3AaTh PASEEPTRIEAHNE HE OCHOEE BMDTYaNbHbIX KOMMBITEDOE WM CEAHCOE.

| < Hazag || Janee > |2 Ye

5. YcTaHOoBUTe NepekntoyaTens B nonoxeHue Boibepute cepsep U3 nMyna cepBepoB.
6. B tabnuue Myn cepBepoB LLEeNKHATE NO MMEHN HEOBXOAMMOro cepBepa.



7. Haxmvute Oanee.

= MacTep aoBaeneHna poneil 1 KOMNOHEHTOR = [m] *
- KOHE4H:IM CEPEER
Bb|60p LieneBoro cepsepa WIN-155CAZ0TORD test local
Mepen HauanoM paboTs! BuiGepute cepeep WA BMPTYaNnbHBIA XECTKMIA JWCK, Ha KOTOPOM BYAYT YCTaHOBNEHEI POAM W
KOMMOHEHTRI.

TunN YCTZHOBKM

|

) BribepuTe BMPTYaNEHBIA xecTknil ance
Poawn cepeepa

KOMMOHEHTS MMyn cepeepoe

) BribepuTe cepeep U3 Myna cepeepos I 5

DuneTp: |

Wmn IP-agpec OnepauyuonHan cucTema

WIN-155CABOT9FD test.... 172.16.17.175 MaiikpocodT Windows Server 6 Datacenter

Haiigero komneotepos: 1

Ha 37oii cTparuye nokasanel cepeepnl nog ynpasnennem Windows Server 2012 wan Bonee Hosoro
Ebinycka Windows Server, koTopele Bolnn AoBasneHsl C NOMOoLLBH KoMaHgesl "{lobasuTe cepeepel” &
AMCMETHEpE Cepeepos. He BLIBOAATCS AaBTOHOMHBIE CEpEEpH M A0BABNEHHBIE HOBLIE (EPEEPLI, AaHHbIE
€ KOTOpLIX NOKa MOAHOCTBIO HE NOAY4EHbL.

| < Hazag || Nanee > I? YcTaHoBMTE

8. YcraHosute dnaxok Crnyx6bl ceptudukaton Active Directory.

&= MacTep goBaBNeHnA poneid U KOMNOHEHTOE = [ X
o KOHEHHSIA CEPZED
Bbl@Op poJien cepeepa WIN-155CAZOTORD t=st local
Mepea Hauanom paborsl Buifiepute oaHy v HECKONBKD PONEA ANA YCTAHOEKW Ha 3TOM CEPEEpE.
THM YCT2HOBKN Posn Onucarne
BbIf0 =pa | Hyper-v “a|  Coykben ceprudmkatos Active
[] Amrecraums paborocnocoBHocTu ycTpolicTs Directory (AD CS) npegHasHaqers!
O Beb-cepsep (11S) ANA CO3A3HMA UEHTPOE
KomnoHeHT +| Nomennbie cnyxGul Active Directory (Ycranosnenc CEPTM(OMKALIMM 1 CER3EHHRIX CIyxG
[] Pewwum Windows Server Essentials PONEH, KOTOpLIE NO3EONALOT
[] Ceresoii koktponnep BLIA3EATE CEPTUHNKATE ANA
[] Caywba onexyna yzna PasAMUHEIX NPUAOHKEHWA 1
[ CayxBui Active Directory ofneruernoro goctyna k YNPEEAATE TAKMMK CEPTUDNKATAMM,

[1 CayxBsi MultiPoint

[1 Cayx6u Windows Server Update Services

[] Caysfsi axrusaumm KopnopaTueHsIx AMLEH3Ni
[] Cayx6si nesaru v goxymeHTos

L] Cry6e ynanenreix paboumx cronos

[ Cnyx@sl ynpasnequa npasamu Active Directory
[] CayxBui hegepaumn Active Directory

[ Yaaneneii AocTyn

< Hazag || fanee » | YcraHoBUTE




9. B nosiBuBLIEMCS OKHE HaxxmuTe [l06aBUTL KOMMOHEHTLI. B peaynbTaTe dhnaok oTo6pasntcs psaom ¢ HassaHeM BbiGpaHHO ponu cepsepa.

- i
e MacTep goBaenenna ponell W KOMNOHEHTCE >

Jo63aBnTb KOMMNOHEHTLI, HeobXoaumMble Ana Cnyx6ol
ceptudmkatos Active Directory?

JlnA yNpaeneHWA 3TMM KOMNOHEHTOM TReByIoTCA CReqyow e
cpepacTea. OAHAKD WX HE HY#HO YCTaHaBAMEATE HA3 OAHOM W TOM e
CEpEEpE.

4 CpepcTea YAANEHHOTO afMMHWCTPWPOBSHWA CEpEEpa
4 CpepcTea afMMHUCTPMPOEaHKMA ponei
4 Cpeacrea cayxb ceptudukaumn Active Directory
[Cpeactsa] CpeacTsa yNpasneHua LWeHTpa cepTrduial |

< >

BrarouuTh CpeacTEa YNpasaeHUA (2ChK NMPUMEHMO)

JoBaENTE KOMNOHEHTSI Otmena
10. Haxmute Oanee.
11. B okHe ans Bbibopa koMNoHeHTOB HaxmuTe [anee.
[ MacTep aoBaeneHnA poneid n KoMNOHEHTOE = | X

KOHEYH=IA CEPZER
WIN-155CAS0OTOFD test.local

Bbi6op koMnoHeHTOoB

Mepeg Hauanom pabors BribepuTe 04MH WAK HECKONBKO KOMNOHEHTOS AR YCTAHOEKM H3 3TOM CepEepe.

TN YCTaHOBKM
Boifop cepEepa I
Ponw cepeepa

KOMMOHEHTE

CnywBa CepTMgUEaLIMN A... !

CnyxObl poneit

MoaTeepx AcHHE

Komnonente!

| Cnyxba SNMP

] Cnyx6a Windows Search

[] Cayxba akweaumm npoueccos Windows

] Cayxfa GecnposoaHoii nokansHoii cetn

] Coegunrurens MultiPoint

[ CpeacTea 3aumTel BUPTYaNsHOM MAWMHLI 418 yIp
O Cpeactea murpaumu Windows Server

[W] CpeacTea yAANEHHOTO AAMMHACTPAPOEAHUA CEPEE
] Cpeacteo npocmotpa XPS

[] CraHpapTvsMpoBaHHOE YNIPEEASHUE XPEHUIMLLEM
] YaanenHoe pasHocTHoe cxatue

] YaanenHeii nomowHmk

| ¥npaeneHune rpynnosoi noauTHKoi (YcTaHoBASHE
[] ®unetp Windows TIFF IFilter

[] ®onosas uxtennextyansHan cnywba nepeaaun (Bl
Wfc, £
[m] Dymxun NET Framework 4.6 (YctanoeneHo 2 w3 |
| Oyrkumm JawutHuka Windows (Ycranosaeno)

] Wudposanue aucka Bitlocker

Onucanue

.MET Framework 3.5 couetaer
MowHue sosmoxHocmm APLNET
Framework 2.0 ¢ HoBbIMK
TEXHONOTHAMM TR COZAAHWA
MPMAGHKEHWIA C NPUENEKATENLHBIM
NONb30EATENBCKAM MHTEpdEicoM,
KOTOPBIE 3AUALLEHT THHHYH
MHDOPMELIMIO NoNb3oBEaTENe,
obecneumnsatoT SGHEKTUBHYIO 1
6E30NACHYI0 NEPEAAYY AEHHEIX, 3
TAKKE NOIECNAKT MOAENMPOBATh
CamMble pasaMuHEIE BusHec-
Mpouecchl.

< Hasan || DNanee > I




12. O3HakoMbTechb C uHdopmaumen n HaxvuTe fanee.

13.

= MacTep goBaeneHna poneil u KOMNOHEHTOE = [m] X
Cnyx6bl ceptndukaros Active Directory WN-1SECABOTER e o

Caywbol cepTrdukaumn Active Directory (AD CS) npegocrasnaiot nudpacTpykrypy cepTudukaumm 4na
ofecneqdeHns patioTsl 3alMLLEHHBX GECNPOBOAHBIX CETEN, BUPTYaNbHBIX YaCTHEIX CETell, GesonacHoCTH
SHOBKKM nportokona IP (IPSec), sawwmme goctyna k cetn (NAP), wndposantoi dalinosoi cucremsr (EFS) u sxoga ©

Meped Hauanom padotel

THT ¥

Bb:E‘Up cepeepa WCNONb30BEAHWEM CMapT-KapT.
Ponwm cepeepa Ha uTo 0BpatiTs EHUMaHWE:
KomnoHeHTE * lNMocne ycraHoskK LenTpa cepdmkauni (LIC) Henbss namMennTe MMA 1 NapaMETpEl AOMEHS ABHHOTD

KOMMbtoTepa. ECK BBl XOTUTE M3MEHWMTE MMA 3TOTO KOMMNBIOTEPE, NPUCOSAMHUTE €10 K JOMEHY MK
NOELICHTE AC KOHTPOANEPa AOMEH, CAenaliTe 3To nepeg yeranoekoi UC. JonoanuTensHoie
CiyBel ponei CEEASHWA CM. B PA3AENE, NOCEAWEHHOM WMEHOESHUH LEHTPOE CEPTUOMKALIMM.

MNoaTeepxacHUS

| < Hazag || Danee > I Yeranoeuts

YcTtaHoBuTe cpraxok LieHTp ceptudmkaumm n HaxvuTe [lanee.

[ Mactep goBaBneHns poneil U KOMNOHEHTOE = [m| X
— KOHEYH=IA CEPSER
Bbl 60p chn y>'|<6 poJsien WIN-155CAZ0TER D tsstIocal

Nepan Hauanom paboTsl Bribepure cnyxbel poneii gna ycranosku ana Caywxbel ceptudukatos Active Directory.

Chaymbel ponei Onucanme
Buibop cepeepa 1 IFillLienTp ceprudomaunviil Uenrp cepruduratium (LIC) exigaer
FoaM cepEena [] Beb-cayx6a nonuTHK pErMcTpaLmm CepTUHKaTOE CEPTMOMKATEL U yNPAEAAET MMM,
g O Beb-cnyxBa pervcTpaLm cepTbIKaTos Heckonbko LUC moxto obbegninte
~OM e [ Ceresoii omaerumk E MHPaCTPYKTYpY OTKPBITRIX
CnyxBa cepTUdMkaLian A. . [[] CnyxBa perncrpaumm & ueHTPE CepTUOMKALMN Yepes KARHE.

[] CnywBa pernctpaumm Ha ceTessix ycTpolicTeax

MoaTeep#acHne

< Haszag || Hanee > |2 YcranoenTs




14. YTo6bl 3anycTUTb NPOLECC YCTAHOBKN HAXXMUTE YCTaHOBUTD.

Y MacTep goBaeneHna poneil 1 KOMNOHEHTOE = [m] =
MoATBEPX AEHWE YCTAHOBKA KOMMOHEHTOR i

Yrobbl YCTAHOEWTE Ha BEIGPAHHOM CEPEEPE CNEAYHILIME PO, CTYXG6I PONEH A KOMNOHEHTI,

1l HaYanom paﬁﬂ_bl : i
HEXMHATE KHONKY YeTanosuTE",

SHOBKM

=3 [] Astomatvueckuii nepesanyck konedHoro cepaepa, ecu Tpebyetca
Brifop cepEEpa
e Ha s71oif crpatuye MoryT BeiTe oTobpameHs! JONOAHUTENEHEIE KOMNOHEHTs! (HanpUMep, cpeacTsa
, =02

DI EEpBEp S AAMWHWCTPMPOBAHWA), TaK Kak oHW Gbinn sbibparbl asToMaTnyecky. ECim 80l He xoTwTe yCTanasnueats

 OMIMOHEHTE 3TH ACMOAHUTENEHBIE KOMMOHEHTRI, HaXMKUTE kHonky “Hasag", yrobel CHATE WX daaskKM,

CryxBa cepTubHKaLmm A, ) i
Cayxbel ceptudukaros Active Directory

A

CyxBesl poneh Llerrp cepruduxaryn
MogTeEpX AeHMe c
PEACTES YAANEHHOIO 4MUHUCTPUPOBaHKA CEPEEPa

CpeacTea agMUHWCTPUPOBAHUA ponei
Cpeactea oy cepruduraumn Active Directory

CpeacTEa yNpasNeHUa LEHTPA CEpTUdMKALMN

JKCNOPT NAPaMETPOE KOHDUIYpaLMu
¥kasaTe anbTEPHATMEHEIA MCXOAHEIA MyTh

DNanee > IYCraHDBmhI | Omumena

15. JoxauTech 3aBepLUeHUs NpoLiecca YCTaHOBKM 1 HaxMuTe 3aKpbITb.

[ MacTep aoBagneHus poneii 1 KOMNOHEHTOR - O X
KOHEYHSIA CEPSER
X O YyCTaHOBKM WIN-155CAS0TSFD restlocal

MpocMoTp XoAa YCTaHOBKKM

o VCTEHOEKE KOMMOHEHTE

ABOTOFD.test.local.

Tpebyertca HacTpoika, Ycraroska seinoaqena na WIN-15

Cny#bel ceptudmkaros Active Directory
Urobei HacTpouTe caywbel cepTudmnkatos Active Directory Ha koHeuHom cepeepe, TpebyroTca
AONOAHNTENBHBIE AEHCTENS,

HacrpouTe cayxBu cepudukaros Active Directory Ha koHeuHom cepeepe

LenTp ceprndmrarinm

Cpencrea yaa. CET! pup pBep
CpeacTBa aAMUHMCTPMPOBAHKA ponei
Cpencrea cnywb ceprdwmiaumn Active Directory
Cpeactea ynp ueHTpa ceptidg MK

3TOT MACTEP MOXHO 33KPhITh, HE NPEPLIEAA EEINONHAKLWMECA 33434y, Habnrogakte 3a xogom
EBINONHEHWA 334344 MM OTKPOWTE 3Ty CTPaHULY CHOB3, EbIDPAE Ha NAHENM KOMEHA MyHKT
"VeegomneHur", a zatem "Cesgenna o sagaue”,

SKCNopT NapaMeTpos KoHGUIypaumm

< Hazag lanee > - Otmexa

16. B neBoWi yacTu okHa [jucneTyep cepBepoB LUeNkHWTE No Ha3BaHuto nyHkTa Chyx6bl cepTudmkaumm Active Directory.
17. WenkHnTe no BocknuUaTenbHOMY 3HaKy.




18. LWenkHute no ccbinke HacTpoutb crnyxbbl cepTucukaros Active Directory.

& Oucnetuep cepeepoe

| Kondurypauna nocne paseepTuiBaHMA

I8 Manens MoHUTOPK

3AIAIM ~

CnyxBel cepTuduratoes Active Directory —

JNokaneHeli cepee

L TpeByetca Hactp... [loapobuee... x

TpebyeTca HacTpovika Ha WIN-155CABOTOFD

Tpe6yetca HacTpolka. YCTaHoBKa BEINOAHEHS Ha
WIN-155CABOTIFD.test.local.

Cnyx6a ceptuduk

NE Oaiinoesie cayxbe
foBaEnTL poNKU M KOMNOHEHTHI

Ceegennn o 3agaue

Bce cepeept I Hactpoute cay#bo cepmudmnkaros Active Directory... I
AD D5
o ¥craHoEKa KoMNoHeHTa | X
DNS MOCTE

{ETHMKH NPOWSEOAWTEABHOCT HE SaMmyLEH)

COBbITHA

Bce cobuitua | Beero: 0

N

19. O3HakombTechb C uHdopmaumen n HaxvuTe fanee.

[ Kendurypauna cnyxbel ceptudukaroe Active Directory

YueTHble AaHHble

CnyxGel poneit

"AAMMHUCTpaTOpH "

* ABTOHOMHEIN LEHTP cepTUdMKaLMK

* CeTesoil OTEETUMK

"AAMHMHUCTPATOPH NPEANPUATHA™
* LleHTp cepTuduKaLmMM NpeANpHATAA
* Beb-cnyxba NoAMTUK perucTpaunm cepTUdUKaToE
* Beb-cnyxba pervcTpaumy cepTudnkaTos
* Cnyxba perncTpaumy Ha CeTesbx yeTpoiicTeax

YueThbie gannele: | TEST\AgmuHuCTpaTop

JononnuTensHele ceeaeHus o ponax cepeepos AD CS

Je AaHHEle YKaxuTe yueTHble AaHHbIe 118 HaCTROMKK Cyx6 ponu

Yrobul ycTaHOBMTE caegytowme cnyxOu ponu, HeobxoguMmMo GbiTe YUNeHOM NOKANsHOW rpynne

* Cnyxba perncTpaumy B UeHTpe cepTudukaumy yepes MntepHer

Yrobul ycTaHOBMT caggytowme cny#Gbul ponu, HeoBxo4MMo DbiTb WNeHOM rpynnsl

< Hazag lanee >

= [m} hed

KOHEYHBIA CEPBEP
WIN-155CABOT9FD.testlocal




21.

20. YcraHoBuTe dnaxok LieHTp ceptmdukaumm n Haxmute [lanee.
= Kondurypauna cny=x6el ceptudukaroe Active Directory

= O X

= KOHEYHBIW CEPBEP
CJ’Iy>'r<6bI ponen WIN-155CABOTOFD.testlocal

Bribepute cnyx6bl poiM A8 HAaCTPOWKK

Bapma'_- YCTEHOBKKM I. HEHT: CEETM!HKEHHH I 1

Tun LIC CnywBa perncTpaumu B UeHTpe cepTudukaumn yepes Mnteprer
(&
CeTesoid oTEeTUMK
23KDLITRIA KA .
S2kPRIEILEAR Cayx6a pErncTpaLMK Ha CETEBRIX YCTPORCTEAX
Beb-cnyxba permcTpaumy cepTMdWKaTos
Mmr LC Beb-cnyxBa NOAWTUK pErMCTPaUMK CEPTUDUKATOR

LUndposaHue
Cpok aefcTauns

B232 A3HHEK CEDTUOWKET...

MoaTeemxaeHne

JononnuTensHeie ceeaeHun o ponax cepeepos AD CS

| < Hazag || lanee = |2 Hactpouts

YcTaHoBUTE nepeknioyaTenb psAoM ¢ HasBaHueM Heobxoaumoro BapyaHTa yctaHoBku LIC (B agaHHOM npumepe BbiGupaeTcs LIC npegnpusitus) n
HaxmMuTe [anee.

= Komdwmrypauna cnysxBel ceptudukatos Active Directory = jm| *

KOHEYHBIW CEPBEP
Ba PUaHT YyCTaHOBKKA WIN-155CABOTOFD.test.local

YuSTHIE AaHHEIE YKaxuTe BapraHT yctaHoskm LIC

Urofiel ynpocTUTE yripasneHne cepTUGMKATaMM, LEHTPEI CEPTUBMKALMM NPEANPUATUR MOTYT
MCMONL30BaTL AoMeHHbIe cnyx0Oo Active Directory (AD DS). AETOHOMHBIE LEHTPH CEpTHhMUKaLMM

HE MCMONBL3YIOT AoMEHHbIE cryxbBel Active Directory Ana BbiAaqn CepTUGUKATOE MAK YNPAEAEHKA
32KPLITLIA KAKY WM.

WindposaHue

® LIC npeanpustis
Wmr LIC Yrobul ueHTpa cepTudiKkalin NPEANPUATUA MOTAW BbIA3EATL CEPTMGUKATE MAK MOANTHKN 1
ook A CEPTUMKETE, OHMW AOMKHE! EXOAWTE B JOMEH W BbiTh NOAKAIOUEHE! K CETH.
2 AeicTanA
Ba3z faHHblX CEpTUOUKAT... () AsToHomHeIA LIC

MosTBepX AcHMe ABTOHOMHBIE LEHTPbI CEPTUGMKALMA MOTYT BBITh uneHamu paboudeid rpynnel wan gomena. Mpn

MCMOAL30EAHMM AETOHOMHBIX LEHTPOE CepTdMKaLmM JomeHHbie cnyxbel Active Directory u
CeTeE0e NOAKANYEHUE He TpebyroTca,

MoapobHes o BapUaHTe YCTAHOBKK

< Hazag || Janee > |2 HacrpouTs




22. YcTaHoBUTE NepekntoyaTenb psaaom ¢ HassaHvem tTuna LIC (B gaHHOM npumepe BbibupaeTcst KopHeBoi LIC, nockonbky 3To 6yAeT OCHOBHOM
LEeHTp cepTudmkaumm B someHe). Haxmvute Janee.

= Komdmrypauma cnyskBel ceprudukatos Active Directory = jm| *
KOHEYHBII CEPBEP
Tun ]_LC WIN-1S5CABOT9FD.test.local
YUETHBIE JaHHBIE Yraxumre mn LIC

CayxBel ponek

BapWarT YCTZHOBKM Mpw ycraroeke cnyx6 ceptudukatos Active Directory (AD CS) st cozaaeTe uam pacwmpnete
WEPAPXWID MHGPACTPYKTYPLI OTKpEITEIX Kntouel (PKI). Kopresoii LIC pacnonoxen Ha sepwmnte
WEPAPXUM MHPACTPYKTYPhI OTKPBITHIX KAOUER W BHAAET COBCTEEHHLIM CAMOSaBEPAIOWMA
33KOLITLIA KAOY ceptudukar. Mogunnednoid LIC nonyuaer ceprmdwkar ot apyroro LIC, pacnonoxerHoro etiwe &

. WEPaPXUK MHOPACTPYKTYPbI OTKPLITEIX KAKYER,
LUnoposaHue

WMmg LIC ® Kopresoi LIC
KopHegsie LIC HACTPaWBSHITCA B Mepapxmi MHEPACTRYKTYPEl OTKPEITEIX KAHOWEH Nepsbiny; 1

Cpok AeRCTBMA s
P HacTpovika gpyrux LUC moxeT He noTpefoBaTeca.

Ba3a AdaHHblX CEPTURHKAT...

0 MogumHenHbii LIC

MoLTEEpH ASHNE - & u
Ana paboTel noguuHenneix LIC TpefyeTca ycTaHOBAEHHEA MEpapXMA MHGPaCTPYKTY DI
OTKPHITBIX KAHOYEN; OHM AETOPM30EaHEI ANA ELIA3YM CEPTHHWKATOR LEHTPOM CEpPTUhMKALIMM,

PacnoNoMEHHBIM BbIlUE B MEDAPXMKA.

Mogpotuee o Tune LIC

| < Hazag || Janee > |2 HactpouTs

23. B okHe Ans ykasaHus TUNa 3aKpbITOro Kikoya yKaXkuTe CEeKpPeTHBbIN KIoy, KOTopbIi ByAeT ncnonb3oBaTthCs Ansi LeHTpa cepTudmkaumm (B AaHHOM
npumMepe BbibupaeTcs NyHKT Co3aaTh HOBbIWA 3aKPbITBINA KITHOY, MOCKOIIbKY paHee He Obin Co3faH CEKPETHBIV KoY NS LieHTpa cepTudurkaLmm).
Haxmute flanee.

= Kondmrypauns ciys6el ceptudmkatos Active Directory — jm] X
. = KOHEYHBIA CEPBEP
SaKPbITbI KHOY WIN-1S5CABOT9FD.test.local

YueTHble AaHHble YKaxuTe TUN 3aKPbITOro Knko4a

CryxGel ponsi
Yrobbi co3AaEaTE CEPTUDUKATEE M BLIAAEATL X KNKEeHTaM, LeHTp ceptudukaumy (LIC) aomxen
WMETh 3AKPLITHINA KNHOY.

(®) Cozpats HOBEI 33KPBITEI KAKOu

Wcnonesyiite 3TOT NapaMeTp, ECAM Y BaC HET 3aKPLITOND KAKYE UM Bbl XOTWUTE CO3AATh HOBLINA 1
SEAKPLITEIA KAHY.

LUngposaHue

Wmn LIC

s = ) Mcnons3oBats CywecTEYHOWMIA SaKpLITER Koy
LpoK A21CTBHA - YUECTEYIOUY P

. WcnonesyiiTe 5ToT napametp, 4ToSul npu nepeycraHoske LIC rapaHTMpoBaTh HENpeprsHOCTs ¢
Ba3a daHHbix CepTUQNKAT.. paHee BbIAGHHEIMKU CEpTUhMKaTaMN,

MoateepxasHue Bribpats cepTMdMKaT M MCNONE30BaTE CBASAHHLIA C HUM 33KPLITHIA K04
BrifepuTe 3TOT NapaMeTp, ECAM Ha 3TOM KOMMBIOTEDE ECTh CYUWECTEYIOLIMIA CepTUdmKaT
WK CAN BBl XOTUTE MMMOPTWPOEATE CEPTMGUKAT W NCNONB30BaTh CEAZAHHBIA C HAM
SEKPBITHINA KNHOY.
Buifipate cylecTByrowmMi 3aKPEITLIN KAKOY Ha STOM KOMMBIOTEPE

BhIGEPﬂTE 3TOT NapamMeTp, eCni Ebl COXPaHANK 33KPRITHIE KNHYWA W3 ﬁDE,\’J,bI,'.l_"-,a'UJ,E;
YCTEHOEKM WK XOTWTE MCNONBL30EdTh BBKprTbIﬁ KAKY K3 ApYroro MCToYHWKE.

MoapobHes o 3akpLITOM Kitoue

| < Hazag || [lanee > I 2 HacrpouTs -

24. B crnepyoLlem OkHe Af1s ykasaHusi napameTpoB WK poBaHusi B packpbiBatoLemMcs cnvcke Beibepute nocTaBLumk criyx® wudpoBaHus BbiGepute
KpunTonpoBanaep.

25. B packpbiBatoLieMcs cnvcke [nvMHa kntova Bbibeprte Heo6XxoanMoe 3HaueHwve.

26. LLenkHnTe No Ha3BaHWO HEOOX0AUMOrO XeLl-anropuTmMa.




27. Haxmute Oanee.
= Kendurypauna cnyx6el ceptudukaroe Active Directory

O X

KOHEYHBIA CEPBEP
WIN-155CABOT9FD.testlocal

lndposaHre ana LIC

YUSTHEIZ L3HKEIE
CyxGel poneit

BapHaKT yCTaHoB

YKaxuTe NapameTpbl LWMbpoBaHNA

BribepwTe nocTaswmk cnyxG WndpoBaHKa: JnwvHa knroua:

Tan LC RSA#Microsoft Software Key Storage Provider ¥ || 2048 v
33KPLITEIA KAKOY
BribepwTe x3W-anropuTM 4nA NOANWCHIEZHWA CEPTUGMWKATOE, BblgaBaemblx 3Tum LIC:
Mmg LIC SHA3E4
Cpok gefcTamns SHAS512
Ba3z AaHHbIX CRpTUOUKAT... SHA1
MDE

MoaTeemxasHUe
[[] PaspewnTe 3aumopeficTeme © agMuHucTpatopom, ecnm LIC ofpalaeTcs k SakpaiTomy kiogy.

Moapobres o wndposaHum

< Hazag | | lanee > |
28. B okHe ans ykasaHusi umenu LIC BBeamTe 3HaveHus1 Bcex nonen n Haxmute [lanee.
= Komdmrypauma cnyskBel ceprudmkatos Active Directory = [m} *
KOHEYHBIA CEPBEP

WIN-155CABOTOFD.test.local

Mma LIC

YUETHEIZ A3HHEIE

CayxBel poneit

BapMarT YITEHOEKM

Tun LIC

3EKPEITHIA KAKY
LUndposaHne
Cpok aefcrauns

B233 A3HHEIX CERTHOMKST...

MoateepxasHne

Yraxumte uma LC

Beegute ofwee umMA, onpegenatolwee 3ToT ueHTp ceprudukauuu (LIC). 3To vma Byaet
A0BaBNATLCA BO BCE CEPTUDMKATLI, Brijasaemele ganubim LIC. 3HaueHuna cyddurkca
PasAMYEIOLEroCA MMEHN COSAEHTCH BETOMATUHECKH, HO MOTYT BhITe MIMEHEHAI.

OBwee vma gna storo LG
[est-wiN-155CABOTOFD-CA |

Cyddvke pasnuHatoLerocs MeHn:

DC=test,DC=local 1

MpeanpocMoTp pasnM4aWENOCA MMEHK:

CN=test-WIN-155CABOTIFD-CA, DC=test, DC=local

Mogpobree of umenn LIC

| < Hazag || Janee > |2 HactpouTs

eHHble 34eCb AaHHble HOCAT MHOPMaTMBHBI XapakTep. PekomeHayeTcs nx BHecTn. ABOpeBnaTypbl HeCyT cneaytowmin cmeicn: "O" —
ization, "OU" — Organization Unit, "L" — City (Location), "S" — State or province, "C" — Country/region, "E" — E-mail.

Bs
(0]



29. BeepuTte nepuoa AencTeusa cepTudmkata ansa cosganus LIC.

[ Kondurypauna cnyxbel ceptudukatos Active Directory = [l X
" KOHEYHBIA CEPBEP
CpOK AeNCTBHA WIN-155CABOTOFD.test.local

THEIE A3HHEIE Ykaxure nepmog AEI:‘ICT?AH

CayxBel ponek

¥

BapMaHT yCT2HOBKM YkamuTe nepuog AeidCTEMA CEPTUDUKATS, CO3AaHHOTO ANA STOro uenTpa ceptudukaumi (LC):
T o
Tun LIC |;5 r- i ||
SEkORTE KAy Jlata okoHuanwAa cpoka genctews: 28.01.2024 14:20:00
UngpoBaHie Cpox aeficTEMA, ykasaHHsIi 4na sToro cepTudmkata LIC, gonxen npessiwats cpok geficTena
Wmg LIC CEpTUAMKATOE, KOTOphIE OH BYAET BbIAaEaTE.

K AeHCTBMA

Ba3a faHHbix cepTUgUKET...

MosaTeepx asHUE

MoapobHes o cpoke pedcTEMR

| < Hazag || Danee > | HacrpouTs -

Mo ycTeueHuio cpoka aencteus ceptudmkara LIC Heobxoanmo ByaeT nepesbinycTUTL CepTUdMKaThbl BCEM AECTBYIOLMM NONb30BATENAM.

30. B none PacnonoxeHue 6a3bl AaHHBIX cepTUdUKATOB BBeAWTE NyTb A0 6a3bl AaHHbIX cepTUdMKaToB U HaxmuTe [danee.

= Kondmrypauma cnyskBel ceprudmkatos Active Directory g [m *
KOHEYHBII CEPBEP
basza aaHHbIX ]_LC WIN-1S5CABOTIFD.test.local
YUETHEIS A3HHBIZ YKaxuMTe pacnonoxeHma ba3 JaHHBIX

CayxBel ponsi
PacnonoxeHue Basm A3HHBIX CEPTUQUKATOE:
b

It:\Windows\systemBZ‘\CertLog I 1

3EKDEITEIA KAKY

Pacnonoxenue xypHana 6assl AaHHLIX CEpTUGUKATOE:
AlhGpoRatue CAWindows\system32\Certlog
ms LT

Cpok peicrana

Ba3a AaHHbIX CEPTUOMKAT...

MoateepxasHne

Moapobuee o Gase ganHbix LIC

< Hazag || Janee > |2 HactpouTs -




31. O3HakoMmbTeCh C MHpopmaumen n Haxmute HacTpouTb.

[NoaTBepxaeHne

¥YueTHble AaHHbI2

CayxBel ponek

BapMaKT YIT2HOEM

Tun LIC

3aKpEITEf KAy
LngposaHue
Mms LC
Cpok AelcTBMA

Ba3z AaHHbIX CEPTUDMKAT...

MNoATeepX AeHWe

[ Kondurypauna cnyxbel ceptudukatos Active Directory

= [m} pad

KOHEYHBIA CEPBEP
WIN-155CABOT9FD.testlocal

Yrobbi HACTpOUTE CRegytowme ponw, cyxBel poned N KOMNOHEHTLI, HAXMUTE KHOMKY

"Hactpouts”.

® Cnywbnl ceprudpmraumm Active Directory

LlenTp ceprudmkaumn
Twun LC:

Mocraswwme cayxb
Wk pOBaHKA:

ANropuTM XEWMPOBAHWS:
Anuxa knroua:

PaspewuTs E3auMoaeficTEME C
AAMUHACTPETOpOM:

Cpok geficTEnA cepTudmkata:
Paznuuaroueecs uma:
Pacnonosxenwe Basw AaHHBIX
cepTMduKaToE:
Pacnonoxenwe xypHana Basel
AaHHBL CEpTUdMKATOR!

KopeHs npegnpuaTua

RSA#Microsoft Software Key Storage Provider

SHA256
2048

Orknoueno

28.01.2024 14:20:00

CN=test-WIN-155CABOTIFD-CA DC=test DC=local

C\Windows\system32\CertLog

C\Windows\system32\Certlog

I HaCI'pOMTbI | Ommena

32. Jdoxautecb 3aBepLUeHns npoLlecca yCTaHOBKN N HaXMUTe saKprTb.

Pesynbratol

Pesynurars

= Kondmrypauns ciys6el ceptudukatos Active Directory

HacTpoersl Cnegytowme poni, cnyxGel poneli 1 KOMNOHEHThI:

® Cnym6e1 ceprndmraumn Active Directory

LlenTp ceprudmkaumn
Moapobree o Hactpoiike LIC

- O X

KOHEYHBIA CEPBEP
WIN-155CABOT9FD.testlocal

Q Hacrpoiika BbinoAHeHa ycnewso

[ob6aeneHne wabnoHoB ceptTndmkaTon B LleHTp CepTundomkaumm

[nsa no6asneHus WabnoHoB cepTUdUKaTOB:

1. OrtkponTe MaHenb ynpaBneHus.
2. [1Ba pasa LenkHUTe No Ha3BaHWIO NyHkTa ABMUHUCTPUPOBaHME.




3. [1Ba pasa LWenkH1Te No Ha3BaHWo ocHacTku LIeHTp cepTudukaumm.

= | AgmuHucTpuposanne = O *
[nasHan MogenuTecA EBug 9
o \El <« Cuctema u Bes.. » AJMUHWCTPUpOBaHME > v @ Mownck: AgmuHncTpupoBanne 0
~

ma [ata usmeHeHua Tun 5
7 BeicTprIi gocTyn S —— e s im:
B Patounii cron ":H'-) MnaHnposLwmK 23g4aHui 16.07.2016 16:18 Apneik
:: Monezoeatenu u komnetotepel Active Dir.,  16.07.2016 16:20 Apneik

-‘ 3arpyskmn » o
£3 Mpocmotp coBeimuii 16.07.2016 16:18 Apabik
=| JokymenTs - ] S i e

Aowy 74 Pepaktuposanmne ADSI 16.07.2016 16:19 Apaeik
=] Msobpaxerun E"} CeEeHNA O CUCTEME 16.07.2016 16:19 Apneik
I 3ot KoMnbioTep J.'b Cucrema apxveaunn gadderx Windows 5. 16.07.2016 16:20 Apnbik
}:\' CucTemHelil MoHKUTop 16.07.2016 16:18 Apneik
=¥ Cem £ Cnywbin Microsoft Azure r.2016 16:19 Apnsik
5+ CriykBil KOMNOHEHTOB 7.2016 16:18 Apnbik
a1 CnyBil Apneik
£ Cpeacteo npoeepki namaTi Windows Apneik
25, YNpasnenne rpynnosoi noanTukoi Apabik
P ¥npaeneHue KOMOBIOTEROM Apneik
‘?éa}’npaﬁnewe NEYATHIO 16.07.2016 16: Apnbik
T Lentp agmunmncrpuposarna Active Direc...  16.07.2016 16: Apaeik

I i'ﬁ' LienTp cepTudnkatmn I 16.07.2016 16:19 Apneik v

< >

Inementos: 31

4, TpaBoi KHOMKOW MbILLK LENKHWUTE No Ha3BaHmto nanky LiabnoHbl cepTudukaTos v Beibepute nyHKT YnpaeneHue.
:nl certsry - [LlenTp ceprudukaumn (MTokaneHbid]test-WIN-155CABOTIFD-CA] — O *

®aiin  [Jeiictene  Bug  Cnpaska
s |7 EBa=H » =

Tl Lentp ceptudukaumn (NlokansHe|| [qua
~v g test-WIN-155CABOTOFD-CA
| OtoseanHele cepTudmnkaty

| OTo3eaHHBIE CEpTUdUKATEI

= _| BelgaHHele cepTdkatel
| BeiaaHHele cepTudmkatel || o
= _| 3anpocel B 0XMAIHUKA
| 3anpocel B oxMAaHUN =
_| Heygaunele sanpockl
| Heyaaunele sanpocel

| WaBnot <

I ¥npaenexue I

“| WaBnoHs! ceptudukatos

Cozgate »
OBHOBUTE

Cnpaeka

< >

(OEHoBnEHWE BIGpaHHOro obbEkTa.

5. MpaBoi KHOMKOW MbILLN LLESKHUTE NO Ha3BaHWio WabnoHa Monb3oBaTenb co cMapT-kapTol 1 BeibepuTe NyHKT CkonmpoBathb WabnoH. OTkpoeTcs
okHo CBOMCTBA HOBOrO LUAGNOHA.



& Korcons wabnonos ceprudukatos - O X

(aitn  Jeiicteme  Bua  Cnpaska

«%|E 0= HE

H Wabnons cepradkaros (WIN- | Qrospaxsemoe i watnora B ey

] RAS- w IAS-cepaepsl

~ || Defcremna

2 WaBnoHel cepTugukatos (WIN-155CABOTOFD test...
1] Arent Boccrarosnenmn EFS 1 TlononHmuTenbHbIE aefcTRMR
1] ArenT BoccTaHoBNEHMS KNKOHETR 2
] Arent pernctpaum 1 Montzoearens co cMapt-kaproi
& Arent peracTpaun (komnsioTep) 1 JloncAHUTENbHBIE AEACTBMA
] Arent peructpaunn Exchange (astorom.. 1
& Agmunnctparep 1
1] Basosoe wndposarme EFS 1
1] Beb-cepsep 1
& Bxoa co cmapT-kapToi 1
& Kowmnstotep 1
& Kantponnep gamena 1
] Kopresoii uertp cepraduicanpn 1
fr| MapwpyTusatop (asToHomMHEIf 3anpoc) 1
& MepekpecThblfi UeHTp cepTuduKalmn 2
& Noanucsiearie koaa 1
13 Monuceisarme orcnnka OSPC 3
& MoanucsIEaHME CNNCKE A0BEPHA CepTUdn. |
!EI Mog4uHeHHBIR LEHTP CepTUdMKaLmMmn 1
&l Monssosarens 1

3

& Monesosarens Exchange

Mone3oeatens co = - b

] Movrosan penaniall i PR A

1] Mposeperniii cean

Bce sagaun >

- N —
1] Mposepka noannHr¢ Ceoiicrea
& Mpoeepka neanuHH Crpaeca
] Tonbio noannes Excuange
15 Toneko nognwcs nonssosatenn 1
& LC Exchange 2 v

<€ > <€ >

BiBog cNpasky 4na eeiBpaHHaro obseiTa.

CeolcTea HoBOMD WabnoHa *
IppoeaHre ATTecTAUMA KNioyedd Wrn cybivexTta Cepeep
TpefoBaHWA Bblaa4M YeTapeswme wabnoHe Pacwmpenun besonacHocTs
CoBMecTMMOCTE Dfwme Dfpafotka sanpoca

LocTynHele NapaMeTpel WatnoHoE S3BWCAT OT TOro, KaKME WS PaHHIX BEPCKIA ONEpaLMoHHON
CMCTEMEI YKE3aHE! B NapaMETPEX COBMECTUMOCTH.

MNokaszam nocnegywune

MNapameTpel pexiamMa COBMECTMMOCTH

LleHTp cepTMhMKaLIn
Windows Server 2003 e

MonyyaTens cepTidMKaTa

Windows XP / Server 2003 w

3TW NapaMeTpEl HE SENPEWEHT ONEpELMOHHEIM CUCTEMEM Gonee PaHHIX ESpCHi
MCMONE30E3TE STOT WaGNoH.

OmeHa MpMeHUTE Cnpaeka




6. BbibepuTe crniegytoLime HacTpOnKu:

CEBOWCTBA HOBOMD LWIAaBnoHa

IppoeaHue ATTecTauAA Kniouel Hra cybivexta Cepeep
TpefoBaHA BIOaYM YeoTapeswie WabnoHe Pacwmperua BesonacHocTe
CoBMECTUMOCTE Ofwwme DfpafoTka sanpoca

Orofipaxasmoe 1WmMA WabnoHa:

Monezoeatens ¢ Ru Token

Wran watnona:

| MonezoeatenscRuToken

MNepwon nedcTEMA: [Nepwon oBHOBNEHKA:

OnyBnukosaTte cepmvdkaT B Active Directony

[]He ucnonksoeaTts aBTOMATWYECKYHD NEPESARBKY, SCNM TAKOH CEpTUDMKAT yKe
cywecteyeT B Active Directony

Ok MNpMMeHUTE Crnpaska




CBOWMCTBA HOBOMD WabnoHa

[ppoeaHre ATTECTAUMA KNHoYed Hrn cybivenTta Cepeep
TpefioBaHWA BbIAE4M YoTapeswme wabnoHe Pacwmperua besonacHocTe
CoBmecTMMOCTE Cfwme Ofpafioka sanpoca

Uens: Mognvce ¥ WKWhpoEaHKE L

¥oanATe 0TOZEaHHEIE MNWM NPOCPOYEHHEIS CEPTMDMKATE], HE SEMBMDYR
BrenioudTe CUMMETDMUHEIS SAMOPMTME!, PESPEWEHHEIS CYEBEKTOM

[ AprasemposaTte SaKpeITei KNy cyEbekTa

[] PaspewmTs SKCNopTMROBATE SaKPLITLIA Koy

DBHOBNATE © MCNONESOBEHWEM TOrD Xe Knoua ()
Ecnv HEBOSMOXHO CO303TE HOBRIA KNHOY, TO ANA SBTOMETMYECKOrD 00HOBNEHWA
CEpTWDMKETOE CMapTHaPT CNEOYET MCMNONE30EaTE CYLLECTEVHWMA Koy |7)

[Npw Nnogade saAEKK AnA cyELEKTE M MCNONE30E3HMM S3AKPEITOND KNOYE Ero CEpPTURMKATA
CnenyeT:

(@) MogaeaTs 3aABKY ANA CYGHEKTE, HE TPEEYA BE0AA DEHHB

() 3anpalmMBaTs NoNLS0BaTENA B0 BPEMA PETMCTDALMK

D I'IpM PErMCTPEUMK ERIBEOOWMTE 33NpOC W 'I'pEﬁDBEI'I'b OT NONB30E3TENA OTEET, ECNA
WCNONESYETCA S3KPLITEIA KoY

* InemeHT YNpaeneHWA OTKNKOYEH M3-53 N3paMeETDOE COBMECTUMOCTIA.

0K MprrMeHATE Cnpaexa

3HayeHve napameTpa MMHUManbHBIA pasmep Koda JormkeH ObiTb He MeHee 1024,



CBOWCTEA HOBOTO WWabnoHa >

TpefoBaHWA BblOaYM YeoTapeswe WalnoHs Pacwmpera BesonacHocTe
CoBMECTMMOCTE Dfwme OfpafoTka sanpoca
UnepposaHie ATTecTaUMA Knoyei Mra cyfibexTa Cepeep

F.aTEeropHA NoCTAEWMK ! YoTapeswia NoCTABWMK cmyxE WMhpoEaHWA
Mraa anropuiaa; OnpenenAeTcA NOCTABWMKOM CMyxE WAPpOBaHWA
MUHWMENEHEIA pasMEeD KIHYE: 1024

BblﬁE-"WTE-' NOCTAEWMWKOE WWAPPOEIHWA, KOTOPBE MOGKHD MCNONB30E3TE ONA S3anpocos

D B Janpocax MOryT MCNonNe30E3TECA nioBble NOCTAELLMKN, O0CTYMHBIE HE KOMNBHTERE
NoNES0E3TENA

@ B JanNpocax MOryT MCNoONE3I0E3TECA TONBKO CNEAYHILLWE NOCTIABLWLMKH

MocTaewmma;

M Altiv ruToken CSP w1.0 £
[IMicrosoft Base Cryptographic Provider v1.0

[[IMicrosoft Base 0S5 and Diffie-Hellman Cryptographic Provider

[IMicrosoft Base Smart Card Crypto Provider

[ IMicrosoft DH SChannel Cryptographic Provider o @

L e Te
AAL Fanpoca OnpenenAeTcA NOCTABWMKOM cnyxE WihpoEaHWA

HCI‘IDJ’IbS}'I:’ITE-‘ AONONHWTENBHEIA SOPMAT NoOANMCH

0K MpUMEHUTE Cnpaeka




CBOWCTBA HOBOMD LWaBnoHa

CoBMECTUMOCTE Ofwme Dfpafotka sanpoca
ppoeaHue ATTecTauMA Kniouel Wrp cybivexta Cepeep
TpefoBaHA BeIoauM YeoTapeswme WwadnoHe Pacwmperua BezonacHocTs

rp}"l'll'lbl MK NONe30B3TENM.

SR Mpowenwwe nposepky

a AprvHucTpaTop

SR AgpvHicTpaTope gomena (TES T AQMUHMCTPETOPE! QoMeHa)

SR AgpavHucTpaTopel npeanpraTA (TES TWAIMWHWCTPETOPE! MPeanpuATHA)

ozt .. YoanuTe
Paspewerina ana rpynne "Mpoweguve nposepky™ Paspewwm 3Janpemim
MonHer pocTyn ] ]
HreHue ]
Januck ] ]
Zaneka Il
AETOMATWHECKER NO4AYE SARE0K ]

YUrofibl sa0aTh ocofble pPaspelleHiid MK NapaMeTPsl, HEXMWTE KHOMKY
" NononHuTensHo" [ononHyTensHD

oK MpureHAT: Cnpaeka




CBOWCTEA HOBOMD WabnoHa

CoBMECTAMOCTE Ofwme DfpafoTa sanpoca
lwsposaHue ATTECTALMA KNoYeid Hran cyfibexTa Cepsep
TpefoEaHiA Bolnaum YeoTapeswwe wabnoHsl Pacwmperina BesonacHocTe

TpefioEaTe ANA PEMMCTRALMM:

[] Opotiperus mueneuepa cepmadikcaTos LIC

YikazaHHoro uicna ABTOPWS0EAHHER NOANMCEA:

ABTOMETWYECKEA PErMCTPaUMA HE paspelleHa (ecnv TpedyeTcA Gonee ogHOA Noamucw).

B nognvcu TpefyeTcA yKasaTe TMN NONMTHIKK:
Momamika npumMeHeHInA e

MNonumaka NpMMeHEHA:
AreHT sanpoca cepTMhMKaTa w

R

S 0aliTe

TpefioBate ANA NOBTOPHON PEMMCTRALLAW:

(@) Tex %e YCNOBMIA, YTO W ANA PErMCTPaELMKM
() MoATBEpaMTE CYLLSCTEYIOWMA CEPTUPMKAT

Paspewnts oBHoBENEHWE Ha ocHOBE Knoyed ()

TpefyeT NpenoCTAENATE OAHHBIE 0 CYGBHEKTE B SANPOCE CEPTMRMKATA.

* 3nemeHT YNPaENEHMA OTKNKOYEH M3-38 N3DaMETDOE COEMECTHUMOCTIA.

oK MpUMEHUTE Cnpaeka

Haxmute MpUMeHUTb.

Haxmute OK.

Meperigute B okHO LieHTp ceptudmkaumm.

MpaBoi KHOMKOW MbILLN LLENKHWUTE No Ha3BaHuto nankuy LLlabnoHel cepmdukaTos.

Bbibepute nyHkT Cospatb 1 noanyHKT BeiaaBaeMblii wabnoH ceptudukaTos.

B okHe BknioyeHue wabnoHoB cepTUdUKATOB LLENKHWTE NO Ha3BaHWio WwabnoHa AreHT peructTpaumu.




13. YpepxwuBaiiTte knasuwy Ctrl.

B’ BrntodeHue wabnoHos cepTUdMKaTos pd

BrifepuTe ogMH wWalnoH cepTMMKATE ANA MCNONE30BaHKWA B 3TOM UeHTpe ceprudukayan (LIC).

nFIHMEHEHHE. Ecnm CO30aHHBIA watnoH CEPTAPMKETE HE OTOGFIEJKEETC:H E CNHMCKE, NOOOKOUTE HEKOTOpOE
EpEMA, NOKE MHPOPMAELMA O walbnoHe He 5}'D.ET PENMMWADOESHE Ha ECE KOHTPONNEDL! A0MEHD.

He Boe walinoHb! cCepTMDMKETOE B OpraHMaaLMKM MoryT BeiTe A0CTYNHE! AnA sawero LT,

,.':||l3l'll3_'1H|.-1Tl'—_"II:H}"PC Ir1H¢II3[3MELI,L1PC CM. B pazgene OcHoBHbIE CBEfEHWA © WaGnoHax cepTMdUKATOB.

Wrar HazHaueHne "
E RAS- 1 |AScepeepel Mposepka noanuHHocT KnuenTa, Mpoeepka nog
] ArenT BoccTaHoBREHWA KIiouEi AreHT BOCCTAHOBNEHWA KMoYei
T
E AreHT perucTpaLmK (KomMnsioTep) AreHT sanpoca cepTMMKaTa

E AreHT perucTpawmm Bxchange (@sToHOMHBIN 3anpoc) AreHT sanpoca CepTURMKaTa

& Bxop co CcMapTHapTol [MpoBepka NoanMHHOCTW KNWeHTa, Bxopn co cvapl
I MapwpymsaTtop (SBTOHOMHBIA 3anpoc) MNpoBepKa NOANMHHOCTA KNWEHTS

I [MepeKpecTHEIA LEHTD CEpTUMMKALIK <Bcex

& MoprmesisaHue kopa MopnuckiBaHWe Koga v
h T ) 5 >

Omveri

14. LenkHuTe no Ha3saHwuto Wwabnoxa Monb3osartens ¢ RuToken.
15. Haxmwnte OK.
16. 3akpoiite okHO LIeHTp cepTuduKaLmm.

Bbinucka ceptudumkatoB nonb3oBatento Administrator u 06bl4HbIM
Nosfib3oBaTENAM C MOMOLLIbIO MMC-KOHCON

ﬂﬂﬂ BbIMUCKA CepTVICbI/IKaTOB nonb3osatens Administrator n 06bI4YHBIM NONb30BaTENSM C MOMOLLBKD MMC-KOHCONK:

1. HaxmunTe kombunaumio knasuw Windows + X 1 Bbibepute nyHKT MeHo BbINOMHUTD.
2. Beeaute komaHay "mmc" n Haxkmute OK.

< BeInoaHWTE >

BeeawTe nMA nporpammel, Nanky, 40KyMEHTE MKW pECYpCa

= MHTepHeTa, KoTopele TpelByeTca oTKPEITE.

OTepbITE: | rmc o

G 3To zagaHue BygeT CO34aH0 © NpasamMu 3gMUHNCTpaTopa

OF OTmena OBzop...




3. B okHe KoHcornb 1 BbibepuTe nyHKT MeHo daitn n nognyHkT Jo6aBuTb Unu yaanutb OCHaCTKy...

N

Bl MoxeTe BeIfpaTE 0CHACTKM ANA 3TOA KOHCOMM M3 AOCT YMHLIX HA KOMMBKITEPE OCHACTOK W 33TEM HACTPOWTE MX, AnA

PACLUMPAEMEIX OCHACTOK MOXMHO HACTPOMTE TpeByeMoe pacluMpeHie,

[loCTyMHEIE OCHACTKM:

DcHacTKa MoCTaBLWMK

“IManka

_'j PeaakTop obbek. ..

Microsoft C...

@)Cmnenglﬁ MOHH. ..
o CnyotBibl Microsoft C...
o Cnyxbbl koMiode...  Microsoft C...

Microsoft C...

(B’I‘InaHMpoBu.LMK 3a... (c)Kopnopa...
@ MpocMoTp cobemuid () Kopnopa...
Z‘PEILEKTMDDBEIHME ... Microsoft C...
j,-' PeaakTtop GPO wH... Koprnopaw...
Microsoft C...
_j PepakTop ynpasn... Kopnopaum...
=/ PezyneTHpYIOWA. ..

Kopnopau...

W

OnucaHne:

BeIfpaHHEIE OCHACTKM:

= KopeHb KoHConM

BHitz

Beepx

Yaanuts

@ Koncons1 - [Kopers koHconu] — O >
@aiin  [fedctene  Bug  MsBpandoe  Okno  Cnpaeka - %
Cosgate Ctrl+MN
s OTkpETE.. Ctrl+0 Nericrann
CoxpaHuTe CTRL+S
KopeHb koHconn -
CoxpaHuTe Kak... A
A B JononHWTensHeIE AERCTEMA »
JoBasnTb MK YAAAWTE DCHACTKY... CTRL+M
MapameTpel...
1 C\Windows\systemn32'certsrv
| Boiog &
. B neBoit yacTu okHa [lo6aBreHue 1 yganeHue OCHaCTKu LenkHUTe no HasBaHuio CepTudukartbl.
. Haxwvute [ob6aBuTtb.
JoBasneHKe W yAaNEHWE OCHACTOK x

MSMEHUTE PaclUMpeHms. ..

JoNoNHUTERBHD. ..

cny#b UK KoMnsloTepos.

OcHacTka cepTHMKETOS NO3E0NAST NPOCMATPHESTE COAEPHMMOE XPAHMMMLL AN NOWCKE CEOMX CEPTUdWKATOE, CepTUdMKATOE

OTmena




a

6. B oTKpbIBLUEMCS OKHE YCTaHOBWTE NepeknioyaTens Moen yquHoﬁ 3anucu nonb3oBaTesns 1 HaxmuTe FoToBO.

OcHacTka gucneTyepa cepTUdMKaToE x

3Ta ocHacTKa Bceraa GyoeT ynpasnATe CEpTMRMKaTaMM ANA:

@ mMoel yueTHol SanKucK NoneES0EaTENA 1

() yueTHOM sammck ciyxbkl

() yueTHOM Sanmcw KomnstoTepa

< Hazan [oToBD CmaeHa

7. B okHe [lo6aBneHue u yaaneHue ocHacTok Haxmute OK.
8. B neBoli Yactu okHa KoHconb1 WwenkH1MTe no HassaHuio nanku JIndHele.
9. LLenkHnTe no HasBaHuto nanku CepTnduKaTbI.
0. B NpaBoON YacTN OKHa LLENKHUTE NPaBON KHOMKOW MbIlN B cBOGOAHOM MeCTE OKHa.
1. Bbibepute nyHKT Bce 3aaum n noanyHKT 3anpocuTh HOBbIA cepTudukar...
E Konconel - [KopeHs konconn\CepTudukatel - TekyLi nonszceatens\/Insnoel Ceptudnkare] = O x
®aiin  Jeiicteme  Bug  VsBpannoe Okno  Crnpasxa Sk
e« nmale: BE
"I Kopenb konconn Kowry BeiganH - Kem sbigaH MAedctena
v C..EFITM(‘JMKHTH - TeKywwii nons3oBaTen g?J_,‘JA,quHmcmamp Aamunnctpatop Ceptudmkatel =3
w | NlnuHoe
“| Ceprngukarel JonoAHUTENEHBIE AERCTEMA

| NoBepenHele KopHESBIE LEHTPSI Cej
_| loBepuTEnEHEIE OTHOLLERNA B NPE)
| MpoMeskyTo4HBIE LEHTpEI CepTUdin

~| O6vekT nonesosatens Active Direct o

=y Bee sagaumn > 3aNpocuUTh HOBBIR CEPTMHMKAT...

~| [osepenHeie nsgateny

= Hrnopr...

_| CepTndmkatel, K KOTOPBIM HET 4OBE OBHoBMTE

| Croporinme kopresble uerTpbI cept 3KCNOPTHPOEaTE CIMCOK... HenonHvTentHele onepaumi »
| dosepenHeie nnua

“| MocTaBwmicn cepTdmiaTos npose| Bua 2

| [loBepeHHBIE KopHEBbIE CEpTUGMKE

1 Aosep P prash YnopagoumnTe sHa4Kn >

BrIpoBHATE 3HAYKK

Cnpaska

< > € >

3anpocwuTe HoBbIid cepTudmkar ot uenTpa ceptudukaumm (L|C) 8 3Tom gomere




12. B okHe Pernctpaums ceptudukaToB 03HaKOMbTECh C HdOpMaLmeln n HaxvuTe [anee.

13.

=] Pernctpaunna cepTudmkatos

Mepea Hauanom paboTel

CJ'IEA)‘I‘DLLI,IHE LUErK NoMOryT YCTAHDENTE CEFITI.'“‘IJI.'1KETI:&Ir ABAARILUKMECA LI,I.'1¢IFIDEbIMI.'1 YHETHBIMK Z3HHBIMWK,
WCNOABIYEMBIMK 4108 NOJKNHIYEHNA K E'ECI'IFIDED,EI,HbIM CETAM, 33LLNTEI KOHTEHTA, I.'1,|'J,EHTI.'1¢I.'1KELI,I.'1I.'1 W MHBEX
33434 BesonacHoCTK,

I'Ipe:u,a,e YEM 3anpallneaTL CEFITI.-1¢I.‘1KET, yﬁEAMTECb, yTo
3TOT KOMOBHOTED NOAKNHIYEH K CETK]

MMEHITCA YUETHEIE ABHHEBIE, KOTOPEIE MOMYT BbITe MCMONEICBAHE! ANA NOATEEPHAEHUA NpaEa Ha
noAyYeHUE CEPTUUKATE.

lanee OTmena

Haxwmute [Oanee.

) Pernctpauma ceptudukatos

Bribop NOAMTHKM PETMCTPaLIWMK CEPTUONKATOR

MonuTika perncTpaunn cepTdKaTos NOIBONAET PETUCTPUPOBATE CEPTUGMKATEI HA DCHOBAHWN 334aHHEIX
33apaHee WabnoHos cepTudnkatos. MonuTuka perncTpaumni cepTUdUKaToE ye Morna BelTe HACTpoEHE.

Hactpaneaembie agMmuHncTpatopom

Monwtnka perncrpauwn Active Directory v

Hacrpansaembie nonb3oBatenem HoGasuTs

Hanee OTtmena




14. YcrtaHoBuTe chnaxxok AGMUHUCTPATOP M HaxxmMuTe 3asBkKa.

[=] Peructpaums ceprudmkatos

3anpoc cepTMPHKATOB

Bel MomETE 3aNPOCHTE CAEAYHOLLME TN CepTUdKUKaTee. BriBepuTe cepTudnkatel, KoTophIE X0THTE
3aANPOCHTE, U HEXMUTE KHOoNKy "3anexa’.

s TP AE LGE P Ex My =
] Arent Boccranoenenna EFS _i) Cocrosnmne: JoctynHo MogpoBHocTn ¥
[ Arent peructpaym 1) Cocronnme: JoctynHo MogpoBHocT ¥
1 ] AgmuHncTpatop 1) Cocronnme: JoctynHo MogpoBHocT ¥
[ bazoeoe wndposarue EFS 1) Cocroanme: Joctynno MogpoBHocT ¥
[JNonesoearens .:p Coctoanmne: JocTynHo MoapoBHocTn ¥
Nnnsznrarens ¢ Bu Taken i) Cortnanue: dncrvnHn Onannfinacr v Y

[JNokasate sce wabnoHe

2 3aneka OTreHa

15. Haxwmute MNoTOBO.

= O *
5] Perucrpauma ceprudurkaroe
PesynbTaThbl yCTaHOBKW CepTMHHKATOB
Cnegyrowue cepTudnKatel Bolan NOAYHEHBI W YCTAHOBNEHB! H3 JAHHOM KOMIBHOTERE,
ool S e ol S
AgmMunncTpatop W Cocroanme: Yenewro MogpoBHocn ¥

loToBO

16. B nesoli yactu okHa KoHconb1 wenkHuTe no HassaHuio nanku JInuHoe.
17. LWenkHute no HassaHuto nanku CepTudmukatsl.
18. B npaBoi 4acTu okHa LWenkHUTE NpaBOo KHOMKOW MbILUM B CBOGOAHOM MeCTe OKHa.



19. Bbibepute nyHKT Bee 3agaum v noanyHKT 3anpocuTb HOBbIA cepTUduMKar...

Koncone! - [Kopene konconu' Ceptudmkatel - Texywmii nonssosatens\/Tudnoe Ceptudmiatel] = O x
Oaiin  Jdedictene Bug WsBpanwoe Owxvo  Cnpaeka -8 %
ol d sl (W= ARENESN 7 o
“| Kopene korconm Komy ebiaan 2 Kem Beigan Devictena
v & C_Ep;mp"“w ~URREAR IO/RarRaTEn gigJA,lemr»unc'rpa'rop AgnunncTparop Ceprudukarsl -
w [ Nuynoe 2 o B ¥
N — 22l AnannmneTpatop test-WIN-155CABOTSFD-CA e — N
| JloBEpEHHEIE KOPHEBLIE LIEHTPEI CE|
| JloBEpWTENEHEIE OTHOLLIEHNA B NPE
~| MpoMexkyToUHEIE LEHTPEI CEPTHDU =
¥
| OBbexT nonesosatens Active Direct feeapan I AT R BT CCRTIpNERT I
| Jesepertbie usaatenn ObHoEWIE Wwnopr...
| CepTudukate, k KOTOpLIM HeT J06¢ 3KCNOPTHPOBATE CINCOK. . JlononHUTENBHEIE ONEpaLMK >
| CTOPOHHWE KOPHEBLIE LEHTPLI CEPT
| Josepennbie anua Bua £
| Mocraewmkn ceprndunkatoe npose|
. YNopagoUHTE 3HauKN »
_| JoeepeHHeie kopHesbie cepTudnka
BprOEHRTbSHEHKVI
Cnpaeka
< b EIR S >
3anpocuTe HoBbIl cepTudmkaT oT uenTpa ceptdukaumnn (LIC) B 3TomM gomeHe
20. B okHe Peructpaums cepTudmkaToB o3HakoMbTeCh C MHopmaumein. HaxmuTe Oanee.
21. Haxmwute Oanee.
22. YcTaHoBUTE (hrnaxok AreHT perucTpauum n Haxmute 3asBka.
- O bt
5] Perncrpauna cepruduraros
3anpoc cepTUPUKATOR
Bl MOKETE 3aNpOCUTE CAELYHOLLME TUNEI CEPTHGMKATOE. BriGepuTe cepTudnKkaTel, KOTOPBIE XOTUTE
3aANPOCKTE, U HEXMWTE KHonKy "3aneka”,
Monwtuka perncrpaumm Active Directory A
[] Arent Boccranoenequs EFS j‘J Cocrosume: JoctynHo MogpoBHocTn ¥
.1 ] Arent PErMCTRaLMKI y Cocroanme: JoctynHo MoapoBHocTn ¥
(] AamuHmucTpatop 1) Cocronnme: Joctynno MoapoBHocTi ¥
] Fazosoe wndposaHue EFS 1) Cocronnme: JoctynHo MoapoBHocTi ¥
O Noaescearens j.) Cocrosnme: JoctynHo MogpoBHocTn ¥
[ Nankzinratens c Bu Token i) Corroaume: ocrvnbn MNoannfinocra ¥ Y

23.
24.
25.
26.

[JNokazats ece LwabnoHk

2 3aAeka OTmena

HaxmuTe MNoTOBO.
B neBoii yactu okHa KoHconb1 LwenkHuTe no HasBaHuio nanky JIudHoe.

MpaBoi KHOMKOW MbILLW LLENKHWUTE No Ha3BaHuto nankv CepTudukatbl 1 BeibepuTe nyHKT Bee 3apaun.

Bribepute nognyHkT JononHutenbHble onepauuu.




27. Bbibepute noanyHKT 3aperucTpupoBaThCa OT UMEHMW. ..

Konconel - [Kopens konconn\Cepudmkarsl - Tekywnii nonssoeatent'Jlnunoe\Ceptnnkatel] - O X
E ®aiin  [eiicteme Bua  VsBpannoe  Okno  Cnpaska - | &%
e | 2F Bl R HE
“| KopeHs korconm Komy Bbigan Kem BbigaH Jeiictena
vE C.EP;‘IM‘JMKETH R i s REEJAAMMHMETFETDF AgmuHuctpatop CepTudunkatel -
v || flaunHoe s 2 - -
H3: 25l AnmunncTpatop test-WIN-155CABOTIFD-CA T i R »
i Bce zagaun > 3anpocTe HoBbI CepTUgMKAT.., JTSFD-CA
I Bua ) Wwmnopr...
= E HoEeoe okHo oTcroaa JononHuTensHeie onepaumnm ¥ Co3aaTs HacTpanBaemblii 3anpoc...
3 g S —— I 33perncTpUPOBATLCA OT UMEHN... I
& o Y¥NpaeneHne NonMTHKaMIM PEMMCTRALAN, .
OfHoBMTE
=y
Fi JKCNOPTHPOBATE CNCOK. .
r
- Cnpaexa
A0 o
< ||« >
| A0N0AHUTENRHBIE ONEPALMN PETHCTPALMM...

28. OsHakombTECH C UH(popMaLmen n HaxmuTe Oanee.
29. Haxmwute Oanee.
30. Haxmute OG30p.

] Peructpaums ceprudmkatos

BriGepuTe cepTUGMKAT areHTa permcTpaumm

CepTudKaT areHTa perncTpaumi HeoBxo um AnA NOANMCK 3aNPOCE HA CEPTURNKAT OT UMEHN APYTHX
nonesceatencil, Haxmute kHonky "O83cp”, 4ToBbl HARTH cEpTUGUKAT NOANKCK, 3 3aTEM LLENKHWUTE
Nanee",

CepTudmkat nognucu:

OTmeHa

31. WenkHuTe no nmeHun ceptudmkata Tmna AreHT permctpaumm (4tobbl onpeaenuTb TMN cepTudukaTa OTKPOMTE CBOMCTBA cepTudmkaTta).



32. Haxmute OK.

33.

BezonacHocte Windows >

Beibop cepTndmkara

AAMMHWCTpaTOD
Mzparens: test-WIN-155CABOTAFD-CA
HelcterMTened c; 29.01.2019 no 28.01.2021

lNpocMoTpeTs CBOWCTBa cepTUdMKaTa

I OK l OTMmeHa

Haxmute flanee.

YueTHble JaHHble

YueTHel2 AaHHEIR

Cayx6Bel ponsit

= Kondmrypauna ciys6el ceptudmkatos Active Directory = O hed

KOHEYHBIA CEPBEP
WIN-155CABOT9FD.testlocal

YKaxuTe yueTHble AaHHbIe 118 HaCTROMKK Cyx6 ponu

Yrobbl yeTaHOBWTE Chegyowme cnyBel ponu, HeoBxoguMo BeiTe YWNEHOM NOKANBHOR rpynnsl
"AAMMHUCTpaTOpH "

* ABTOHOMHBIA LIEHTP cepTvduKaLmm

* CnyxBa perncTpaumm B UeHTpe cepTudukaumm vepes Mureprer

* CeTesoii OTBETUMK
Yrobul ycTaHOBMT caggytowme cny#Gbul ponu, HeoBxo4MMo DbiTb WNeHOM rpynnsl
"AAMMHUCTPATOPH NPeAnpUATHAA™

* LlenTp cepTudukalm NpegnpyuATHA

* Beb-cnyxba NoAMTUK perucTpaunm cepTUdUKaToE

* Beb-cnyxba pervcTpaumy cepTudnkaTos

* Cnyxba perncTpaumi Ha ceTesslx yeTpoiicTeax

YueThbie gannele: | TEST\AgmuHuCTpaTop

JononnuTensHele ceeaeHus o ponax cepeepos AD CS

< Hasapn Nanee = Hacrpoute Ommena




34. YcraHoBwuTe nepekntovatens B nonoxeHue Monb3osatesnb ¢ RuToken v Haxmute [lanee.
- O x

[ Peructpaums ceprudmkatos

3anpoc cepTUPHKaTOB

Bbl MOXETE 3aNPOCUTE CRELYIOLLME TUMEI CEPTUNKATOB. BeibepuTe cepTudunkarel, KoTopbIE XOTUTE
33aNPOCHTL, W HaxmMKUTE kHonky "Janee”,

() Arent Boccranoenenns EFS _i_)CmonHue: JoctynHe MoagpoBHoctn ¥ i
() ArenT peructpauun L) Cocronnme: Jloctynto MoapoBHocTn ¥
() AgranHuctpatop 1) Cocromnme: Jloctynto MoapoBHocTn ¥
(0 bazosoe wndposanne EFS A1) Cocroanme: JlocynHo MoapoBHocTn ¥
(O Monezoeatents ._ir."COCI'OIIHME: HoctynHo MogpoGHocTn ¥
1 (® Monesosatens ¢ Ru Token jJCouonHue: JoctynHo MoapoBHoctn ¥ -

[[JNokazate sce wabnoe

2 o

35. B okHe Peructpaums ceptudmkaron Haxmute O630p.

=] Pernctpauma ceptudmkaTos

BblﬁEpMTE‘ NoAL30BATENA

Yrobel 3anpocnTe CEFJTI.'1¢II.'1KET OT UMEHKW gpYyroro NoNeL30BATENA, BEEQWTE Ero qJDpMEJ'IbHDE MrA KA
won

ACMEHHOE WMA, Hanpumep, ncnonesyite dopmat "vma damunna”, "umMa_nonszoeatens” naw
"OMEH\ MMA_NOCALI0EATENAR",

Mpexae 4em 3anpallvEaTs CEPTUGMKAT NONLICBATENR, YBEAWTECH, YTD YCTPOWRCTED, HA KOTOPOM OH
Aon#eH BbiTe YCTAHOBNEH, NOAKNHIYEHD,

Mma nonssosatens nnm MCEBATHMM:

[ | e

OTmena

36. B none Beegute nMeHa BbiGUpaeMbIx OGBLEKTOB BBeAMTE UMSI NONb30BaTENs!, KOTOPOMY GyAeT BbinucaH ceptudmkat Tuna Mone3osaTtens ¢ RuTo
ken.



37. Haxmute MNMpoBeputb MMeHa.

Boitop: "Monssoearens” =

Brifepute Tvn ofibexTa:

| "MonesoeaTens” | Twnel ofbeKToB. ..

B cnemyowlem mecTe:
|test.lnca| |

FasmelweHve...

Beemite MmeHa Boifvpaemen b bekTos (Npumepsl):

user] I [MpoEEpMTE MMEHS I

JononHuTENEHD ... CmaeHa

38. Haxmunte OK.

BruiBop: "Monsscearens” et

BribepuTe Tun obbexTa:

| "MonesoEaTens” | Twnkl oG bEKTOE...

B cremytouwem mecTe:

|test.|nu:al | Pasmewetne. .
BeegmTe umeHa eciBpaembn 0B bekToE (Npumeps):
Userl User juser]@test local) MNpoBepWTE MMEHE

JononHUTensHO .. Omena

39. lNone UMsi nonb3oBaTtensi unu nceBaoHUM 3anofiHUTCSt aBTOMaTUYECKM.
40. HaxmuTe 3asBka.

[=] Peructpaums ceprudmkatos

BblﬁEpMTe none30BaTCNA

YUroBel ZaNPoCHTE CEFITMqJHKET OT UMEHKW ApYyrord NoONe30B3TENA, BESINTE Ero qJDpMEJ'IbHDE WRA WK
non

AcmerHoe uma, Hanpumep, ncnonesyiite dopmat "uma damunna”, "nma_nonssceatens’ nam
"gomeH\MmA_nons3ceatena’”,

Mpexae 4em 3anpaluneaTs CEpTMGUKAT NONL30BATENA, YEEINTECE, 4T YCTPOWCTED, HA KOTOPOM OH
ACMHEH BBITE YCTAHOBEH, NOAKNKIYEHD,

ras nonb3oBaTens uam NCEBAOHMR
TEST\userl [ 06s0p...

3aABka OTmena




41.

42.

Beeaute PIN-kop Monb3oBatensa n HaxmuTe OK.

wl Aktiv ruToken CSP v1.0 b
— EBeegute PIN-k0g
CuyWTHIBaTENE
i! PyToken LM 2.0 0 ;]
PIM-k0g
i e s s e EH

OK I OtmeHa

Haxmute 3akpbiTb.

[ Pernctpaums ceprudnkatos

PesynbTaThl yCTAHOBKM CEPTUDUKATOB

CJ'IEA}TPDLLLME CEpTHq}MKETbI Belan nNoayHEHRI M YCTAHOENEHR! HE JaHHOM KOMNBHITEDE,

Monwutnka perncrpaumm Active Directory

Monesoeatens ¢ Ru Token J Cocrosnme: YcnewHo

MoapoBHoctn ¥

I Cnegyrowmii nons3oeatens I 3akpbiTh

43. B pesynbraTte ceptucmkat Tvna Monb3osatens ¢ RuToken BbiNvcaH 1 COXpaHeH Ha TOKeHe.




44. Ytobbl NPOCMOTPETh CBOWCTBA 3TOro cepTudmkaTa Haxmute MpocmoTpeTb cepTudmkar.

p  Ceptndukar >

OBwwe Coctas MyTb cepTudmMKaLIm

ﬁ CBeEHnA 0 cCepTHdHKaTE

3ToT cepTwhHKAT NnpeqHasHaYaeTCA ONA:

» MoOTEEQHASET YASNEHHOMY KOMNEHTEPY MAEHTMhMKALYIAD
BALLErD KOMMEKTEDS

» ZAWMWEET CO0BLLEHMA SNEKTDOHHOM NOYTE

» Bxog CO CMEPT-HEpTOR

Homy BoigaH: Userl User
HeMm BoigaH: test-WIN-155CABOTIFD-CA

OedicteuTensd ¢ 29.01. 2019 mo 29,01, 2020

E’J ECTh 33KPLITHIA KNKOY ONA 3TOrD CEPTUDMKETA.

i : S D
JdABNEHWE MNOCTaBWHMEG

Ok

45. Y106bI 3aKpbITb OKHO cepTudukaTa Haxmute OK.
46. AHanorM4HbIM CrNocoboM BbINULLUTE CepTUMKATLI ANs BCEX NOSb30BaTENEN, KOTOPLIM OHW HeobXoaMMbI. MNonb3oBaTento AQMUHUCTPATOP Tak
e Heobxoanmo BeinucaTb cepTudmkat Tuna Monb3oeatens ¢ RuToken.



47. B okHe KoHconb1 BbiGepute nyHKT: ®ann — [o6aBuTb unv yaanuTs OCHacTKy.

Daiin | [Jeiicteme Bug VsBpannoe Owxno  Cnpaska

Cozpate Ctri+ M

OTKpBITE... Ctrl+ O =
Deicrens
CoxpaHuTe CTRL+S |
CoXpaHWTE KaK...
JononHutencsH... #
[loBaBuTE WA NRNNTE OCHACTKY... CTRL+M h
&3

Mapamerpel...

1 C\Windows\system32\dsa
2 C\Windows'\system32\certsrv

Beixog

MoseonAeT 40GAENATE OCHACTEW B KOHCO/B MW YASNATE WX,

48. B okHe anst 4OGaBNEHWs 1 yaaneHus OCHACTKW BbibepuTe B Criicke AOCTYMHbIX OCHACTOK NyHKT CepTudmKaThl.

Bl MomeTe BIBpaTE OCHACTKM ANS STOM KOHCONW M3 AOCTYMHBIX HE KOMMLIOTEPE OCHACTOK M 38TEM HACTPOMTE Mx. [lna
PAECIUMPAEMEIX OCHACTOK MOMHO HACTPOMTE Tpebyemoe pacluuperue,

LocTynHEIE OCHACTIN: BiIfpaHHbIE OCHACTHKM:

OcHacTka MoCTaBwmK. - Ej KopeHb KoHoonu
rlnaHHDOBIJ.LMK sa... () Kopropa... Iﬁ CepTrdMkaThl - TEKYLWWIA Mot
2 NpocvoTp cofiemii () Kopriopa. .. YaamTe
PepakTHpoBaHWe ... Microsoft C...
PepakTop GPO wH... Kopnopaw...
PepakTop ofbex... Microsoft C...
EJ PepakTop ynpasn... Kopnopauw... —

EJPE3YHI:ITH|JY|OLU.E... Microsoft C...

THHHKETEI OpELH, ..

Beepx

CWCTEME apXMBaLL. ..
@Cunenglﬁ MoHW... Microsoft C...
L Cyabion Microsoft C...

@y Criy#Obl KoMnoHe. .. Microsoft C...
@ Cceinka Ha eefp...  Microsoft C...
22 Tenedorua Microsoft C... | ™ [<] il | [>]

|

CmmcaHme:

OCHACTKE CEPTUHKSTOE NOSEONAET NPOCMATPHEATE COASPHMMOS XPEHWUAWLL ANA NOMCKE CBOWX CEPTMEHMKATOS, CEPTHEHKITOE
CyB MK KOMMBKOTEPOE.




49. YcrtaHoBUTE nepeknovaTenb YYeTHbIe 3anvcu KomnbioTepa.

() moeit YHETHOM SaMMCK NoNLS0BATENR
() yueTHOM SaMMoK cykbil

(®) yueTHOM SEMMCH KOMMLTEpa

JTa ocHacTKa Bcerga ByaeT yNpasnATE CENTURMKETAMIA ANA:

ﬁ ®ain  [Jeiictene

Bug MsBpannoe

OkHo

Cnpaeka

@ &

EINEEE ]

7] KopeHs konconw

b Gl Ceptudmkats -
4 [G) Ceprudmkate (nokansHbii ki

TEKYLLMIA No,

-

Kony blaan

Kem eeigan

ﬁ astrademain-WIN-UANICACDT... astradomain-WIN-UANICACDTSP.

I [] [loBeperHeie KopHeBbIe C
b [] [oeepenHsie yeTpoiicTea
B[] PasmelleHne eeB-cnyxb

a4 [ Nuuroe
==
r & ,ﬂoae;| Bce sagaun 4 3anpocuTe Honhﬁcep-rmpum...
b [ doseg Bua v Wmnopr...
b Mpoy Hosoe okro aTcroga JononHuTensHele onepaumn
b [ Joseg
p [ Cepry Hoewiit Bug nanenw saaau...
b [ Crop OBHOBUTE
b Aoscy 3KCNOPTUPOBATE CIMCOK
[ Mocrs PP
B[] ¥aane Cnpaska
I [] 3anpocel 3aRE0K Ha cepTy

| Dedcrena I

JononHuTtensH... #

3anpocnTe HOBLIA CEpTUdMKAT oT UeHTpa cepTudurkauun (LLC) B 3Tom gomene




51. YcraHoswTe ranoyky Mpoeepka NnogsIMHHOCTU KOHTpOsepa AOMeHa v HaxxmuTe 3aaBka.

_I:I-

—) Pernctpauma cepTMOUKATOB

3anpoc cepTUOUKATOB

Bbl MOMETE 33NpOCUTE CAELYHOLWME THNBI CepTudukaTos. BoiBepuTe cepTuduKaTsl, KOTOpLIE XOTUTE
3ANPOCKTE, K HAKMWTE KHOMKY "3aneka’,

Monutuka peructpaumm Active Directory

[ Kontponnep gomena _i) Cocroanme: JoctynHo MogpobBHocm
[[IMNeuroean pennankauma katanora j‘J Cocroanme: JoctynHo MogpobBHocm
[ npoeepka nognurHocTy Kerberos ) Cocroanme: JoctynHo MogpobHocm

MpoBepka NOANMHHOCTI KOHTPONNEPa

ZOMEHS y Cocroanme: JocTynHo MoapoBHoCT v

[[] Nokazate Bce wabnoHs

| 3aAexa || OTmena

52. 3akporite okHo KoHconb1. [ins coxpaHeHus koHconu Haxmute fa.

Microsoft Management Console >

| CoxpaHuTe napametpel koHconw B KoHcons1?

Aa Her Cmena

PekomeHayeTcs coxpaHuTb AaHHYH KOHCONb Ans yao6CcTBa ncnonb3oBaHus B AanbHeliwem. Mpruyem ecnu pabotatb B cucteme ¢ npasamu

yqéf)oﬁ 3anucm User, To B koHconu CepTudmkaTtsl - TEKyLUUIA Nonb3oBaTternb 6yayT oTobpaxaTtscs cepTudukatel nons3osatens User. Io6on
nosnb3oBaTenb Ha NIokanbHOM KOMMbloTEpe 13 koHcony CepTudukaThl - TEKyLUMIA NONb30BaTeslb MOXET 3anpocuTb cepTuduKarT.

53. Ecnu KOHCOMb HEe Hao COXPaHsiTb, TO HaxkmMuTe HeT. Mpu 3TOM He coxpaHsieTCA TONbKO HACTPOWKa KOHCONM, BbIMUCaHHbIE cepTudukaTtel ByayT
COXpaHeHbl B CUCTEME.



54. BeeguTe uMsi caiina Ans XpaHEHUst HACTPOEK KOHCOMU U HaxMuTe COXpaHUTb.

CoxpaHeHune x

|_|EII'IKE|I| Cpepnctea agruHucTompoeadra Windows v| @' 13' P "

o~

i Mmas [arta nameHeHna Tun

HeT 2nemeHTOB, YAOBNETEOPAMILLMK YCACENAM NOUCKE,
BricTprIi goctyn

PaBouwid cton

BuBnunoTteku

L3

3TOT KOMMBHOTER

g

Cete
< >
Mma paiina: | TR - | | CoxpatnTs |
Tun maiina: Faiins! KoHCONW yrpaenexws [~ msc) ~ OTraena

Ha atom HacTpoiika LieHTpa CepTudukauum 1 Boigada cepTudrKaToB Nonb30BaTensiM 3aBepLUeHsbI.
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