HacTponka anekrpoHHOM noanucy v WwmndpoBaHUAa Ans nNucem

O6wasa nHgpopmauus
Jio6oe anekTpoHHOe nncbmo B Microsoft Outlook MoxHO 3alumndpoBaTh 1 noanncaTh ANEKTPOHHOW NOANMUCHIO.

Hanuuve anekTpoHHOM NoANMCKY AaeT BO3MOXKHOCTb MOMyYaTerto NOHATh, YTO MUCbMO MPULLIIO MMEHHO OT OTNPaBUTENS!, U OHO He GbINo NOAMEHEHO B
npoLiecce OTNpaBKu.

Kpome Toro anekTpoHHasi NoANMUCh rapaHTUpyeT LIeNOCTHOCTb U HEM3MEHHOCTb COOBLLEeHUs!.

LLincdposaHue npu nepefave nomoraeT 3aliMTUTb BalUK SNEKTPOHHbBIE NMCbMA OT HECAHKLIMOHUPOBAHHOMO YTEHUSI BO BPEMS NEPECHISTKU.
Yrto6bl nognucatb 3MeKTPOHHOE NMMCbMO 3M1EKTPOHHON NOAMUCHIO U 3awmdpoBaTb ero HeobxoamMM creuunanbHbIi cepTudmKar.

OTOT cepTUdMKaT nydlle BCero 3anmcatb Ha TOKEH.

pouecc HaCTPOMKM COCTOUT U3 ABYX LLIAroOB:

1) Co3paHue cepTudukaTta 1 3anuch ero Ha TOKEH.

2) Bbibop napameTpoB B Microsoft Outlook.

1 war. Co3gaHue cepTuukaTa 1 3annucb ero Ha TOKEH

Yrtobbl co3aatb cepTudukaT 1 3anmcaTb ero Ha TOKEH:

1) HaxxmuTe TNyck v BbiGepuTe NyHKT BBINONHUTL.

Bce  lpuaoXeHus  JOKYMEHTsl  [apamerpsl  @otorpadun  Jpyrue v
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2) B okHe BbinonHuts BBeAuTe "mmc" u Haxxmunte OK.



2 BeinoAHuTe *

=7 BeeguTe MMA Nporpammel, Nanky, 40KyMEHTa MK pecypca
= MHTEpHETE, KoTopBIE TREBYETCA OTKPBITE.

OTEpBITE: | mm| -

OK OTmena O6zop...

3) B okHe KoHconb[HoMep] BbiGepuTe nyHKT: Pain — Jo6aBnTb UNK yaanuTe QCHaCTKY.

& Korconel - [Kopenb konconu] - O >
ﬁ Maitn  Jefcteme  Bug  MsBpannoce Oxkne  Cnpaexa - 8 X
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CoxpaHuTe CTRL+5
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CoxpaHuTe Kak.. EMEHTOR
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[oBaBNTe WAK YAANNTE OCHACTKY.. CTRL+M K
MapameTpel..,

1 diskmgmt.msc
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L4 >

Mozsonaer ,JJ,O&EBJ'IHTI: OCHACTKW B KOHCONE WKW YA3NATE KX,

4) B okHe [lJo6aBneHue u yaaneHne ocHacTku B cnivicke [10CTYNHbIe OCHACTKM LuerkH1Te no nyHkTy CepTtudukarsl.



JoBaeneHne v yaneHne CCHACTOK *

Bbl MOmeTe BeIGPATE OCHACTKW ANA 3TOM KOHCOMW M3 AOCTYMHBIX H3 KOMMbIOTEDE OCHACTOK M 33TEM HACTPOWTL WX, [na
PACLMPAEMEIX OCHECTOK MOMHO HECTPOMTE Tpefyemoe pacuMpeHue,

JOcTYNHBIE OCHACTHK: BbiGpaHHLIE DCHACTKME
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OnucaHKe:
OcHacTKa cepTUdMKATOB NO3SEONAET NPOCMETPMBATL COAEPHMMOE XDAHUMWLL ANA NOMCKE CEOMX CEPTUDNKETOB, CepTUhUKATOE
cnyB MK KOMNBOTEPOB.

5) Haxxvute [lo6aBuTb.

6) B okHe OcHacTka aucneryepa cepTucUKaToB yCTaHOBUTE NEpeknioyaTess MOEi YYETHOM 3anucy nonb3oBarens v HaxmuTe MoToBo.

DcHacTka AMcneTyepa cepTudnkaTos >

3Ta ocHacTka Bcerna ByneT YyNpaEnATE CEPTURMKATAMM ANA:
@ MO yYeTHOM SanKucK NoNeES0BaTENA
() yueTHOA SanMcK chy*Ebl

() y4eTHOIA SaNMCK KOMNLIOTEPa

O

7) B okHe [lo6aBneHune n ynaneHue ocHactku Haxmute OK.

8) B neson yactn okHa KoHconb[HoMep] wenkHute no nyHkTy: CepTucdmnkatel — JinyHble. OTobpasuntcsa nanka CepTudukats.



| Apyrwe nonszosatenw
| Local MonRemovable Certificates
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| JoeepenHeie nnua @BitLocker
| MocTaswmky cepTUdNKATOE NPOEEPKU @BitLucker[

9) MpaBoii KHONKOW MbILWM WENKHUTE MO Ha3BaHMIO 3TO Manku 1 BelBepuTe NyHKT: Bee 3agaum — 3anpocutb HOBLIN cepTudukar.
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10) B okHe Peructpaums ceptudukatoB Haxmvute [lanee.




= Peructpauma ceptuduraros

Mepea Hauanom paboTsl

Cne,ayrou.l,me LLArk NoMoryT YCTaHOEWTE CEFITM¢II.'1KETbI., ABNARILLHWECA LI,I.'1¢IFJIZIEI:-IMI.'1 YHETHEIMK JaHHBIMMW,
WCNaAbIYEMBIMA 4NA NOJKAHIYEHNA K 6ECI‘IFIEIEEI,€I,HbIM CETAM, ZALLNTEI KOHTEHTA, I.'1,€I.EHTI.'1¢I.'1KELI,I.'1I.'1 W WHEIX
33aad BesonacHooTy.

Mpeskcae yem 2anpallneats cepTudnkat, yBeauTecs, 4T
3TOT KOMMBHOTER NOAKNHOHEH K CETH;

MMEHITCA YHETHBIE J3HHbIE, KOTOPLIE MOMYT BbITe MCNO/B30BAHBI ANA NOATEEPHAEHIA NP3Ea Ha
noay4YeEHnE cepTduKara,

lanee OTmeHa

11) YcraHoswuTe ranoyky Aktiv Smartcard User n Haxxmute 3asiBka.
12) Beeaute PIN-koa TokeHa u Haxkmute OK.
13) Haxxmute FoTtoBo. B pesynbtate ceptudmkart 6yaeT co3faH U COXpaHeH Ha TOKeHe.

Mocne atoro Heobxoammo B Microsoft Outlook BeiGpaTe napameTpbl 4N NOANUCU U LUMGPOBAHMS.

2 war. Beibop napametpos B Microsoft Outlook

YTtobbl BbIOpaTh BCe He0OX0AnMblE NapameTpbl Anst paboTbl C 3NEKTPOHHON NOANUCHIO U LWNDPOBaHNEM:
1) MopakntounTe TOKEH K KOMMBIOTEPY.
2) OTkpouTe nporpammy Microsoft Outiook.

3) B rmaBHOM OKHE nporpamMmmebl BelbepuTe NyHKT MeHto daiin.



Bxogawwe - - Outlook

aiin FnaeHaa OTnpaeka u noaydeHne Manka Bug Cnpaeka Q YTO BbI XOTHTE caenatk?
F@ OTBETUTE e
& = = 2 = o | m
T OTBETUTE BCEM
Co3gate 34aTh YaanuTe ApXvEMPOBATE EI.:I . Buictpeie | Mepemectute | Tern by
cooBLUEHNE 3. HT ™ % T —> Mepecnats AeiCTENA ™ - -
Cozpate ¥aanuTe OTEETUTE EbicTphbIe... T -
> Mowck B Nanke "us TekyLWwero /O W3 TEKYWErD NOYTOEOrD AMKE =
Bce HenpouwTtaHHble Mo data~ T
“ Buepa *
e
“ee
-
|| [«
Bce nankw oBHOBAEHEL Mogknwoyedo k: Microsoft Exchange Enapame-rpu oTOBpaXeHnA |]:| @ o 1 +
4) BbibepuTte meHto MNMapaMeTpsbl.
Bxoaawine - - Outlook 7 — | X

el (BeieHnA 06 yYeTHOW 3anuncu

3KCNOPTMPOBaTL “ .
Microsoft Exchange

CoxpaHnTe Kak
B + [loBaBnTE YUETHYHD 3aNUCE

CoxpaHnTs

ATOKEHIA p HacTpolika yueTHbIX 3anucei
©r 3meHnTE NapameTpel ANA 3TOM YUETHOM
MeuaTs Hacpoiika ErL ST 33AMNUCK WAKM YCTaHoBNTE Bonslue
3anncei v COEAMHEHMIA,

" [locTyn K 3Tol YYETHON 33NUCK Ha

Beb-caiiTe.
¥YueTHan

3annch
Office = [lonyunte npunoxenne Outlook ana

iPhone, iPad, ycrpoiicts ¢ OC
Android wnn Windows 10 Maobile.

https://mail.guardant.ru/owa

Wsmennte

OT3biBbI 1

npe,a,n OXEeHWA
,] ABTOOTBETHI (HET Ha paboTe)

e HCI‘IOnh?-}fﬁTe ABETOMATHUHECKWE OTEETEI 4NA }I’EEAOMHEHHR ,qp}rrm(

mo,qeﬁ O TOM, 4TO Ebl OTCyTCTEyeTe Ha pEGOHeM MECTE,

MapameTpbi

ABTOOTEETHI

5) B neBoit yactu okHa MapameTpbl Outlook BeiGepuTe nyHKT LIGHTp ynpaBneHus 6e3onacHoCTbIo 1 HaxxmuTe NapameTpbl LieHTpa ynpaBrieHus
6e30MacHOCTbIO.



Mapamerpel Outlook ? *

OBLwme @ OGecneyeHne Ge30NacHOCTH JOKYMEHTOE, 8 TAKKE 3aLMTEl W
paboTocnocoBHOCTH KOMNEHKTEPA.
Mouta
Kanengape besonacHocTe M ApyrUe CEEAEHUA
Nioan JononHUTENBHbIE CEEAEHNA O JALLIMTE KOHPHUAEHLMANBHOCTH N BE3oNacHoCTH
NpMeeeHel Ha caiite Office.com.
3agaun PuBEA
Co3zgaHue 3aumeHHBIX WHGOPMELNDHHBIX CUCTEM
Maowck
Azkik Lientp ynpaenexnna 6esonachocreio Microsoft Outlook
CneunaneHble BOIMOXHOCTH UenTp ynpaenequa
BesonacHocTeO
[ononHuteneHo

COAEPHMT NAPAMETREI
GEzCNacHOCTH U

Hactpoute nex
P B KOHBMAEHLMANEHOCTH,

MaHene BeicTporo goctyna 31 napameTpel | [apameTpel LEHTPa yNpPaeEneHnA BE3ONACHOCTEIO...
nomoratoT obecnednTs

Haactpoiikn BezonacHoCTE
KOMMABHITEDE.
LlenTp ynpaenenna GesonacHocTbio MzmeHaTE 1 He
PEKOMEHIYETCA,

oK | | OTmeHa

6) B neBon yactn koHa LieHTp ynpaeneHust 6e30macHOCTbIo BbibepuTe MyHKT 3almThbl ANEKTPOHHBLIX MMCeM 1 HaxmuTe MapaMeTpel.

LieHTp ynpaenenna GesonacHoCTeO ? x

HagexHele usgatenn
3amudposannan 3NCKTPOHHAA NOYTa
MapameTpsl KOHGUAESHUNANBHOCTH
q_ O WndposaTs coaep:KMMOE U BNOXKEHNA NCXOAALLME CO0DLIEHNA

33UIMTa 3NEKTPOHHBIX MHCEM
u.| pol [] AoBasnate unpOBYH NOANKMCE K MCX OAALLMM CooBLLEHNAM

UBpaboTka enoxenni OTNpaEnATE NOANMCAHHBIE COOBLLEHNA OTKPEITEIM TEKCTOM
ABTOMATMHECKDE CKaYHBAHNE [ 3anpawwueate yeegomnerne S/MIME gna scex nognucartex cooBiyernii 5/MIN
MporpammAeii goctyn Lmép yaocToBep (ceprud 3

Lindposie yAOCTOBEPEHNA MK CEPTMRUKATEI ABNAMOTCA AOKYMEHTAMN, KOTOpPbIE oBecnednsaroT BesonacHocTe
BALLINX 3NEKTPOHHBE THAH3aKLM.

‘ OnyBankosate B rNoBankHOM CNWCKE 3APECOB... | | Wunopt/akcnopr...

"uTath Kak OBBINHLIF TEKCT

[ Yurate obeiuHEE MMcEMa Kak 0OBIMHBIR TEKCT

Cuenapum B nankax

[ Paspeluuts cuexapum B ofLumx nankax

[ Paspeluuts cuexapun B obLLEACCTYNHED: Nankax

7) B okHe UameHeHne HacTpoiikn 6esonacHocTu psgom ¢ nonem Ceprudmkar nognmuey HaxvmTe Boibpatb.



zmeHenne HacTpoRKK BesonacHoCTH X
Hacrpoika Be3onacHo T

WMma koHGWrypaumn:

YeTaHoskEKn S/MIME [ o

DopmaT KkpunTorpadgmn; S/MIME

HacTporka no ymon4aHuo 4na BceX co0BLWEHIMA

CepTUdrEaTE M aNropHTME

CepTUQHEAT NOgNHUCH:

ANrOpPHTM XeWKHPOEaHKA: SHAT
CepTUdHEAT WG pOBaHHUA: |,

AAropHUTM WK poEaHKMA: AES [256-bit)
MepegaEaTe CEPTUOHUEATE C COOBLWEHHEM

Ok

HacTporka Be30nacHOCT Na YMOAYaHWKD 409 3Taro opmara

MeTEM 6830NacHOCTH. ., CozaaTte ¥aanuTe

EulbpaTe...

EulGpate...

COTmeHa

8) B okHe Ans Bbibopa cepTUdMKaTOB LLENKHUTE NO CCbifike Bonblue BapuaHToB.

BezonacHoos Windows .

Beibop cepTudukara

Dmitrieva@aktiv.guardant.ru

Wzpatens: AKTIV-SUBCA
Jeictevntensn ¢ 28.04.2020 no 28.04.2021

Mpocmotpets ceoidcTea cepTudmkaTa

Bonblue BEApPUAHTOR ’

OK OTmeHa

9) LLlenkHuTe No Ha3BaHWio Heobxoammoro cepTudukata n Haxmute OK.

10) B okHe MNameHeHune HacTpoiikv 6e3onacHocTH psifoM ¢ nonem CepTudmKaT WndpoBaHus Haxmute BeiGpaTb.

11) B okHe ans Bbibopa cepTnmKaToB LLEeNnKHUTE No ccbinke bonblie BapuaHToB.
12) WenkHute no Ha3BaHuio Heobxoammoro cepTudukata u HaxmuTte OK.

13) B okHe MNameHeHune HacTpoiikv 6e3onacHocTy HaxmuTe OK.

14) B okHe LleHTp ynpaeneHus 6e3onacHoCTbIO HaxxmuTe OnybnukoBaTh B rno6anbHOM CvUcke agpecoB.



LienTp ynpasnenua GesonacHocTeie 7 X

HageskHeie usgatenn
3awndpoBaHHan SNEKTPOHHAN NOYTa
MapameTpel KOHGMAEHUMANEHOCTI
E\E, O WnposaTts CoAEpMMOE W BNOKEHMA MK OAALLINE CO0DLLEHNA
2

3aLMTa 3NEKTPOHHBIX MHCEM
[[] obaenate uudposyo NOANKMCE K MCXOAALLMM COOBLUEHHAM

OBpaboTka BnoxkeHni OtnpaenaTte nognMcaHHble COOBLLEHNA OTKPBITEIM TEKCTOM

ABTOMATMHECKDE CKaHHBAHME [ 3anpawmsate yeegomnerne S/MIME gna scex nognncantsx cooBuyernii SMIME
Mapamerpel mMakpocos Mo ymoenuanno: -
Mporpammneii goctyn Lndposbie yaocrosepenms (ceprudmuars)

Lindposeie yaocToBEpeHA WNK cepTHhNKATEI ABNATCA 40KYMEHTAMM, KOTOphIE 0BeCeYnBaT BesonacHoCTe
BALLMX IMEKTPOHHBE TPAH3AKLMA,

| Ony6aukosaTte B rNoBankHOM CNWCKE 3APECOB. . Mmnopt/akenopr...

Yurath KaK oGbIMHLIA TEKCT

[ Ywrate obeiuHele nHCEMa Kak 0BBIMHEIR TEKCT
Cuenapuu B nankax

[ Paspeluuts cuerapum B ofLuux nankax

[ Paspeiumts cuerapum B oBLLEA0CTyNHED: Narnkax

15) Haxxmute OK. B pesynbTate Bce HeOGXOAMMbIE HAaCTPONKKU ByayT BbIGpaHbI.
Y106kl MOAMMCATL MMCbMO AMEKTPOHHOW MOAMUCLI0 HEO6X0AMMO NpK ero co3aaHun nepenTun Ha Bknaaky MapameTpsl n Haxats MognucaTs.
YT006b! 3awmdpoBaTh NMCbMO HEOBXOAMMO NpK ero Co3aaHnn nepenTn Ha Bknaaky MapameTpsl 1 HaxaTb LLindposats.

Moanvcaxve n WwudpoBaHne MOXHO UCNONb30BaTb OAHOBPEMEHHO.
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