RU1046

He ynanocb o6patuTbCs K cepBepy C UCMNONb30BaHNEM 3alUMLLEHHOTO CoeaMHEHUs Ha nalog.
gov.ru

OnycaHue

Mpu owmnbke Ha nocneaHem atane npoBepku «He yaanock obpaTuTbCs K cepBepPY C UCMONb30BaHNEM 3aLUMLLEHHOIO coeanHeHusi. BoamoxHo,
He YCTaHOBMNEHO 0BEPVE MEXAY KITMEHTOM U CEPBEPOM...»

HauaTk npoBepky Brumanwue! MNepef NpoxcxaeHUem Nposepok, NoxanyicTa, 3aiguTe B meHo Opaysepa "Cepsuc” - "CeoicTBa
Bpay3epa”, xnafgka "Cogepsatne”, W HEKMUTE KHONKY "OuucTiTh SSL".

(£ OnepaUMOHHARA cUcTeMa - Microsoft Windows XP unu Belwe, nu60 Mac OS X 10.9 unu Beiwe
() Bpaysep ¢ NnoggepXKoi WupposaHua MOCT 34.10-2001, 28147-89

(£ YcTaHOBNEH W KOPPeKTHO PaGoTaeT NPorpaMMHEIil KOMMOKEHT ANA paGoTel ¢ 3NeKTPOHHOM NOANMCER ¢ UCNONB3OBaHWEM Web-
6payzepa.

(© YcTaHoBNeH cepTUMKAT "YL| ®IYM MHWBL ®HC Poccu” B XpaHUNHLLE CepTUHUKATOE «[JOEBEPEHHbIe KOPHEEBkIE LeHTPbI»

© B xpaHnnuwe cepTUPUKaToB "INM4HEIe" ycTaHoBNeH KCKMN3M, BElgaHHbIH IOpHAMYECKOMY NULY YAOCTOBEPAIOWMWM LIEBHTPOM, W YCMeWHo
CO30aHa 3NeKTPOHHAA NoanMck ¢ Hcnone3oeadnem KCKMN3MN wopuanveckoro nuua.

@ Mpoeepka 3alWMWEHHOTO COBANHEHNA C cepBepomM JIMMHOro KAaGMHEeTA HanoronnaTenbWWKa PUOUYECKOro NMua

He yaanock NpoOBEPUTE BO3MOKHOCTE COEAMHEHWA C CEpPESpPOM. TonpobyiTe NepeiTH No ccbinke hitps:/lkul.nalog.ru/.

BO3MO#HO, HE YCTAHOBMNEHD AOBEPHE MEKIY KIMEHTOM M CEDBEPOM.

MpM HEBO3MOKHOCTH NEPENTH B JIMYHLIA KAOWHET HaNoroNNaTenbLLUMKa PHAHYECKOTO NULUA, NOKaNYACTa, 00paTUTeCk B CryxOy TeXHUYecKo
NOANEDHKM, YKA3AB CEENSHUA, NPUBEAEHHEIE HIKE B pa3fene "ECNU HE YOANOCE YCTAHOBWTD 3aLUULLEHHOE COEOUHEHWE. ",

Bocnonb3yATech PEKOMEHAALMAMK NO YCTPAHEHMIO OLUMGKK

ECnu He Y4anock YCTAHOBWTE 3aILHLEHHOE COBAWHEHHE... (HaKMUTe, YTOBLI Pa2EEpHYTE CNIPABKY)

PeweHne

1. 3anyctute nporpammy Kpuntollpo CSP ¢ npaBamu agmuHucTpaTtopa. Mepengute Ha Bknagky «Hactpoviku TLS» u cHUMUTE ranoyky
«He ncnonb3oBaTh ycTapesLune cipher suite-bi». MNocne naMeHeHNs AaHHOM HAaCTPOWKN HY>KHO 0Bs3aTenbHO Nepesarpy3nTb KOMMbIOTEP.

blocked URL

2. MNMocne nepesarpy3ku komnbloTepa MNoctaBbTe ranoyky «He ncnonb3oBaTth ycTtapeslume cipher suite-bi» B HacTponkax Kpuntollpo CSP Ha Bknagke
«HacTtpoiikn TLS», He cornawanTech C NpeanoXeHneM o nepesarpyske».

3. MpoBepbTe, YTO B aHTUBMPYCE He BKIYeHO https-ckaHnpoBaHue (4acTo BCcTpeyaeTcs B aHTuBMpycax Avast n ESET).

4. MonpobyiiTe nepeiTn HanpsiMyto B HyXHbIN JTK, MUHYs npoBepKuX, 3aMeHUB B agpecHor cTpoke npoTtokon http Ha https. T.e. ecrm nposepka npoBoguTcsi
no agpecy http://lkul.nalog.ru/, To Hy>xHO nonpobosaTs nepeitn Ha https.//lkul.nalog.ru/. Tipsmas ccbinka ANa MHAVBUAYaNbHLIX NpeanpuHumaTenei: https:/
/lkipgost.nalog.ru/lk.

5. YcTaHoBUTE OBa KOpHEBbIX cepTudukata 2016 1 2017 rogos ¢ cawita https://www.gnive.ru/certification_center/kssos/ B xpaHunuiie «poMexxyTouHble
LeHTpbl cepTudmkaummn”.»

6. YcraHosute "Kpuntollpo CSP" nocnegHei Bepcuu, nepesarpysute KOMMbIOTEp.

7. Ecnn Ha komnbtoTepe ycTaHoBneHbl gpyrne CK3U (VipNet CSP, KonTtuHeHT AN, CK3W Araea v gp.), yaanute nx unv nepenaute Ha gpyroe pabovee
MecTo.

8. Ecnu HeT Bo3MoxHOCTY yaanuTe apyroe CK3W nnu nepentu Ha gpyroe paboyee mecto, NnpobywnTte ycTtaHoBuTL 6paysep CryptoFox. Ckauyatb ero
MOXHO ¢ cainTa Kpunto Mpo https://www.cryptopro.ru/products/cpfox. Bxop B NYHbIA KabuHET He06X0aAMMO BbINOMHUTL NO NpsiMol cebinke https:/lkul.
nalog.ru ans ropuandeckux nuu, unu https://Ikipgost.nalog.ru/lk Ans VN, MuHys NpoBepKy YCroBuin AocTyna. Ha OTKpbIBLUENCS CTPaHULE HY)XHO HaxaTb
Advanced -> Add Exception -> Confirm Security Exception.
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