Hactpoiika aByxdakropHon ayteHTudpukauum B Citrix
XenDesktop 7.x

O6wwasa nHgopmauus

Citrix XenDesktop — 310 pelueHue ans supTyanusaummn paboyero ctona v npunoxexui Windows.

[ByxdakTopHas ayTeHTUukaLuma ¢ NOMOLLbIO yCTponcTea PyTokeH NO3BONSET Nyylle 3awmuT1TL AOCTYN K BUPTYanbHbIM paboynm cTona.
[ns HacTponku ABYXdaKTOPHOM ayTeHTUMKaLMN He06X0AMMO:

1) Co3gaTtb BUPTyanbHy0 MaLluHy.

2) HactpouTb ayTeHTUdUKaLMIO N0 CMapT-kapTam.

3) HacTpouTb CKBO3HYIO ayTeHTU(UKaLMIO MO CMapT-KapTe.

Co3saaHune BMPTYyarnbHOW MaLUUHbI

MoaroToBKka 3TaNoOHHOW BUPTYyanbHOW MalUWHbI
B Haliem TecTOBOM OKpyXeHue aTanoHHasi MallmHa — 370 BUpTyanbHasa MawwmHa ¢ OC Windows 7 (32bit).
Ha Hee Heo6X0aMMO YCTaHOBUTL:

® Virtual Delivery Agent (ero anctpnbyTtuns pacnonoxeH Ha aucke c MO XenDesktop 7.0);
® [laHenb ynpaBneHus PyTokeH.

Co3spaHue Katanora gns BMpTyaanOVI MaLUUHbI

YTo6bl co3pathb kaTanor Ans BUPTyanbHOW MaluUHbI:

1) Ha cepsepe 3anyctute Citrix. [ins atoro Beibepute nyHkT: Start — All Programs — Citrix.
2) Mogkntounteck k koHTponnepy Citrix Delivery Controller.

3) MNepenanTe B Machine Catalogs v 3anyctute Create Machine Catalog.

4) Haxxmute Next.



™ Citrix Studio

File Action Wiew Help

HEIE

= s=E

[ Consale Root
=1 g% Citrix Studio (XD7)

i search

g Machine Catalogs

Machine Catalog

Allocated machines

+ | Machine type No. of machines

é Delivery Groups
Palicy
[# Logaing
Bl > Configuration
£, administrators
Contrallers
" Hosting
e Licensing
[E storeFront
@ App-Y¥ Publishing
Bl & Citrix StoreFrant
Server Group
E Authentication
Stores
Receiver for Web
o MetScaler Gateway
® Beacons

e 13

Create Machine Catalog

Studio

Introduction

‘Operating System and
Hardware

Machine Management
Desktop Experience
Master Image

virtual Machines
Computer Accounts

Summary

Getting Started with Machine Catalogs

Machine Catalogs are collectians of physical computers and virtual machines that you assign
to users, Studio will help you create a Catalog, based on your setup preferences and the
configuration of your Site, When creating a Catalog, note that you must select 2 Master
Image or a machine with the Virtual Delivery Agent installed,

® Stap-by-step guidance through Machine Catalog s2tup
® Create a Deskiop O% or Server 05 Machine Catalog

® Customize your environment as you go

Learn more

[ | Bon't show this again

Create Machine Catalog
Wiewe

|G| Refresh

ﬂ Help

Create Maching Catalog

| & &

£ 7start

=1k

Jau

ARG

5) YcraHosute nepekntovatens B nonoxeHne Windows Desktop OS 1 HaxxmvunTte Next.




Create Machine Catalog

Studio Operating System and Hardware
We want to help you create the correct type of Machine Catalog by asking a few guestions to provide 2
recommendation
«" Introduction Learn mare
Operating System and Select an cperating system and machine type for this Machine Catalog.
Hardware

#) Windows Deskiop 05

Machine Management The Desktop OS Machine Catalog provides VDI desktops ideal for a variety of different

Desktop Experienca USErs
Master Image Windows Server 05
he Server 05 Machi ag provi sted shared s for a large-scale
Virtual Machines The Serve \.,S_r achine EFataI g pr,:.-l:les hosted shared desktops for a large-scal
deployment of standardized machines.
Computer Accounts
Remaote PC Access
Summary

The Remote PC Access Machine Catalog provides users with remote access to their
physical office desktops, allowing them to work at any time

6) YctaHoBuTe nepekntovatenu Virtual Machines n Machine Creation Services (MCS).

7) Haxxmute Next.



Create Machine Catalog

Studio Machine Management

As part of creating & Machine Catalog, the way you plan to provision machines influgnces the
recommended Machine Cataleg type.

«" Introduction Learn mare
Operating System and This infrastructure will be built using:
Hardware . ;
- #®) Virtual machines

Machine Management
Physical hardware

Desktop Experience

e (mage Desktop images are managed using:

virtual Machines I ®) Machine Creation Services (MCS) I
Computer Accounts

Provisioning Services (PVE)

Summary
Ancther service or technelogy

I will manage my desktop images with something other than Citrix technology. I have
existing Master Images already prepared.

8) B okHe Desktop Experience BbiGeprTe Heobxoammble napameTpbl 1 HaxmuTe Next.



Create Machine Catalog

Desktop Experience

Studio

Consider the tasks your users perform and then decide which desktop sxperience would be best,

Which desktop experience do you want users to have?

¥ Introduction [ want users to connect to a new (random) desktop each time they log on.
, Operating System and i .
Hardware ®) | want users to connect to the same (static) desktop =ach time they log on.
«" Machine Management
. Do you want to save any changes that the user makes to the desktop?
Desktop Experience )
P =xpe Yes, save changes on a separate Personal vDisk.

Mastar Imagse
@ Yes, create a dedicated virtual machine and save changes on the local disk.

Virtual Machines
Mo, discard all changes and clear virtual desktops when the user logs off.

Computer Accounts N T ; .
If configured, folder redirection will not be affected.

Summary

9) LLlenkHuTe No Ha3BaHWIO 3TANIOHHOW BUPTYyanbHON MaLuHbl U HaxkmuTe Next.




Create Machine Catalog

Studio Master Image

Select a Host and corresponding Virtual Machine or snapshot from the list to create a Master Image,

Select a Resource:
«" Introduction

KDDesktop
- agf:'ital:g System and Select a snapshot (or a Virtual Machine):
«" Machine Management > Wor o ]
+" Desktop Experience > Hoco ]
Master Image o
Virtual Machinas e
» (W] win71 @
Computer Accounts b [W] windows 7 @
Summary (W] windows7 {32-bit) @ E
b (W] xa1 B
b (W] a2 O
» [0 @
» [ xo7 O E

|:| The Master Image is built using Windows XP ar Windows Vista

You should also select this option if the snapshot or Master Image is running Windows
with VDA 5.6

10) 3apaiiTe HeO6XOAUMOE KONUYECTBO BUPTYasbHbIX MaLLUH 1 HaxMuTe Next.



Create Machine Catalog

Studio Virtual Machines

Number of virtual machines needed:
=l
«" Introduction

Operating System and

¥ Hardware Configure your machines:
w" Machine Management Mame: Windows7 (32-bit)
+" Desktop Experience Wirtual CPUs: 1
" Master Image
Memory (MB): 768
Virtual Machines
Computer Accounts Hard disk {GB): 15 15

Summary

11) Belbepute Heobxoavmble HAacTporiku 1 Haxkmute Next.




Create Machine Catalog

Studio Active Directory Computer Accounts

Ezch maching in & Machine Catalog needs & corresponding Active Directory computer account,

Learn mare

¥ Iniindchon Select an Active Directory account option:

P i TR i

U ;gf,?t_l:f s A ® Create new Active Directory accounts
uvvdl <

« Machine Management Use existing Active Directory accounts

+ Deskiop Experience Active Directory location for computer accounts:
" Master Image Domain: [ Jocal - ]
" Virtual Machines [ ForeignSecurityPrincipals -
Computer Accounts Managed Senvice Accounts
Summary

b
4
»
b
3

TestOU
Users H

(@@ XenDesktops

Selected location: Ol=XenDesktops, DC= DC=local ‘

Account naming scheme:

WinTx32#

Win7x320

Cancel

12) MpoBepbTe NapaMeTpbl BUPTyarnbHbIX MaLLWH, BBEAUTE UMS KaTarnora, MMs BUpTyanbHOW MalumHbl u HaxmuTte Finish. B pesynbtare katanor
BUPTYyarbHbIX MalnH GyaeT co3aaH.



Create Machine Catalog

Studio SUmmErY
Y
Machine type: Windows Desktop OS5
« Introduction Machine management: Virtual
= Operating System and Frovisionirg method: Machine creation services (MCS) -
Hardwars Desktop experience; Users connect to the same desktop each time they log
" Machine Management on
- Save changes on the local disk
eskiop Experience
T Resources: KDDesktop
aster Image
o Virtual Machi Master Image name: Windows7 (32-bit)
W I o
e oLneS A snapshot of the Master Image VM will be created
¥ Computer Accounts Mumber of ¥iis to create: 1
Summary Wirtual CBlls: 1 i
Machine Catalog name:
‘ WinT«32 for testing ‘
Machine Cataleg description fer administrators: (Optional)
Example: Windows 7 5P1 desktops for the London Sales office ‘
Note: To complete the deployment, assign this machine catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

o I o

CoapaHnue rpynnbl nons3oBaTenier BUPTyanbHbiX MawunH — Delivery Group
YT06bl co3agaTh rpynny nonb3osaTenen:
1) Ha cepsepe 3anyctute Citrix. [ins atoro Beibepute nyHkT: Start — All Programs — Citrix.

2) Mepewignte B MeHto: Delivery Group — Create Delivery Group.




Studio

File Action Wiew Help

@

| Console Root
=1 g% Citrix Studio (XD7)

& search

g Machine Catalogs

Palicy
[# Logaing
Bl > Configuration
£, administrators
Contrallers
Hosting
e Licensing
[E storeFront
@ App-Y¥ Publishing
= & Citrix StoreFrant
Server Group
l;] Authentication
L] Stores
Receiver for Web
o MetScaler Gateway
® Beacons

e 13

Delivery Groups | Applications (2)

Delivery Group + | Machine type No. of machines Sessions in use No. of applications

e ——
No items selected

| Actions

Delivery Groups

Create Delivery Group

Wiewe
|G| Refresh

Help

3) BblGepVITe KaTtanor BUpTyasibHbIX MaLlNH U YKaXUTe CKOJIbKO BUPTYyaribHbIX MallnH 6y,qu AOCTYNMHO aTon rpynne nonb3oBaTenen.

4) Haxxmute Next.




Create Delivery Group

Studio Machines

Select a Machine Catalog:

Catalog Type Machines
O Win7x32 for testing VDI MCS Static Local Disk

«" Introduction

Machines
Delivery Type
Users
StoreFront

Summary

Choose number of machines to add: 1 -+

5) Beibepute T1n pecypcos u Haxmute Next.



Create Delivery Group

Studio Delivery Type

You can use the machines in the Catalog to celiver deskicops and applications to your users.
Learn mare

o Introiichon Use the machines to deliver:

" Machines ® Desktops
Delivery Type Applications
Users
StoreFront
summary

6) BbiGepuTe nonb3oBateneil, ¢ KOTopbIMK GyayT CBA3aHbl BUPTyaribHble MalluHbl, U HaxmuTe Next.



Create Delivery Group

Studio Lsers

Assign users:

testxD | \estdD)
«" Introduction

" Machines

w" Delivery Type
Users
StoreFront

Summary

7) Ha cnepytowem ware ycraHosute nepekntoyatens Manually, using a StoreFront server address that | will provide later n HaxxmuTe Next.



Create Delivery Group

Studio StoreFront
How would you like to configure the version of Recaiver that is installed on the machines in this Delivery
Group?

" Introduction I ®) Manually, using a StoreFront server address that [ will provide later I

" Machines Automatically, using the StoreFront servers selected below

w" Delivery Type
W Users
StoreFront

Summary

Back Cance

8) MpoBepbTe KOPPEKTHOCTbL HACTPOEK M BBEAUTE HA3BaHME rpynnbl.

9) Haxxmute Finish. B pesynbTaTte rpynna nons3osatenen 6yaeT cosgaHa.



Create Delivery Group

Studio Lsers

Assign users:

testxD | \estdD)
«" Introduction

" Machines

w" Delivery Type
Users
StoreFront

Summary

Y6eguTech B TOM, YTO BCE BUPTYarlbHble MalUUHbI 3apErMcTpUpoBaHb! (y HUX [OMkeH GbiTb cTaTyc Registered).



2 Citrix Studio

File Action Wiew Help

HEIE

e

| Console Root
=1 g% Citrix Studia (XD7)

O search

g Machine Catalogs
Delivery Groups
\g Palicy
[# Logaing
Bl > Configuration
£, administrators
Contrallers
Hosting
e Licensing
[E storeFront
@ App-Y¥ Publishing
= & Citrix StoreFrant
Server Group
E Authentication
L] Stores
Receiver for Web
o MetScaler Gateway
® Beacons

Actions

CiTRIX

Desktop 05 Machines (1) | Server OS Machines (0) = Sessions (0}

Persist User Cha... Power State

On Local Cn

Delivery Group User Maintenance Mo... Registration State

Win7x32 test - Off

Name + | Machine Catalog
Win7x324.alad... Win7x32 for tes...

No items selected

Select Columns
Wiewe

|G| Refresh

Help

MpoBepKa AOCTYMHOCTU BUPTYalbHbIX MaLLMWH

Y7066l NPOBEPUTL JOCTYNHOCTL BUPTYanbHON MaLUWHbI:

1) MepenanTe Ha 3TANOHHYK BUPTYanbHYO MaLUUHY.

2) OTkporiTe BGpay3ep 1 B aApecHO CTPOKE yKaxuTe:

http://xd7.aktiv.local/Citrix/StoreWeb/

3) Ecnu MO Citrix Receiver He ycTaHOBMEHO, TO B OKHE C NPeasioKeHNeM YCTaHOBKM HaXXMUTE YCTaHOBUTb.



http://xd7.aladdin.local/Citrix/StoreWeb/

123 WzBpanHoe fg; Pekomengyemble yanel v @ | Konnekuwa seb-gparm...

Citrix Receiver

[na goctyna k ceonm npunoxeHuam ycraHosute Cit
Receiver

puHuMare [InueHsnorHoe cornawwenne Citrix

YeranoBuTe

CeefeHnA 0 GesonacHocTn | Bxog

J/ HageswHbie yanel | 3aLaieHHIi pesknm: Bbikn. Faow H100% -

4) foxanTecb OKOHYaHUSA NpoLiecca yCTaHOBKM.
5) BeBeguTte norvH 1 naposib y4eTHON 3anucy nonb3oBaTens. 3Ta yyeTHasi 3anucb AOMKHA BXOAUTL B rpynny nonb3oBaTtenei BUPTyanbHbIX MaLUWH.

6) HaxxmuTe Bxop,.



123 WzBpanHoe i Pexomengyemeie y3nsl v @ | Konnekuwa seb-dparm...

Citrix Receiver

Wma nonesosatens: };‘!onfe&'-_r‘ 0AB30SGMENE LAL LSEr

Citrix Receiver

paea sawmieHer. | Yeego 1A C MX OpraHMsaLni

loToBo ,r" HageskHele y3ne! | 3aLUMLLEHHBIR pEXsUM: BRIKA. Fa v ®100% v

7) Y6eautecb B TOM, YTO BUPTYyasrbHas MallnHa JOCTYyNHa.
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HacTtponka ayTeHTUpMKaLmm no cmapT-kapTam

Bbinyck ceptudukata ans IS
YT006bI BEINYCTUTL CepTudmkat ans IIS:

1) Ha cepBepe 3anycTute ocHacTky ynpaeneHus cepaucom Internet Information Services (I1S).



| Remate Desktop Services
o Component Services
;E\ Computer Management
5 Data Sources (ODBC)

12| Event Viewer
Caommand Prompt: mE [ ———
& 15CST Inkiator
47 Notepad i Local Security Policy
(e . Administrator @ Performance Monitar
C i Securiby Configuration Wizard
ﬁ? Internet Information Services (T15) DmuEns F Server Manager
 Manager T Servies
Computer =}
a citrix Studia Y| share and Storage Management
Storage Explorer
Metwark E‘ S
% windows PawerShell Modules [ P — System Configuration
Control Pansl @ Task Scheduler
a Citrix StoreFront @ Windows Firewall with Advanced Security
Devices and Printers E wWindows Memory Diagnostic
ﬁ Windows Powershel Madules
e windows Server Backup
Help and Support
Run...
» All Programs ‘Windows Security

I Search programs and files m Log off |+

2) Bribepute nyHkT Server Certificates.
3) Buibepute Create Domain Certificate.
4) Beegute nHcopmaumio 06 opraHmsauum.

5) B none Common name BBeAuTe NonHoe AOMEHHOe UMs cepBepa. B Hawem npumepe aTo: x7.aktiv.local.



Create Certificate I

/|| Distinguished Name Properties

g’

Specify the required information For the certificate, Statefprovince and Cikyflocalicy must be specified
as official names and they cannot contain abbreviations,

Carrmaon Name: de?. T lacal
Organizakion: I

Organizational urit: Iol_l

ity flocality IMu:uskJ:uw
Statefprovince: IMO

Counkry Fegion: Iﬁ j

Brewvious | [ I Einish Cancel

6) Haxkmute Next.
7) BblbepuTte LeHTp cepTudukaumm.
8) B none Friendly name BBegute nonHoe nvs cepsepa. B Hawem npumepe aT0: x7.aktiv.local.

9) Haxxmute Finish.



Create Certificate I

| Online Certification Authority

gl”

Specify the certification autharity within your domain that will sign the certificate. & Friendly name is
required and should be easy to remember,

Specify Online Certification Aukharitsy:

| CA-CANCA.. Jacal Select. .. |

Example: CertificatesuthorityfamelServertame

Friendly name:

de?. Jocal

Previous [ Einlsh Cancel

10) MNpoeepbTe, YUTO cepTUdDMKAT YCMELLHO BbIMyLLEH.



qEInternet Information Services (II1S) Manager =]
Q) [ 0 EEEEICE
Fil=  Yiew Help
Q. i @ Server Certificates
S O | | l&, ki Impoart...
@_EJ Skart Page o
-85 X7 \cministrator] LUse this Feature to request and manage certificates that the Wweb server can use with Web sites Create Certificate Requast..,
configured For S3L. Complete Certificate Request. ..
llEme I =l I A Create Domain Certificate. ..
WM Svc-RD7 WMSve-AD7
7 ; Create Self-Signed Certificate.. .
View, .,
Expoart...
Renew,..
K Remove
'@' Help
rline Help
| | 2
E Features Yiew |- Content Yiew
Ready e
Hacrpoiika SSL gocryna k 11S

YT06bI HacTpouTtb SSL goctyn:
1) Bbibepute nyHkT Default Web Site v wenknute Bindings.

2) Haxxmute Add.



6@ I@ b ¥D7 ¥ Sikes b Default Web Site »

File Wew Help

4o Explore

q Default Web Site Home

@-di e

-5 Start Page
=83 407 (1 “\Administratar)
= 3 Application Poals
El-[&] Sites

Filter:

- %go - %Show &l |Groupby: Area

ASP.NET

Edit Permissions...
Edit Site

Bindings. ..
[=] Basic Settings...

-0 Default Web Site =5 l 0

MET MET MET Error MET
Authorizati,.,  Compilation Pages ialobalization

site Bindings [ 7]

MET Profile  \MET Roles Wiew Applications

Wiew Yirtual Directories

Manage Web Site

| Binding

Type | Host Mame | Port | IP Address
http an *

2 Restart
b Start
B sStop

Remove
Browse

_'I Advanced Settings...

Close

Directory
Browsing

Error Pages Failed Request  Handler HTTP Redirect HTTP 15AP1 Filters
Tracing Rules Mappings Respo...

@ = A = = 8

Looaing MIME Tvoes Modules Qutout Reauest S5L Settinos ;I

= Features Yiew |, Content View

Browse Web Site
Browse *:80 (http)

Configure

Failed Request Trading...

Limits. ..

@ rHep

online Help

L — = o
Authentication [l Compression Default
Dacument

£ 7start

:

| & a5 8% e

3) B packpbiBatolemes cnncke Type BbibepuTe TUn coeanHenns https.

R SEPT

4) B packpbiBatoemcs cnvcke SSL certificate BbiGepute ceptudukar.

5) Haxxmute OK.

6) Y6eamtech B TOM, YTO AaHHbIA TUN coeanHeHns fobasneHx.

7) Haxxmute Close.

Hacrpoiika Citrix StoreFront

Mpy_paboTe c StoreFront B MHOrocepBepHbIX yCTaHOBKax UCMONb3YNTe TONbKO OANH CepBep Npu BHECEHWUN M3MEHEHWIA B HACTPONKK. YOeauTech B TOM,

YTl Hconb ynpaeneHus Citrix StoreFront He BeInONHsETCA Ha Apyrom cepBepe unu cepeepax AaHHOW cepBepHON rpynnbl. [ocne 3aBepLueHus
KOH(UrypupoBaHus y6eamtecb B TOM, YTO M3MEHEHUsI MPUMEHNIUCH Ha BCe cepBepbl Ipynnbl (propagate your configuration changes to the server group).

Y106kl HacTpouTh Citrix StoreFront?
1) Ha cepsepe 3anyctute Citrix.

2) Beibepute nyHkT Authentication.


http://support.citrix.com/proddocs/topic/dws-storefront-21/dws-configure-server-group.html

Studio

File Action Wiew Help

ke S
| Console Root - | Actions
SEPTE TN citeix

& search
= Machine Catalogs | jthentication Method Enabled AddjRemove Methods
Dell el
‘g P:‘:::W roups User name and password Generate Security Keys
[# Logging Vigw 3
Bl > Configuration
£, administrators 1G] Refresh
Cortrollers Help
. "
Hosting
&% Licensing User name and password -
StoreFront
o Configure Trusted Domains

@ App-Y¥ Publishing

o 8 o SworeFren: Authentication Service

Manage Password Options

Server Group The authentication service collects user credentials once and grants access to all stores on this server.
rw—— Disable Method
l;] Authentication
T Stores = Help
Receiver for Web Overview

% MetScaler Gateway

¥ Beacons ken validation service: http://xd7. Jocal/Citrix/Authentication/auth/v1/token/validate

er of enabled methods: 1

Status

£\ Service using HTTP not HTTPS.

e 13

3) Bribepute nyHkt Add/Remove Authentication Methods.
4) B okHe Add/Remove Methods yctaHosuTe ranouky Smart card.
5) Haxxmute OK.

6) Y6enutecb B TOM, 4TO MeTo fo6GaBneH.



Studio

File Action Wiew Help

&= 70|

| Console Root

| Actions

=1 g% Citrix Studio (XD7)

& search

g Machine Catalogs

Delivery Groups
Palicy

CiTRIX

Authentication -

Add/Remove Methods

Authentication Method

Enabled

User name and password Generate Security Keys

Bl > Configuration
£ Administrators |G| Refresh
Contrallers Help
= Hosting

&% Licensing User name and password -

[E storeFront

@ App-Y Publishing h . 3 c Configure Trusted Domains
B B Qe Storefront Authentication Service Manage Password Options
Server Group The authentication service collects user credentials ence and grants access to all stores on this server.
l;] Authentication Disable Method

3] Receiver For Web
o MetScaler Gateway
¥ Beacons Token validation service: http://xd7. Jocal/Citrix/Authentication/auth/v1/token/validate
Number of enabled methods: 2

T Stores . Help
Overview

Status

@ Https is required for certificate autnentication.
Ak Service using HTTP not HTTPS,

e 13

Define the available authentication methods

7) Beibepute nyHkT: Default Web Site Citrix — Authentication — Certificate.



"'-!E Internet Information Services (IIS) Manager H=] B3
@ 'y [ S v ®D7 » sSites b DefaultWebsSite » Citrix b Autherbication » Certificate » J o e -
Fil=  Yiew Help
_- i Certificate Home [acuoms ]
ﬁ_' | |’_ |& | L Explore
Start Page " == Edit Permissions. ..
; %07 ( | Administrator) Filter: - Go - %Show All |Gr0u|: by Area - '
|2 Application Pocls ASP.NET = Manage Folder L
@] Sikes
i = Browse Folder
=P Defaul Web Sits i= s : o= Lz =
9 B nGServices % Q/. “ U= \/ Browse *:80 (http)
= aspnet_client MET .MET MET Error .MET .MET Profile  .MET Roles Browse *:1443 (https)
Citise - Autharizati,..  Compilation Pages Globalization ﬁ |
) Help
¥ nuthentication . p. y = B :
“ fop Dat “ a | : '? — Oriline Help
| .DD_ ata L.E, L= ah ki =—B=
- bin MET Trust .MET Users Application Conmection  Machine key  Pages and
- Levels Settings Skrings Conkrols
| Yiews
[]---? PHAgent . @
(=¥ Roaming I. =
[+ .,? Store Providers Session Stake  SMTP E-mail
(¥ StoreDeskiopappliance
[+ ? Skoreiweb
E]---? Directar s
M B =
2 S B 9 o B
ASP Authentication Gl Compressian Default Direckary
Document Erawsing
, & i
1 =I d — |
x = Lh)
Error Pages Failed Request  Handler HTTF Redirect HTTR Logging
Tracing Rules Mappings Respo...
= " e =
= oHl o E G
MIME Types Modules Cutput Requesk 35L Settings LI
P | » IE] Features View [/ 2 Content Yiew
Ready 'ej_:g

8) YctaHoBuTe ranoyky Require SSL n nepeknioyaTens Require.



"'-!E Internet Information Services (IIS) Manager =]

@5;* [ | v D7 ¥ Sikes b DefaulwebSite » Citrix b Authentication b Certificate »

& e

Fil=  Yiew Help

€-id A |8
H Start Page
D7 ] \Adrinistrator)
..;? Application Pools
- | Sites

=€ Default web Site
AGServices
| aspriet_client
Cikrix
¥ authentication
| App_Data
bin
Certificate
| Views
~[=¥ PMAgent
¥ Roaming
? Shore
¥ storeDeskbopAppliance
? Storeteb
[#-[;¥ Director

[ B ]

¥

i

“ | >

~| SSL Settings

This page lets vou modif

7 Reqguire 55L

Client certificates:
" Ionore
 Accept
% Require

the 55L settings for the content af a \Web site or application.

E Features Yiew |- Content Yiew

Configuration: localhost’ applicationHost,config , <location path="Default Web Site/Citrix/Authentication/Certificate" >

‘@ The changes have been ‘
successfully saved.

S Apply
=¢ Cancel
'@' Help

Orline Help

YT106bl NPOBEPUTL KOPPEKTHOCTL HACTpoek SSL-coeanHeHve:

1) MoakntounTech K KOMMNbIOTEPY Nonb3oBaTens.

2) MopgkntoumTe cMapT-kapTy C cepTUdMKaTOM.

3) OTkpoliTe Gpaysep.

4) B agpecHoW CTpoke BBeaUTE:!

https://xd7.aktiv.local/Citrix/Authentication/Certificate/test.aspx

BmecTo xd7.aktiv.local BBeguTe nonHoe gomeHHoe uMs cepsepa. B 6paysepe oTobpasuTtcsi okHO Ans Beibopa cepTudukaTa nonb3oBartensi.

5) Bbibepute Heobxoanmbln cepTudmkat n HaxmmTe OK.

6) Beegute PIN-koa cmapT-kapTbl U Haxmute OK.



https://xd7.aladdin.local/Citrix/Authentication/Certificate/test.aspx

EBesonacHocte Windows u

MocTaewmk cmapT-KapT (Microsoft)
Beegute vma nonszosatens, napone u MNAH-koa,

‘== _PIN-koa

| ’ FIN-KD,&, ]
JononHWTENEHBIE CBELEHWA

[ QK ’ OTtmeHa

7) Ecnn SSL-coeguHeHne HacTPOEHO KOPPEKTHO, TO B Bpay3epe oTobpasntcsa nHdopmMaumsi o cepTudukarte nonb3oBartens.
YTtobbl HAaCTPOUTL NPOTOKONbI CBS3N AN SSL-coegnHeHus:

1) Ha cepsepe 3anyctute Citrix 1 Boibepute nyHkT Server Group.

2) Haxxmute Change Base URL 1 namenute hitp Ha hitps.

3) Haxxmute OK.



Studio
File  Action View Help

MEIE

| X

|1 Console Raot
F1 &% Citrix Studio (D7)
Search
g Machine Catalogs
Delivery Groups
é Policy
| Logging
= [ Configuration
£ Administratars
Controllers
Hosting
e Licensing
3 storeFront
@ App-¥ Publishing
Bl §§ Citrix StorsFront
(55 Server Group
Authentication
L) Stores
M) Receiver for Web
oe MetScaler Gateway
¥ Beacons

ea

0 [

Server Group

Group Details

Base URL:

http://xd7.

Number of servers: 1

Jocal/

Change Base URL

Change Base URL

Madlify the base URL far services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: [ tipdia,

Jecal

I Actions

Server Group

Add Server

Change Base URL

Wigw »
|64 Refresh

ﬂ Help

£ 7start

| % &

(Change the base URL of the server graup.

=8

JHU

A ﬂ

4) Boibepute nyHkT Stores.
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File Action Wiew Help

L E

Ll
| Consale Root
= § Citrix Studio (x07)

I Actions

1 search
g Marchine Catalogs Advertised | Store UAL Create Store
‘g Ej:::w Graups Store Service  Yes htpy//xd7, Jlocal/Citrix/Store Export Multi-Store Bravisianing Fll
[# Logging Wiew 13
I 2 Configuration
=
£, Administratars G} Refresh
Controllers Help
= Hosting
3 storeFront Hide Store
@ App-¥ Publishing -
= &4 Citrix StareFrant Store Service Manage Delivery Controllers
[E3] Server Grouy
thentlcatlzn B Enable Remate Access
3 IManage Citrix Receiver Updates
Y Receiver For Web
5% MetScaker Gatews Advertised:  Yes Integrate with Citrix Online
- 4 URL: http://xd7. lacal/Citrix/Store
@ Beacons Export Provisioning File
Configure Legacy Support
Status Generate Security Keys
Remave Stare
A\ Service using HTTP not HTTPS.
Help
1 |
ose| | A B _Iu [ 7uls B .

5) LenkHute no HaseaHuto nyHktaManage Delivery Controllers.
6) B oTKkpbIBLIEMCS OKHE HaxxmuTe Edit.
7) B packpbiBatoLiemcs cnincke Transport type Boibepute HTTPS.

8) Haxxmute OK.

9) MpoeepbTe, 4TO B Nore Status oTobpaxaeTca 3HaveHne Service using HTTPS.

10) Mepesarpysute cepsep.

Hacrpoiika XML-3anpocos

[nsa HacTtpovikn XML-3anpocos:

1) Ha cepBepe oTkpoiiTe komaHaHyto ctpoky Windows PowerShell.
2) BBegute komaHay:

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true




strator: Windows PowerShell Modules
Windows PowerShell
Copyright <(C> 208%? Microsoft Corporation. All rights reserved.

WARNIMG: File C:s\Windows“system32-WindowsPowerShellwwl _B“Modules“PSDiagnostice“PEDiagnostice.peml cannot be loaded
hecause the execution of scripts is disabled on this system. Please see "get—help about_signing" for more details.

WARNING: File C:sWindows“szsystem3Z2:WindowsPowerShellwl . BxModulessWebAdministration~WebAdninistrationAliases. psl cannot
ge loided hecause the execution of scripts is disabled on this system. Please see "get—help about_signing" for more
etails.

PS C:~Users~Administrator.ALADDIN> Set-BrokerSite —TrustReguestsSentToTheRmlServicePort Strue_

HacTpoiika komnbloTepa nosnb3oBarerss
YT106bl HACTPOUTL KOMMBIOTEP:

1) MogkntoumTeck kK KOMMNbIOTEPY NONb3oBaTenNs.

2) OtkpouTe Citrix Receiver.

3) BBeawTe CTPOKy AN NOAKMIYEeHUs K cepBepy U HaxmuTe Janee.

JobaeuTs YUETHYHD 3aNKch e
S -

Citrix Receiver”

Beeawte ceoi pabounii agpec 3neKTpoHHOM

nouThbl MK ajpec cepecpa.

https:/ fad? Jlocal/citrix/store]
Ecnu BoBagnaTe YYETHYR 3aNKMEE HE HY#HO, HAXMUTE KHOMNKY
“OTMeHa”. MToBH 4063ENTE YHETHYHD ZanNKck NO3XE, ZJanycTuTe
Citrix Receiver v BulbepuTe pazgen "YdeTHeIe 3anuou’

[ Hanee [ OmaeHa

4) Beeaute PIN-kop PyTokeHa.



Bl i Recever —ie

ras nonesoeatens:  testXD@ local

PIM-koa: ||-|||-|||-|

q Bxog ] I OTmena

ﬂ BesonacHoe COEQMHEHHWE

5) MoaknoumnTech kK cepeepy NPUMOXEHWIA. [JOXXAMTECH OKOHYAHKS NMpoLiecca NoAKIYeHMs.

6) MepenanTe Ha Bknaaky Bee npunoxeHus n Boibepute Win7x32.

Citrix Receiver

Bce npunoxeHnn GoToMeeting

BABUTDH %

B
8

+ nPunoxeHus §

7) Beegute PIN-kog PyTokeHa.

8) Ecnun ayTeHTUMKaLms npoLuna yerneLHo, To BCe HaCTPOWKM KOMMbioTepa BbINOSHEHbI KOPPEKTHO.

HacTtponka cKBO3HOW ayTeHTUpUKaLmMm No cMapT-kapTe



Mopsipnok HacTpoiiku Single Sing-On nNpu ayTeHTUdUKaLMK NO cMapT-KapTe npu ucnons3oBaHuu XenDesktop 7

[nsi koppekTHOW paBGoTbl CKBO3HOW ayTEHTUMMKALMM MO CMapT-kapTam HeoGXoAMMO, YTOObI KOMMbLIOTEP NONb3oBaTENs Obin JOGABNEHO B JOMEH UK, NpyY
" b30BaHWUMN HECKOIIbKVX [JOMEHOB, MEXY JOMeHaMU Gbin HAaCTPOEHbI JOBEPUTESIbHbIE OTHOLLEHMSI.

Oranbl HacTponku Single Sign-on (SSO) ans ayTeHTMdMKaUmMm no cmapT-kapTe:

1) CospgaHue kaTanora BUPTyanbHbIX MaLLWH.

2) CosgaHue rpynnbl nofib3oBaTenein BUpTyanbHbIX MaLUWH.

3) YctaHoBka Citrix Receiver Ha koMnbloTep nonb3oBaTens.

4) Hactpovika nonutuk aytenTudmkaumm ansa Citrix XenDesktop.

5) Bbinyck ceptudpmkaTa ans 1S n Hactponka SSL goctyna k 11S.

6) Hactporika XML-3anpocoB k cepBepy.

7) Hactporka Citrix StoreFront ans skmtovernna SSO npu ayTeHTMdMKaumm no cmapT-kapTam.

8) Hactpoiika komnbloTepa nonb3oBaTens.

YcraHoBka u Hactpoitka Citrix Receiver ansi BknioueHust SSO npu ayteHTMbukaumm no cmapt-kaptam

[Ins HacTpoWiKM CKBO3HOWN ayTeHTUdmKaumm no cmapt-kaptam Ha Citrix Receiver Heobxoavmo BbInonHWTb ycTaHoBky Citrix Receiver ¢ fononHuTensHbIMm
napameTpamu.

YctaHoska Citrix Receiver BbINONHAETCA U3 KOMaHLHON CTPOKU:

1) Ha komnbloTepe nonb3oBaTtens 3anyctute yTunuTy komaHaHomn ctpokm CMD ¢ npaBamu agMuHMcTpaTopa.

2) B komaHAHOWM CTpoKe ykaxuTe nyTb k channy yctaHoBLimka Citrix Receiver 1 gononHUTENbHO ykaxuTe napameTpbl Ans BkitoveHms SSO:
/includeSSON AM_SMARTCARDPINENTRY=CSP

Mpumep: C:\Distr\CitrixReceiver.exe /includeSSON AM_SMARTCARDPINENTRY=CSP

3) JoxanTecb okoHYaHus npouecca yctaHosku Citrix Receiver.

4) Mepe3arpy3unTte KOMMbIOTEP MOJSIb30BATENS.

5) Mocne nepe3arpy3ku KOMMNbIOTEPA NONb3oBaTeNs NPoBepbTe, YTO B UCTMONHsieMblx npoueccax (Task Manager/Processes) npucyTcTByeT npoLuecc
ssonsrv.exe.

6) BbinonHuTe HacTpoiky nonuTuk ayteHTudmkaumm ans Citrix XenDesktop, koTopble 6yayT npumeHsTecst Ha cepBepsbl Citrix 1 ycTponcTBax

nonb3oBaTeneu.

Moapo6Hyto MHOPMaLWIO ANS HACTPOWKN ayTeHTUMKaLUM NO CMapT-kapTaM MOXHO HalTK Ha cTpaHuue: http://support.citrix.com/proddocs/topic
/receiver-windows-40/receiver-windows-smart-card-cfg.html.

HacTtpoiika nonutuk ayteHtucukaumm ana Mo Citrix XenDesktop
HacTpoiiky nonnTuk pekoMeHayeTcsi BbINMONHATL Yepes rpynrnoBble NonuMTUKK crnyxobl kaTanora Active Directory. Takke HaCTPONKY MOXHO OCYLLECTBUTb
13 OCHACTKW ynpaBneHus NokanbHbIMU NOIMTUKaMK.

[Insi HACTPOWMKKN rPyMNMoBbIX NOMNTUK:

1) B wabnoHel rpynnosbix NONMTUK cryx6bl katanora Active Directory umnoptupyiite wabnon nonutuk Citrix ADM Template (Add Template B ocHacTke
yrnpaBneHus rpynnoBbIMK nonuTukamu). LLiabnoH nonuTrk pacnonoxeH:


http://support.citrix.com/proddocs/topic/receiver-windows-40/receiver-windows-smart-card-cfg.html
http://support.citrix.com/proddocs/topic/receiver-windows-40/receiver-windows-smart-card-cfg.html

C:\Program Files (x86)\Citrix\ICA Client\Configuration\icaclient.adm
2) Cospaite NONUTUKY (MM OTPeAaKTUPYTe NMEIOLLLYIOCS) U BKIIOYUTE CKBO3HYIO ayTeHTMMMKALMIO NO cMapT-KapTaMm.

3) Otkpovite pasgen Computer Configuration — Policies — Administrative templates — Classic — Citrix Components — Citrix receiver — User
Authentica-tion.

4) BeibepuTe HacTporky Smart Card Authentication n yctaHosuTe ranoukm Allow smart card authentication 1 Use pass-through authentication for PIN.

ﬁ.? Default Domain Policy [AD, CTX12.LAB,COM] Pe B User authentication
[=] A Computer Configuration
=R qulcles ) Smart card authentication Jetting
1 Software Settings ﬁ [2] Smart card authentication
| windows Settings - - ;
Bl [ Administrative Templates: Po .";-ﬂSITIarI: card authentication
| Cantral Parel
r Snart card authenticati . ) .
- Network Ei ATk card aunEnteaton Frewious Setting Mext Setting
| Prinkers
1 System - Camiment:
| Windows Compaonents " Mot Configured '
Bl [ Classic Administrative Ter
1Lk &
[=1 || Cikrix Components 2 fled
= [ Ci!:rix Receiver " Disabled
- Storsfrant Supported on:
| Mebwork rout
| User authent
| Remating clie
| User experier Qptions: Help:
_| Client Engine
| Multi-Strearn - - -
2. All Settings ¥ &llow smart card authentication Use this _pl:nllcy to control how the client uses s
- F‘refe_.r_-ences to the client dewice.
2 e ) : ¥ Use pass-through authentication for PIN ) )

B 5 Lls_er Cl.m_jﬁguratmn When enabled, this policy allows the remote se
- Policies stmatt cards attached to the client device for auf]
| Preferences other purposes,

1| | When disabled, the server cannot access smart

; the client device,

5) Buibepute HacTpoiiky Local User Name and Password 1 yctaHosuTe ranodku Enable pass-through authentication n Allow pass-through authentication
for all ICA connections.



File  Action Miew Help = I
o A= EIER 7 BsElE £
\=/" Default Domain Policy [AD.CTH12,LAE.Co Ei Local username and password Previous Setting Mext Setting
[= i Computer Configuration
S Pn_liu:ies ] " Mot Configured Camment:
| Software Settings
| Windows Settings % Enahled
Bl | Administrative Templates: Pc
| Contral Panel " Disahled
| Metwark Supparted on:
| Printers
| System
| wWindows Campanents
B ] Classic Administrative Te  Spions: Help:
=[] Citrix Components
El L] Citrix Receiver ¥ Enable pass-through authentication Use this policy to instruct the client to use the sa
b Starefront credentials (pass-through authentication) for the
| Metwork rout W Allow pass-through authentication for all ICA server as the client computer,
| User authent cenmneelens
| Remoting clie When this policy is enabled, the client can be prg
7| User experie | Use Movell Directory Server credentials using the current user's logon credentials to aut
“| Clierk Engine rernote server by clearing the | Syl EEEERATL
‘' Mulbi-Strear aLthe i c ationji F] Y el
[y Al Settings o . . L
" Preferences The client imposes certain restrictions spec!fylng
= ﬁ:!. U;er Configuration through authent_lu:;tlon can occur (for details, se
" Policies httlp:,ﬂ-’suppart.cltrlx.cumfpmddacsﬂ. If these re
= strict for your environment, select the "&llow pa
] Preferences authentication for all ICA connections"” check bo
| | pass-through authentication restrictions.,
1

Mopgpo6Has nHgopmauus gocTynHa Ha cTpanuue: http://support.citrix.com/proddocs/topic/ica-settings/ica-settings-wrapper.html

Hacrtporika MO Citrix StoreFront 2.1 ans BKNioYeHUA CKBO3HOM ayTeHTU(MKaLmMM No cMapT-kaptam

I'IpégaGOTe ¢ Citrix StoreFront B MHOrocepBepHbIX yCTaHOBKax UCMOMb3YNTe TONBKO OANH CepBEP NPU BHECEHUN N3MEHEHWUIA B HACTPONKMN.
Y6eautech B TOM, 4TO KOHCoMb ynpaeneHus Citrix StoreFront He BbINonHsieTCst Ha ApYroM cepsepe AaHHO CepBEPHOIA MPyMMb.

Mocne 3aBepLueHnst KOHUrypupoBaHus ydoeanTechb B TOM, YTO U3MEHEHUsI MPUMEHWUITUCH AN BCEX CepBepOoB rpynnbl (propagate your configuration
changes to the server group).

[ns HacTponku Citrix StoreFront gna paboTtel SSO npu ayTeHTUdMUKaLMN NO CMapT-kapTam:
1) BeinonHnTe nepeBoHavanbHyto HacTporiky Citrix StoreFront.

2) B pasgene Add/Remove Authentication Methods yctraHosuTe nepekntovatens Domain pass-through.


http://support.citrix.com/proddocs/topic/ica-settings/ica-settings-wrapper.html
http://support.citrix.com/proddocs/topic/dws-storefront-21/dws-configure-server-group.html
http://support.citrix.com/proddocs/topic/dws-storefront-21/dws-configure-server-group.html

Add/Remove Methods

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server,

IE User name and password
[+#] Domain pass-through
[%#] Srnart card

- Pass-through from NetScaler Gateway

0K Cance

3) [ins BKMIOYEHMSI CKBO3HOM ayTEHTU(UKALMK C UCMOMNb30BaHMEM CMapT-kapT HEOBXOAMMO BHECTU AOMOSNHUTENbHLIE U3MEHEHUS B KOHUrypauwmio. ns
atoro otpepaktupyinte defaultica ons kaxpgoro Citrix Store, rae TpebyeTtcsa ckBo3Has ayTeHTUdMKaLWs No cMapT-KapTam.

4) Vicnonb3ys TEKCTOBLIN pefakTop, oTkponte dann default.ica, kotopbin HaxoanTcsa B nanke:
C:\inetpub\wwwroot\Citrix\storename\App_Data\

5) Ecnun B MHpacTpyKType He ucnonb3yeTtcs ayTeHTudukauus yepes NetScaler Gateway, To fo6aBbTe crneayoLmMin napameTpbl:
[Application]: DisableCtrlAltDel=0ff.

[aHHasa HacTpovika 6y,qu NPUMEHATLCS ANSA BCEX Nonb3oBaTenew.

6) [ins BKNIOYEHMS CKBO3HOMN ayTeHTUdMKaLMmM No cMapT-kapTam ¢ ucnons3oBaHuem NetScaler Gateway no6aBbTe cnefyowmii napameTp:
[Application]: UseLocalUserAndPassword=0On

Moapo6Has nHdopmauus gocTtynHa Ha cTpanuue: http://support.citrix.com/proddocs/topic/dws-storefront-21/dws-configure-conf-smartcard.html.
7) BbINONHMTE HACTPOIiKY MOMb30BaTeNs, COrnacHo pasgeny.
8) MNMpoBepbTe, 4TO BXOA Ha BUPTYasbHY0 MaLLWMHY NOSb30BATENS BbINOMHAETCS YCMNELHO.

9) MpoBepbTe, YTO NOCNe BXOAA Ha KOMMNbIOTEP NOMb30BaTENs (MO CMapT-KapTe UK Mo Naposnto) GonbLue He NOSIBMSIETCA OKHO 3anpoca YYETHBIX AaHHbIX
unun PIN-koga npu goctyne k StoreFront n BUpTyanbHoi MalluvHe Nonb3oBaTensi.


http://support.citrix.com/proddocs/topic/dws-storefront-21/dws-configure-conf-smartcard.html
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