Hactpoinka OpenSSH pgoctyna no PytokeH U2F

[MapameTpbl cCTeHOaA

IP cepsepa 10.0.2.15

Nmsa yAaneHHoro nonb3oBartens user

[MepBuyHas HacTporka U2F

YpoctoBepuTbesi, B pabotocnocobHoctn U2F yepes gemo-noprarn.

Ecnu ToKeH NMoaKstoyeH K KOMMboTepy, HO CBETOAMOA He HauMHaeT MepLaTh U OTCYTCTBYET peakuus Ha HakaTue KHOMKWU, TO Hado COrfacHO UHCTPYKLMK,
3anucatb B ¢aiin /lib/udev/rules.d/70-u2f.rules cneaytowee:

Nlib/udev/rules.d/70-u2f.rules

# Rut oken
KERNEL=="hi draw*", SUBSYSTEM=="hi draw', ATTRS{i dVendor}=="0a89", ATTRS{i dProduct}=="0090", TAG+="uaccess"

Mep3anycTute Gpaysep, U3BNEKUTE 1 BCTaBbTE TOKEH 3aHOBO. W elle pa3 npoBepbTe paboTOCNOCOGHOCTL Yeped AeMo-nopTarn. Ecnu ayTeHTudukaums
OnsATb He MpoLuna, To NonpobyiiTe NepesanycTuTb CUCTEMY

YcrtaHoBka OpenSSH

Ham Heobxoamm OpenSSH Bepcum 8.2 u Bbille, NpUYeM Kak Ha cepBepe Tak 1 Ha knueHTe. [Ina Havyana nonpobyiiTe yCTaHOBUTL HY>KHYIO BEPCUIO
OpenSSH u3 penosutopres. 3TO MOXHO caenaTb C NOMOLLbIO KOMaHA:

# Debi an
sudo apt-get update
sudo apt-get install openssh-client openssh-server

# Red Hat
sudo yum update
sudo yuminstall openssh-clients openssh-server

[anee y3Haem, kakasi BEpCUs yCTaHOBIEHA C NMOMOLLbIO KOMaHAbI:

sshd -V

Ecnu Bepcusi Hxe 8.2, To Toraa npucTynuM K ssh U3 NCXO4HUKOB

Cbopka 13 NCXOOHUKOB

Onsa Havyana YCTaHOBUM 3aBUCUMblE NaKeTbl


https://auth.rutoken.ru
https://dev.rutoken.ru/display/KB/LN1003
https://auth.rutoken.ru

# Debi an

sudo apt-add-repository ppa:yubi co/stable

sudo apt update

sudo apt install zliblg-dev |ibfido2-dev |ibpanDg-dev |ibselinuxl-dev |ibcbor-dev openssl |ibssl-dev autoconf
gcc neke pkg-config |ibsystend-dev

# Red Hat

sudo yuminstall autoconf gcc nake pkg-config openssl-devel zlib-devel |ibselinux-devel |ibcbor-devel pam devel
syst end- devel

[nsa nonb3oBaTtenen Red Hat Takke HeobxoaMmo nocTaButb ycTaHoBUTL nakeT libfido2, koTopbi MOXHO B3STb TyT.

CkavaeM nocnegHtoto Bepcuto OpenSSH 13 penosuTtopusi

git clone https://github. conlopenssh/ openssh-portable
cd openssh-portable
git checkout V_8_2 P1

[na Heo6xoaMMO NPUMEHUTL NaTy, KOTOPLIN pellaeT npobnemy ¢ 3anyckom ssh yepes systemctl

git apply systend-readi ness. patch

Tenepb NpUCTYNMM HeNnocpeaCcTBEHHO K c60pKe. BbinonHum komanabl

aut oreconf -i

./lconfigure --prefix=/usr --wth-nmd5-passwords --with-pam--with-selinux --with-systend --with-privsep-path=/var
/1ibl/sshd/ --sysconfdir=/etc/ssh --w th-security-key-builtin

make -j4

sudo rm-rf /etc/ssh/* #

sudo nmake install

C6opka npoLuna ycnelHo. MpoBepuM, YTo ssh Tenepb MMEET HyXHYI0 BEPCUIO:

sshd -V

Ha cepBepe

Mocne Toro kak cbopka NpoLusna ycneLHo, B NEPBYI0 O4epeb BbICTABMM ayTeHTUMMKALMIO C UCNonb3oBaHneM nybnuyHbIx knoyven. Ans atoro B danne /et
c/ssh/sshd_config packommeHT1pyem cTpoky

letc/ssh/sshd_config
PubkeyAut henti cati on yes

Mepesanyckaem gemoHa ssh 1 ybeaumcs, 4To oH 3anyctuncs 6es owmbok
sudo systenctl restart sshd

sudo systencttl status sshd

BbiBOA fOMKEH GbiTb NPUMEPHO CreayoLwmM:


https://pkgs.org/search/?q=Libfido2-devel
https://github.com/openssh/openssh-portable
https://salsa.debian.org/ssh-team/openssh/-/blob/master/debian/patches/systemd-readiness.patch

ssh.service - OpenBSD Secure Shell server

Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2020-02-27 15:39:50 MSK; 45 ago
Process:

Main PID: 26047 (sshd)
Tasks: 1 (limit: 2338)
CGroup: fsystem.slice/ssh.service
L 26047 sshd: fusr/sbin/sshd -D [listener] @ of 10-100 startups

27 15:39:50 user-VirtualBox systemd[1]: Starting OpenBSD Secure Shell server...
27 15:39:50 user-VirtualBox sshd[26047]: Server listening on 0.6.8.0 port 22.
27 15:39:50 user-VirtualBox sshd[26047]: Server listening on :: port 22.

27 15:39:50 user-VirtualBox systemd[1]: Started OpenBSD Secure Shell server.

B Red Hat Bo3amoxHa npobnema cBsisaHHas ¢ HensBecTHon onumen GSSAPIKexAlgorithms nepenaBaemoin B kavyetcBe aprymeHTta sshd. [nsi Toro 4tobbl
3TO UCMPaBUTb, HYXHO B (haiine /etc/crypto-policies/back-ends/opensshserver.config ynanuTe faHHbIi apryMeHT 1 ero napameTpbl. Takxe B 3TOM xe
darne HyxHo B onummn PubkeyAcceptedKeyTypes HyxHO gonucaTb sk-ecdsa-sha2-nistp256@openssh.com,sk-ssh-ed25519@openssh.com ans
NPAAEPXKK ayTeHTudukaumm yepes U2F.

Ha knunenTte
Co3gagmm KoY Ha KnuenTe, Tpebytowmin ayteHTudunkaumio yepes U2F:

ssh-keygen -t ecdsa-sk

B npouecce BbINONHeHUst faHHOW KOMaHAbl, TOKeH Bbin noTpeboBaTb HaxxaTue nonb3oBaTtens. JaHHbI kntoy 3anuweTcs B chain BHyTpy ®C, ykazaHHbIN
BamMu, no ymonyaxuto ato $HOME/.ssh/id_rsa.pub CreHepupoBaHHbIi Koy Konupyem B daiin ~/.ssh/authorized_keys nexaiumii Ha cepepe

Monpobyem ocywiecTBUTbL ayTeHTUdMKaLuo (BO BpeMsi BbINONHEHWS AaHHOW KOMaHbl, AOMMKHO ObiTh B3aumoaenctene ¢ U2F):

~/ .ssh$ ssh user@O0.0.2.15

The authenticity of host '10.0.2.15 (10.0.2.15)' can't be established.

ECDSA key fingerprint is SHA256: pQdvwr TnBOMM 7uhzf bbnr vHTMbd1bvM 0j 49Xr 6McQ
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warni ng: Pernanently added ' 10.0.2.15" (ECDSA) to the list of known hosts.
Last login: Thu Feb 27 00:08:43 2020 from 127.0.0.1

Kak BngHO ayTeHTuurkaumsa npoLuna ycrneLHo
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