INNokanbHasa ayteHTudukaumsa B ALT Linux 9.0 n HoBee no
PyTtokeH QUMM

BBenenve

B AaHHOM MHCTPYKUMKM onucbiBaeTCsl, kKak HacTpouTb Modyrnb pam pkcsll ans pabotel ¢ Gubnuotekon | i brt pkcsllecp. so.

CreHp

Ham noHapgobuTcs TokeH unu cmapT-kapTa cemerictBa PyTokeH QLIM, oTdhopmaTupoBaHHble Yepes MNaHenb ynpaBneHnst PyTokeH.

HaCTpOVIKM ANA TOKeHa 1 CMapT-KapTbl UAEHTUYHbI.

[MpoBepka mogenn TokeHa

1. Mopkniounte USB-TOKEH K KOMMbIOTEPY.
2. [ns onpepenexus Ha3BaHusA mogenu USB-TokeHa oTkpolite TepMUHan v BBeanTe KoMaHay:

$ | susb

B pesynbrate B okHe TepmuHana otobpasutcs HassaHue moaenv USB-TokeHa:

lsusb
Bus 001 Dewvice 001: ID 1déb:0002 Linux Foundation 2.8 root hub
Bus 002 Device 009: ID 0aB89:0030 Aktiv Rutoken ECP
Bus 002 Device 003: 1D 0e®f:0002 VMware, Inc. virtual USB Hub
Bus 082 Device 002: ID Qe@f:0003 VMware, Inc. Virtual Mouse
Bus 002 Dewvice 001: ID 1d6b:0001 Linux Foundation 1.1 root hub

Y6eputecsb, 4to ncnonsayete: Aktiv Rutoken ECP

Ecnu BbI ncnonb3yete cCMapT-KapTy PyTOKeH, TO NPOBEPKY NMPOXOOUTb He Tpe6yeTc;|.

O6wunin NnopsiaoK AeNCTBUN

1 YctaHaBnmeaem HeO6XO,D,I/IMbIe nakeTbl N X 3aBUCUMOCTU.

[nsi aTOro Bbl MOXeTe BOCNONb30BaTbCst TE€PMUHANOM:

$ su

# apt-get install opensc pam pkcsll pcsc-lite-ccid openssl-engine_pkcsill

Minn n3 meHto 3anyctutb MNpunoxeHus - CuctemHele - Nporpamma ynpasneHns naketamm Synaptic n ncnonb3ays 6bICTpbIA NOUCK BbIOpaTh ANs yCTaHOBKM
nakeTbl:

opensc,
pam_pkcs11,
pcsc-lite-ccid,
openssl-engine_pkcs11.

2 Cka4nBaem u yCTaHaBliMBaeM nakeT ans BalLlen cucTembl

® Bubnmoteka rtPKCS11ecp ana GNU/Linux RPM 32-bit (x86)
® Bubnuoteka rtPKCS11ecp ans GNU/Linux RPM 64-bit (x86_64)

Ecnu ycTtaHoBKka 3aBepLumnack KOppekTHo, To B nanke /usr/lib (unu /usr/lib64) nosisutca 6mubnuoteka librtpkcs11ecp.so.


http://librtpkcs11ecp.so
https://www.rutoken.ru/support/download/get/rtPKCS11-rpm-x86.html
https://www.rutoken.ru/support/download/get/rtPKCS11-rpm-x64.html
http://librtpkcs11ecp.so

3 MpoBepsiem paboTy TOkeHa uUnn cMmapT-KapTbl

Mopaxnioyaem TOKEH UM CMapT-KapTy k KomnbloTepy. 3anyckaem dmesg 1 y6eammcsi B TOM, YTO YCTPOWUCTBO ONPEAENUIOCH KOPPEKTHO.

ush
ush
ush
ush
ush
ush

new full speed USE device number & using uhci_hcd

Mew USB device found, idvVendor=0a8%, idProduct=0030

Mew USB device strings: Mfr=1, Product=2, SerialNumber=0
Product: Rutoken ECP

Manufacturer: Aktiv

configuration #1 chosen from 1 choice

RS LT S LR S ]
1

SR LR S L S LN ]

fd B3 B BRI B B2

[Onsi 32-6UTHOM BepcUM UCMONb3yNTe KOMaHAy:

$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -T

[nsi 64-6UTHOM BepCUM UCMONb3YNTE KOMaHAy:

$ pkcsll-tool --nodule /usr/lib64/librtpkcsllecp.so -T

4 Co3gaem Kro4yeByto napy

Ecnu y Bac yxe nmeeTcs BbinucaHHas Ha TOKeH Krtoyesas napa RSA ¢ npuBsidaHHbIM K HEN CepTUMUKATOM, TO Bbl MOXeTe UCMOoNb3oBaTh UX ANs
ayTeHTUdmKaLmu.

Pekomenayemas anuHa kntova RSA - He Huxke 2048 6uT.

[eicTBYNTE NO OCHOBHOW MHCTPYKLUMMW, MPONYCTWB warn 4-8.

BHumaHme! Mpu BbinonHeHun komanabl 3anpawmsaeTcst PIN-kog nonb3oBaTtens. 'eHepaums Kno4YeBOn napbl MOXET 3aHSITb HEKOTOPOE BpeMmsi.

[nsa 32-6MTHON BEPCUM UCMONb3YITE KOMaHAY:

$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so --keypairgen --key-type rsa:2048 -1 --id 45

[ins 64-6uTHOM BepcuM NCMONb3YNTe KOMaHAY:

$ pkcsll-tool --nodule /usr/lib64/librtpkcsllecp.so --keypairgen --key-type rsa:2048 -1 --id 45

host-128 pkcsll-tool --module Jfusr/lib&4/1librtpkcsllecp.so --keypairgen --key-type rsa:2048 -1 --id 45
Using slot @ with a present token (@x0)

Logging in to "Rutokenm ECP <no label>".

WARNING: user PIN to be changed

Please enter User PIN:

Key pair generated:
Frivate Key Object; RSA
label:
ID: 45
Usage: decrypt, sign, unwrap
Public Key Object; RSA 2048 bits
label:
ID: 45
Usage: encrypt, verify, wrap

YTtunuta pkcsll-t ool BxoguT B cocTaB opensc.

MapameTpbl, 3aaaBaemble B 3TOW CTPOKE:

--nmodul e <arg> nyTb k Gubnuoteke pkcs11 (ob6s3aTenbHbIN NapameTp)

- -keypai rgen reHepaLyst Knio4YeBoii napbi

key-type <arg> 3agaeT TN 1 AnNWHY Kntoya. B Hawem cnyyae Tvn — rsa, AnvHa - 2048 6uT (c anvHon kntova 1024 6uT Bo3HUKaloT npobnembl)

3anpoc PIN-koga TokeHa Ao Kakmx-nmbo onepauuii ¢ HUM (06s13aTenbHbln napameTp)


http://librtpkcs11ecp.so
http://librtpkcs11ecp.so
http://librtpkcs11ecp.so
http://librtpkcs11ecp.so

--id <arg> onpeaenseT id cosgaBaeMoro ob6bekTa (MoHagobuTcs Npu co3gaHnm ceptTudmkaTa)

5 Cospgaem ceptudukat B oopmate PEM

3anyckaem openss| u noarpyxaem mogynb nogaepxku pkes11:

[ns 32-6UTHOM BepcUM MCNONb3yNTe KOMaHay:

$ openssl
OpenSSL> engine dynami ¢ -pre SO PATH: /usr/|ib64/openssl/engines-1.1/pkcsll.so -pre |D:pkcsll -pre LIST_ADD:1 -

pre LOAD -pre MODULE_PATH: /usr/lib/librtpkcsllecp.so
[nsi 64-6UTHOM BepCUM UCMONb3YNTE KOMaHAy:

$ openssl
OpenSSL> engine dynamic -pre SO PATH: /usr/lib64/openssl/engines-1.1/pkcsll.so -pre |D:pkcsll -pre LIST_ADD: 1 -

pre LOAD -pre MODULE_PATH: /usr/1ib64/1ibrtpkcsllecp. so

host-128 openssl

OpenSSL> engine dynamic -pre SO_PATH:/usr/lib64/openssl/engines-1.1/pkcsll.so -pre ID:pkcsll -pre LIST_ADD:1 -pre LOAD -pre MODULE_PATH:/usr/lib64/1librtpkcsilecp.so
(dynamic) Dynamic engine loading support

[Success]: SO_PATH:/usr/1ib64/openssl/engines-1.1/pkcsll.so

[Success]: ID:pkcsil

[Success]: LIST_ADD:1

[Success]: LOAD

[Success]: MODULE_PATH:/usr/1ib64/1librtpkcsllecp.so

Loaded: (pkcsil) pkcsll engine

OpenSSL>

Cospaem ceptudukat B PEM-copmaTte. BHumanue! Mpu BoinonHeHnn 1ol komaHabl 3anpawwmsaeTtcs PIN-kof nonb3oBaTens.

OpenSSL> req -engine pkcsll -new -key 0:45 -keyform engi ne -x509 -out cert.pem -text

host-128 openssl

OpenSSL> engine dynamic -pre SO_PATH:/usr/lib64/openssl/engines-1.1/pkcsll.so -pre ID:pkcsll -pre LIST _ADD:1 -pre LOAD -pre MODULE_PATH: fusr/1ib64/librtpkcsllecp.so
(dynamic) Dynamic engine loading support

[Success]: SO_PATH:/usr/lib64/openssl/engines-1.1/pkesil.so

[Success]: ID:pkcsil

[Success]: LIST_ADD:1

[Success]: LOAD

[Success]: MODULE_PATH:/usr/1ib64/1librtpkcsilecp.so

Loaded: (pkcsll) pkcsll engine

PpenSSL> req -engine pkcsll -new -key ©:45 -keyform engine -x509 -out cert.pem
engine "pkcsii" set.

Enter PKCS#11 token PIN for Rutoken ECP <no label>:

[fou are about to be asked to enter information that will be incorporated
into your certificate request.

pihat you are about to enter is what is called a Distinguished Name or a DN.
[There are quite a few fields but you can leave some blank

For some fields there will be a default value,

[T you enter ".', the field will be left blank.

Country Name (2 letter code) [RU]:RU

Istate or Province Mame (full name) []:Moscow

Locality Name (eg, city) []:Moscow

pPrganization Mame (eg, company) []:Aktiv

Prganizational Unit Name (eg, section) []:Aktiv

Common Name (e.g., your name or your server's hostname) []:alt

Email Address []:alt@mail.ru

OpenSSL>

3nech:

- key yKasblBaeT 3aKpbITbli kMtoy (B Hawem cnyvae 0:45 — cnot:ID kntova)

-x509 | BpigaeT camonoAnMcaHHbI cepTudmKkaT

6 Konseptunpyem ceptudukat ns oopmata PEM B popmat CRT (DER)

OpenSSL> x509 -incert.pem-out cert.crt -outform DER

7 CoxpaHdaeMm cepTudukat Ha ayTeHTUOULNPYIOLLINA HOCUTENb

3akpbiBaem openssl ( exit). CoxpaHsem ceptucdukat CRT Ha PyTokeH. BHumaHume! MNpu BbinonHeHMn aTon komanabl 3anpawmsaetcs PIN-kog
nonb3oBarens.


http://SO_PATH/usr/lib64/openssl/engines-1.1/pkcs11.so
http://MODULE_PATH/usr/lib64/librtpkcs11ecp.so
http://SO_PATH/usr/lib64/openssl/engines-1.1/pkcs11.so
http://MODULE_PATH/usr/lib64/librtpkcs11ecp.so

[ns 32-61UTHOM BepcuM MCNONb3ynTe KOMaHay:
$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -1 -y cert -wcert.crt --id45
[na 64-6MTHON BEPCUM UCMONb3YITE KOMaHAY:

$ pkcsll-tool --nodule /usr/lib64/librtpkcsllecp.so -1 -y cert -wcert.crt --id45

host-128 pkcsil-tool --module fusr/lib64/librtpkcsliecp.so -1 -y cert -w cert.crt --id 45
Using slot @ with a present token (8xB)

Logging in to "Rutoken ECP <no label=>".

WARNING: user PIN to be changed

Please enter User PIN:

Created certificate:

Certificate Object; type = X.588 cert

label:
subject: DN: C=RU, S5T=Moscow, L=Moscow, O=Aktiv, OU=Aktiv, CN=alt/emailAddress=alt@mail.ru
ID: 45

3nech:

-y <arg> | Tun obbekTa (MoxeT 6bITb cert, privkey, pubkey, data)

-W <arg=> | sanucatb 06EKT Ha TOKEH

8 MNpoBepsieM, YTO Ha TOKEHE €CTb BCE, YTO HE0OGX0aMMO
BHumaHme! Mpu BbinonHeHMn komanabl 3anpawmsaeTcs PIN-koa nonb3oBaTtens.

[ns 32-6UTHOM BepcUM MCNONb3yNTe KOMaHAy:
$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -0 -1
[nsi 64-61UTHOM BepcUM MCNONb3yNTE KOMaHAy:

$ pkcsll-tool --nodule /usr/lib64/1ibrtpkcsllecp.so -0 -I

pkcsll-tool --module Susr/1lib&4/1librtpkcsllecp.so -0 -1
Using slot @ with a present token (8x@)
Logging in to "Rutoken ECP <no label=>".
WARNING: user PIN to be changed
Please enter User PIN:
Public Key Object; RSA 2048 bits

label:

ID: 45

Usage: encrypt, verify, wrap
Private Key Object; RSA

label:

ID: 45

Usage: decrypt, sign, unwrap
Certificate Object; type = X.509 cert

label:

subject: DN: C=RU, S5T=Moscow, L=Moscow, O=Aktiv, OU=Aktiv, CN=alt/emailAddress=alt@mail.ru

ID: 45

9 Bkrnovaem ayTeHTUdUKaUMo No BHELLHEMY HOCUTESIO

MoTpebytoTca npasa cynepnosib3oBaTens:



$ su

Passwor d:
#

# rm/etc/pam d/system auth
# In -s [etc/pam d/ syst em aut h- pkcs1l /etc/ pam d/ system auth

Ha Bonpoc 06 yaaneHuu ccbinku crnegyeT oTBeTuTb "y"

10 PepakTnpyem KoHgUrypaumio ayTeHTumKaLmm B cucteme

OTpenakTupyem nepBylo CTPOKy charina koHdurypauum /etc/pam.d/system-auth.
BHuMaHve, NpvBedeHHast HUXe KOHUrypauus SIBNsieTcs NPUMEPOM, a He 3TarlOHOM HaCTPOMKM CUCTEMBI.

[lns pegakTMpoBaHUa MOXHO BOCMOMb30BaTLCA PeAakTopom pluma

# pluma /etc/pam d/systemauth
[ns 32-6uTHO BepcuM NCMONb3YNTE CTPOKY:

auth [ success=1 defaul t=ignore] pampkcsll.so pkcsll_nodul e=/usr/lib/librtpkcsllecp.so
[ins 64-6uTHO BepcuM NCMOMNb3YINTE CTPOKY:

aut h [success=1 defaul t=ignore] pampkcsll.so pkcsll_nodul e=/usr/1ib64/1ibrtpkcsllecp.so

11 Pepaktupyem koHgurypauuto pam_pkes11
Otpepaktupyem dann /etc/security/pam_pkcs11/pam_pkcs11.conf
BHumaHue, npueefeHHaa HxXe KOHd)MpraLI,MH ABNAETCA NpUumMepomMm, a He 3TayioHOM HaCTpOVIKM CUCTEMBbI.

ﬂJ‘Iﬂ penakTnpoBaHnA MOXHO BOCMNOJIb30BATLCA PeNaKTOpPOM pluma
# pluma /etc/security/pam pkcsll/ pam pkcsll. conf

[nsa 32-6UTHON BEpCUU UCMONb3YITE:

pam pkcs1l {
nul l ok = fal se;
debug = fal se;
use_first_pass = fal se;
use_aut htok = fal se;
card_only = fal se;
wait_for_card = fal se;
use_pkcs1ll_nodul e = rutokenecp;

# Aktiv Rutoken ECP

pkcs11l_nodul e rut okenecp {
nmodul e = /usr/lib/librtpkcsllecp.so
sl ot _num = 0;
support_thread = true;
ca_dir = /etc/security/pam pkcsll/cacerts;
crl_dir = /etc/security/ pampkcsll/crls;
cert_policy = signature;

}

use_nmappers = opensc;
mapper _search_path = /i b/pam pkcs11;

# Search certificates from $HOVE . ei d/ aut horized_certificates to natch users
mapper opensc {

debug = fal se;

nmodul e = /1ib64/ pam pkcsll/ opensc_mapper . so;

}

}


http://pam_pkcs11.so
http://pam_pkcs11.so
http://opensc_mapper.so

[nsi 64-6UTHOM BepcuM 3aMeHNTE CTPOKY
module = /usr/lib/librtpkcs11ecp.so Ha cTpoky module = /usr/lib64/librtpkcs11ecp.so
1 CTPOKY

mapper_search_path = /lib/pam_pkcs11; Ha cTpoky mapper_search_path = /lib64/pam_pkcs11;

12 [lo6aBnsiem cBA3Ky cepTudmkaTa Ha TokeHe ¢ nonb3oBartenem cuctembl ALT Linux.

[ob6asnsiem ceptTudukaTt B CNMCOK AOBEPEHHBIX CEPTUMKATOB

$ nkdir ~/.eid

$ chnod 0755 ~/.eid

$ cat cert.pem >> ~/.eid/authorized_certificates
$ chnod 0644 ~/.eid/authorized_certificates

13 lNMpoBepsieM BbINOSMHEHHbIE HACTPOWKMU

MpoBepbTe, 4TO HacTpolika Gbina BbINOMHEHA BEPHO, UCNONb3yst komaHay login. He 3aBepluaiite cBoto ceccuio, Noka He y6eauTech B TOM, YTO Bce
paboTaet KOppPeKTHO.

Ecnu komaHga login BbINOMHSAETCS YCMELHO, TO Bbl MOXETE 3aBepLuaTh CBOK CECCUI0 U UCMONb30BaTb ayTeHTU(dMKALIMIO MO TOKEHAM U CMapT-kapTam
Rutoken.

sudo login
DoBpo noxanoeaTe, Rutoken!
Beegute PIN-kog Tokena Rutoken:

B cnyyae Bo3HUKHOBEHUS OLIMGOK eLle pa3 NpoBepbTe Bce HACTPOKK. [N BbISIBNEHNUs NPOGNeMbl Bbl Tak e MOXeTe BKIOUYUTb BbIBOA AOMOMHUTENBHOM
MHdOpMaLMKU Npy ayTeHTUMKaumm.

[ns aToro:

1. B caine pam_pkcs11.conf ucnpasbTe Bce cTpoku Buaa "debug = false;", Ha cTpoku "debug = true;".
2. B koHeL, BTOpoW CTPOKM charna koHdpurypaumm /etc/pam.d/system-auth gobasbTe cnoso "debug”.

He 3a6y,u,bTe OTKIMOYNUTL BbIBOA, AOMNOMHUTENBHOM I/IHCbOpMaLWII/I nocne HaCTpOVIKI/I CUCTEMBI.

14 Hactpowka 3aBepLueHal

Ha aTom HacTpolika 3akoH4eHa. MNMocne nepesanycka OC okHO Bxofa B cuctemy byaeT BbirmnsiaeTb Tak:


http://librtpkcs11ecp.so
http://librtpkcs11ecp.so

10:38:06
Cpega, AHBapsa 15

rutoken
rutoken Ha host-128.1ocaldomain

Beegwte PIN-kog TokeHa Rutoken: [ ] en

[obpo noxanoeate, Rutoken!

OcTaBuTh cooblieHKe ‘ l Hegemrouwrb none3oBaTens ‘ l OTMeHa ‘ | Eaaﬁnompoaam

15 [pyrne nonb3oBatenu

Mpu HeobxoamMocT fo6aBUTL BXOL MO TOKEHY AN APYrvX nosnb3oBaresei cregyeT:

1) HacTpouTb Apyrue TokeHbl aHanormyHbIM o6pa3om. TO peKoMeHAyeMbIl CNocob, Tak Kak NonuTvka "oaMH TOKEH - OAMH NoNb3oBaTenb", ABNSeTcs
npeanoYTUTENbHOW.

2) Beinucatb Apyryto napy KntoyYemn 1 cepTudukaT Ha TOT e TokeH. (MHoraa 6biBaeT yao6HO Ans nepuoanyeckorn paGoTsl U3 Nog cynepnonb3oBaTens)

B o6oux cnyyasx B daine subject_mapping OOMmKHO okasaTbCsA ABE (MU HECKOIBbKO) 3anuncei.
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