INlokanbHas ayteHTudukaums B Astra Linux CmoneHck n
PyTtokeH QUMM

0 MNpoBepka Moaenu ycTponcTea

1. Mogkniounte USB-TOKEH K KOMMbIOTEPY.
2. [nsa onpegeneHus Ha3BaHust mogenu USB-TokeHa oTkponTe TepMuHan n BBeaUTe KOMaHay:

$ | susb

B pesynbTate B okHe TepmuHana otobpasuntca HassaHue mogenu USB-TokeHa:

[dmitrieva@localhost ~]% lsusb

Bus 001 Device 001: ID ld6b:0082 Linux Foundation 2.8 root hub
Bus 002 Device 004: ID 0a89:0030 Aktiv Rutoken ECP

Bus 002 Device 003: ID 0eOT:0002 VMware, Inc. Virtual USE Hub
Bus 002 Device 002: ID 0eff:0003 VMware, Inc. Virtual Mouse
Bus 002 Device 001: ID ld6b:0081 Linux Foundation 1.1 root hub

Y6epautecs, 4yto ncrnonbayete: Aktiv Rutoken ECP

1 JoycTtaHaBnmBaeM Heob6XxoauMbIe NakeTbl C AUCKa

Myck - HacTtpoinku - MeHegxep nakeTos
yepe3s BbICTpbI PUNbTP UNK HYepe3 NOUCK HAXOAMM U OTMEYaeM K YCTaHOBKE CreaytoLume NakeTbl:

libccid

pcscd

libpam-p11
libpam-pkcs11

libp11-2
libengine-pkcs11-openssl
opensc

B Astra Linux SE 1.6 pkcs11 libengine-pkcs11-openssl Bepcun 1.0.2 He coBmecTuM ¢ 6ubnunoTtekoi librtpkcs11ecp.so. [ins KoppekTHOro
[o9) MOHUPOBaHWSA, cregyeT ckadaTb U yCTaHOBUTb nognucaHHbin nakeT libengine-pkes11-openssli1.1 Bepcun 0.4.4-4 ans CmoneHcka 1.6:

libengine-pkcs11-openssi1.1_0.4.4-4_amd64.deb

2 [lo6aensiem 6ubnuoTeky librtpkcs11ecp.so

3arpyxaem 6mbnunoteky yepes 6paysep.

[nsi 64-6UTHOM CUCTEMbI UCMOMb3YNTE CCbINKY:

htt ps://downl oad. r ut oken. r u/ Rut oken/ PKCS11Li b/ Current/ Li nux/ x64/1i brt pkcsllecp. so

[nsi 32-6UTHOM CUCTEMbI UCMOMb3YINTE CChINKY:

https://downl oad. rut oken. r u/ Rut oken/ PKCS11Li b/ Cur rent/ Li nux/ x32/1i brt pkcsllecp. so
UK Yepes KOHCOrb
Myck - YTunutel - Tepmunan Fly

[ns 64-6uTHO CUCTEMbI UCMONb3YTE:!

$ wget --no-check-certificate https://downl oad. rutoken. ru/ Rut oken/ PKCS11Li b/ Current/Li nux/ x64/1i brtpkcsllecp.so

[nsa 32-6MTHON CMCTEMbI UCMONb3YNTE:


https://wiki.astralinux.ru/download/attachments/32834416/libengine-pkcs11-openssl1.1_0.4.4-4_amd64.deb?version=2&modificationDate=1548065040377&api=v2
https://download.rutoken.ru/Rutoken/PKCS11Lib/Current/Linux/x64/librtpkcs11ecp.so
https://download.rutoken.ru/Rutoken/PKCS11Lib/Current/Linux/x32/librtpkcs11ecp.so

$ wget --no-check-certificate https://downl oad. rutoken. ru/ Rut oken/ PKCS11Li b/ Current/Li nux/x32/1i brtpkcsllecp.so

Konupyem B cucTemHyto narky.

[ns 32- 1 64-6MTHOM CMCTEMbI UCMOMNb3YNTE:!

$ sudo cp librtpkcsllecp.so /usr/lib
$ sudo chrmod 644 /usr/lib/librtpkcsllecp.so

3 MNpoeepsiem yto PyTokeH OUI paboTtaeT B cucrteme

Myck - ytunuTel - TepmuHan Fly

$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -T

B crniyyae ecnu ysngute BOT TakKyto CTPOKY, 3HA4YUT BCE XOPOLLO.

Rut oken ECP <no | abel >

4 CuntbiBaem ceptudukar
[MpoBepsieM 4YTO Ha yCTpoWCTBE eCTb cepTudmkat

Myck - ytunuTel - TepmuHan Fly

$ pkcsll-tool --module /usr/lib/librtpkcsllecp.so -O

Ecnu nocne cTpoyku

Using slot 0 with a present token (0x0)
HeT HUYero, 3Ha4uT ycTponcTao nyctoe. O6paTuTECh K aAMUHUCTPATOPY UMK CO3AaNTE KIMoYM U CEPTUCMKAT CAMOCTOSITENBHO criedysl MyHKTY 4.1

Ecnu nocne CTPOYKK

Using slot 0 with a present token (0x0)

BbIBOAUTCA MHOPMaLMs O Krovax n cepTudmkaTax To HeobxoammMo cuntaTb cepTudmkaT

$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -r -y cert --id {id} > cert.crt

BMecTO {id} Hy>kHO noacTaBuTb ID KOTOPbIV Bbl yBUAMTE B BbIBOAE KOMaHAbI

$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -O

B cnyuae, ecnu cpann cert.crt cosgaH nepexoamm K nyHKTy 5

4.1 CosnaeM camonoanucaHHbIi cepTudukar
Myck - ytunuTel - TepmuHan Fly

reHepupyeM KioueByto napy

$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so --keypairgen --key-type rsa:2048 -1 --id 45

co3aeM CaMOMNOANUCAHHBIN cepTudmkat



$ openssl

QpenSSL> engi ne dynanic -pre SO PATH: /usr/lib/x86_64-1inux-gnu/ engi nes-1.1/ pkcsll.so -pre |ID:pkcsll -pre
LI ST_ADD:1 -pre LOAD -pre MODULE_PATH:/usr/lib/librtpkcsllecp.so

penSSL> req -engi ne pkcsll -new -key 0:45 -keyform engi ne -x509 -out cert.crt -outform DER

3arpyxaem cepTuduKaT Ha yCTPONCTBO

$ pkcsll-tool --nmodule /usr/lib/librtpkcsllecp.so -1 -y cert -wcert.crt --id 45

5 Peructpupyem ceptudukart B cucteme
Myck - ytunutel - TepmuHan Fly

KoHBepTupyem cepTudmkaT B TEKCTOBbIV hopmaT

penSSL> x509 -in cert.crt -out cert.pem-inform DER -outform PEM

[ob6aBnsiem cepTudukaTt B CNMCOK AOBEPEHHBIX CEPTUMKATOB

$ nkdir ~/.eid

$ chrmod 0755 ~/.eid

$ cat cert.pem>> ~/.eid/authorized_certificates
$ chnod 0644 ~/.eid/authorized_certificates

6 HacTtpanBaem ayTeHTUdMKaLUIO

Myck - ytunuTel - TepmuHan Fly

$ sudo nano /usr/share/ pam configs/pll

3anucbiBaeM B pann cneayoLyo nHdopmMaumio

Nanme: Pam pll

Default: yes

Priority: 800

Aut h- Type: Primary

Aut h: sufficient pam pll_opensc.so /usr/lib/librtpkcsllecp.so

coxpaHsieM dpann, Haxumaem Alt + X, a 3atem Y
nocre 3T0ro BbINONHAEM

$ sudo pam aut h-update

B NOSIBMBLLEMCS OKHE cTaBuMm ranky B Pam_p11 n Haxvumaem OK

7 lNpoBepka
Myck - ytunuTel - TepmuHan Fly

$ sudo login



BBEAWTE UMS NOMb3oBaTens u B cryvae ecnu cuctema notpebyet PIN-koa oT yCcTponcTBa 3Ha4MT BCe HACTPOEHO NpaBuIbHO

8 EJ'IOKI/IpOBKa KOMMNbrOTEpPA MNMpn n3BJie4eHnm ToOKeHa

B cocrtaB naketa libpam-pkcs11 Bxogut ytunuta pkcs11_eventmgr, KoTopas NO3BONSIET BbINOMNHATL Pa3NUYHbIe AeCTBUS NPU BO3HUKHOBEHUN COBLITUN
PKCS#11.

[na HacTpoiikm pkcs11_eventmgr cnyxuT cdann koHdurypaumm - /etc/pam_pkes11/pkcs11_eventmgr.conf

Mpumep daina KoHgUrypauum npeacTaBneH Hke:

pkcs1l_event ngr

{
#
daenobn = true;
#
debug = fal se;
#
polling_tinme = 1;
H# -
# -0
expire_time = 0O;
# pkecsll
pkcsl1l_nodule = /usr/lib/librtpkcsllecp. so;
#
#
event card_insert {
# )
on_error = ignore ;
action = "/bin/fal se";
}
#
event card_renove {
on_error = ignore;
#
action = "fly-wrfunc FLYWM LOCK";
}
#
event expire_tinme {
# )
on_error = ignore;
action = "/bin/fal se";
}
}

Mocne atoro go6asbTe Npunoxenune pkcs11_eventmgr B aBTo3arpysky v nepesarpysuTech.
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