AyteHTudpukaumsa B CentOS 7 n Goslinux npu nomowm NOCT
krnoyen Ha PytokeH QUMM

Mposepka paboTtbl PyTtoken 3LIM 2.0

HacTpowka cuctemsl

"eHepauus cepTudurkaTa u 3anuck ero Ha PyTokeH

Pervnctpauus ceptudmkaTa B cucteme

[lo6aBneHne BO3MOXHOCTMN UCMOMNb30BaHNS CMapT-KapT U TOKEHOB A BXoAa B CUCTEMY

MpoBepka paboTbl PyTokeH SLIM 2.0

Mogxnounte PyToker SLM 2.0 k komnbloTepy.
Y6eauteck B TOM, 4TO Ha USB-TOKeHe unu cunTbiBaTene Ans cMapT-kapT CBETUTCA MHAMKATOP.
Ortkporite Terminal.

[ina npoBepku kKoppekTHOCTH paboTel PyTokeH LM 2.0 BBeaMTe kOMaHay:

$ pcsc_scan

Ecnu PyTtokeH 3LIM 2.0 He paboTaeT, To B OkHe TepMmnHana otobpasntcs cooblieHne o6 aTom.

Ecnun PyTtokeH 3LIIM 2.0 paboTaeT, To B OkHe TepMuHana otobpasutcs coobiieHve 06 aTom.

[Ins octaHoBKW cepBuca pcscd BBeanTe KomaHay:

$ sudo service pcscd stop

Hacrtpoitka cucremol

Mepen Hayanom paboTbl, yCTaHOBUTE CreaytoLme NakeTbl:

sudo yuminstall ccid opensc pam pkcsll gdm pl ugi n-smartcard pll-kit

lMpoBepbTe, 4TO Yy Bac yctaHoBneH openssl Bepcun 1.1 1 Bbille
Ckavavite pam moayIb 1 nonoxute ero no agpecy /ust/lib64/security (unu /lib64/security ansa goslinux)

YcTaHoBUTE NpaBa gocTyna:

sudo chnod 644 /usr/lib/x86_64-1inux-gnu/librtpamso.1.0.0

3arpyauTe moayns librtpkcs11ecp.so n yctaHoBuTe:

sudo rpm-i |ibrtpkcsllecp_1.9.15.0-1_x86_64.rpm

MpoBepsiem, YTO BCe HACTPOUNW NPaBUIBHO:

pkcsll-tool --module /usr/lib64/librtpkcsllecp.so -T


https://download.rutoken.ru/Rutoken/PAM/1.0.0/x86_64/librtpam.so.1.0.0

[anee notpebyeTcsi ckavaTb cepTudmKaT C TOKEHa, eCrnu ero HeTy, TO reHepyMpyeM ero CorfnacHo creayoLemy nyHKTy

eHepauua cepTudukaTa u 3anucb ero Ha PyTokeH
Cobupaiite OpenSC Hosee 4em 0.19.0.
https://github.com/OpenSC/OpenSC/

CosaaeMm Knoyn Ha TOKeHe

pkcsll-tool --nodule /usr/lib64/librtpkcsllecp.so --keypairgen --key-type GOSTR3410-2012-256:B -1 --id 3435

Y3HaWiTe rae HaxoauTcs dann ¢ KoHdpurypaumen u nanka ¢ aHgKnHamm openssl ¢ MOMOLLbIO KOMaHAbI:

openssl version -a

CkavaiTe rtengine, KOTOPbIA MOXHO HaNTK B KOMIeKTe pa3paboTymka U NOMECTUTE ero B AUPEKTOPUIO SHAKUHOB

3aniguTte B chain koHdurypaumm openssl.cnf n BnnwnTe Tyaa cnepyiollee:

#

openssl _conf = openssl _def

#

# QpenSSL default section

[ openssl _def]

engi nes = engi ne_section

# Engi ne section

[ engi ne_secti on]

rtengi ne = rtengi ne_section

# Engi ne rtengine section

[rtengi ne_section]

engine_id = rtengine

dynami c_path = /path/to/ engine/librtengine.so
pkcs1l_path = /usr/lib64/1ibrtpkcsllecp.so
RAND_TOKEN = pkcs1l: manuf act ur er =Akt i v¥20Co. ; nodel =Rut oken%20ECP; ser i al =2adc8d87 #

default _al gorithnms = Cl PHERS, DI GEST, PKEY, RAND

Tenepb co34aAMM caMonoanMCcaHHbIn CepTVIqi)I/IKaT ONS HALWKWX KNIOYen Ha TOKeHe:


https://github.com/OpenSC/OpenSC/
https://www.rutoken.ru/developers/sdk/

openssl req -utf8 -x509 -keyformengine -key "pkcsll:id=45" -engine rtengine -out cert.crt

3arpyxaem ero Ha TOKeH:

pkcsll-tool --nodule /usr/lib64/librtpkcsllecp.so -1 -y cert -wcert.crt --id 3435

Peructpauus ceptucpukara B cucteme

CkaunBaeM cepTudmkaTt ¢ TOKeHa (ecnuv Bbl NOMb30BaNMCh BbILLEONUCAHHOW MHCTPYKUMEN Ansa nonyyveHust ceptudmkara, 1o ID = 45)

pkcsl1l-tool --nodule /usr/lib64/1ibrtpkcsllecp.so -r -y cert --id 3435 --output-file cert.crt

KoHsepTupyem ero B8 PEM dopmar

openssl x509 -in cert.crt -out cert.pem-inform DER -outform PEM

[ob6aBnsiem cepTudukat B CNMCOK AOBEPEHHBLIX CEPTUMMKATOB A1t AAHHOIO Nosfib3oBaTens

nkdir ~/.eid
chmod 0755 ~/.eid
cat cert.pem >> ~/.eid/authorized_certificates

chnod 0644 ~/.eid/authorized_certificates

HacTtpowka ayTeHTudukaumm
OTtkpbiBaem chavin /etc/pam.d/system-auth

sudo vim/etc/ pamd/systemauth

W 3anvceiBaeM B CaMOM Havare crieaytoLlyo CTPOYKy:

auth sufficient librtpamso.1.0.0 /usr/lib64/1ibrtpkcsllecp.so

Mpobyem npoinTn ayTeHTudbmKaumo

Su <user name>

Ecnu Bce npoLusio ycneLHo, To NosiBUTCS Npocb6a BBECTW Naporib OT TOKEHA, MHAYE YTO-TO MOLUMO He Tak. Y3HaTb NPUYUHY TOTO, YTO MOLLSIO He Tak,
MOXHO Yepe3s rnoru B /var/log/messages

[lo6aBrneHne BO3MOXHOCTM UCMOSb30BaHUSA CMapT-KapT U TOKEHOB AJ1A BXO4a B CUCTEMY



B Goslinux

[ns Toro, 4tobbl 4O06aBUTL BO3MOXHOCTb BXOAa B CUCTEMY C MOMOLLbIO CMapT-KapT, HY)XHO
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2. Bkniountb nogaepxky cmapT-kapT
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NMopckaska: YNpaeneHwe ocylWecTeNAeTcA B fetcfsecurity/access.conf.
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Moka ynanock HacTpouTb Tonbko Ans obonoyku KDE. YTo6bl akTuBMpoBaTh BBEAMTE B TEpMUHANe

aut oconfig --enabl esmartcard

Tenepb npu BXoAe B CUCTEMY Bbl MOXXETE BBECTU MNaposib OT TOKEeHa eClin OH BCTaBleH U ayTeHTVICbMKaLI,VIﬂ nponget ycnewHo
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