AyteHTdpukaumsa B CentOS 7 u Goslinux npy nomowm RSA
krnoyen Ha PytokeH QUMM

MpoBepka paboTbl PyTokeH LM

HacTpowka cuctemsl

Co3sgaHue kntoven u cepTudukaTon

[obaeneHne cepTndurkaTa B CNUCOK LOBEPEHHBIX
Hactpowka pam_pkcs11

Pervctpauus mogyns ans ayteHTudukaumum B cucteme

MogkmounTe ycTponcteo cemenictea PyTokeH SLIM K koMnbioTepy

MpoBepka paboTbl PyTokeH JLIM

Mopaxntounte PyTokeH AL k komnbloTepy.
Y6eautecb B TOM, 4To Ha USB-TOKEHe Unu cumTbIBaTENE ANt CMapT-KapT CBETUTCS UHAMKATOP.
Otkpovite Terminal.

[ns npoBepku KoppekTHOCTU paboTbl PyTokeH JLIM 2.0 BBeagnTe komaHay:
$ pcsc_scan

Ecnu PytokeH 3LIM 2.0 He paboTaeT, To B OkHe TepMuHana otobpasntcs cooblieHne 06 aTom.

Ecnu PyTtokeH 3LIIM 2.0 paboTaeT, To B OkHe TepMmunHana otobpasntcs cooblieHne o6 aTom.

[ns octaHoOBKW cepBuca pcscd BBeanTe kKomaHay:

$ sudo service pcscd stop
Hacrtpoitka cucremol
Mepep Havanom paboTbl, ycTaHOBUTE CreaytoLme nakeTbl:

sudo yuminstall ccid opensc pam pkcsll gdm pl ugi n-snartcard pll-kit

sudo yum renove cool key

3arpyauTe moayns librtpkcs11ecp.so n yctaHoBuTe

sudo rpm-i librtpkcsllecp_1.9.15.0-1_x86_64.rpm

CospaHue knoyen n ceptugukaToB


https://www.rutoken.ru/support/download/pkcs/

[ns Havyana yctaHoBuTe engine_pkcs11.so ans Toro, 4tobbl OpenSSL cmor o6waTbes ¢ TokeHoM. [Ans atoro cobepute 6ubnmoTeky libp11 13 penosntopus
. BmecTe c Hen nget engine_pkcs11.so HaumHas ¢ Bepcun 0.4

Bbl MOXeTe NponycTuTb AaHHbI pasgern, ecnu y Bac yxxe umetoTcst Heobxoammble RSA kntoun

pkcsll-tool --nodule /usr/lib64/librtpkcsllecp.so --keypairgen --key-type rsa:2048 -1 --id 45

Tenepb co3pante camonoanucaHHbIi ceptTudukar:

openssl

QpenSSL> engi ne dynanic -pre SO PATH: /usr/li b/ x86_64-1inux-gnu/engines-1.1/1ibpkcsll.so -pre |D:pkcsll -pre
LI ST_ADD:1 -pre LOAD -pre MODULE_PATH: /usr/lib64/1ibrtpkcsllecp.so

penSSL> req -engi ne pkcsll -new -key 0:45 -keyform engi ne -x509 -out cert.crt -outform DER

MomecTnTe ero Ha TokeH
pkcsll-tool --nodule /usr/lib64/librtpkcsllecp.so -1 -y cert -wcert.crt --id 45
MpoBepbTe, UTO TOKEH NOAKITIOHEH U CepTUUKaTLI C KIKYaMM Ha HEM UMEIoTCS.

[lo6aBneHune cepTudukaTa B CIMCOK AOBEPEHHbIX

pkcs1l-tool --nodule /usr/lib64/librtpkcsllecp.so -0 -I

Cospaiite 6a3y AaHHbIX 4OBEPEHHBIX CEpTUMMKATOB

sudo nkdir /etc/pam pkcsll/ nssdb
sudo chnod 0644 /etc/pam pkcsll/ nssdb
sudo certutil -d /etc/pampkcsll/nssdb -N ()

sudo nodutil -dbdir /etc/pam pkcsll/nssdb/ -add pll-kit-trust -libfile /usr/lib64/pkcsll/pll-Kkit-trust.so

Bbirpy3ute Baw cepTudukat ¢ TokeHa (ecnu Bbl NOMb30BanNMCh BbILLEONUCAHHOW MHCTPYKUMEN Ans nonyyeHns ceptudukara, 1o ID = 45)

pkcs1l-tool --nodul e=/usr/1ib64/librtpkcsllecp.so -1 -r -y cert -d <ID> -0 cert.crt

[ob6aBbTe cepTUdmKaT B JOBEPEHHbIE


https://github.com/OpenSC/libp11/tree/master
https://github.com/OpenSC/libp11/tree/master

sudo cp cert.crt /etc/pki/ca-trust/source/anchors/ ( , )
sudo update-ca-trust force-enable

sudo update-ca-trust extract ( )

Hactpoitka pam_pkecs11

Cospaiite (Hanpumep, Ha paboyem cTone) TekcToBbIn hann pam_pkcs11.conf co cneayoWwmmMm coaepXMmbliM:



pam pkcs1l {
nul l ok = fal se;
debug = true;
use_first_pass = fal se;
use_aut ht ok = fal se;
card_only = fal se;
wait_for_card = fal se;

use_pkcs1ll_nodul e = rutokenecp;

# AKtiv Rutoken ECP

pkcs11l_nodul e rutokenecp {
nmodul e = /usr/1ib64/1ibrtpkcsllecp. so;
sl ot _num = 0;
support _thread = true;
ca_dir = /etc/pampkcsll/cacerts;
crl_dir = /etc/pampkcsll/crls;

cert_policy = signature;

use_nappers = subject;

mapper _search_path = /usr/1ib64/ pam pkcsll;

mapper subject {

debug = true;

modul e = internal;

i gnorecase = fal se;

mapfile = file:///etc/pam pkcsll/ subject_mapping;

MomecTuTe dhaiin B katanor /etc/pam_pkcs11/:



cd /etc/pam pkcsll/
sudo nv pam pkcsll. conf pam pkcsll.conf.default ( )
sudo nkdir cacerts crls

sudo cp /hone/ <_>/ Deskt op/ pam pkcs11. conf /etc/pam pkcsll/

Peructpauus moayna anst ayrTeHTuuKaLmm B cucteme

MopxniounTe Moaynb k cucteme asTopusauum PAM:

sudo vim /etc/pam d/ system auth

[ob6aBbTe Tyaa CTPOKy CO CriedyLMM COAEPKUMBIM:

auth sufficient pam pkcsll. so

pkcs11l_nodul e=/usr/lib64/1ibrtpkcsllecp.so debug

CoxpaHuTe hain u y3HanTe onucaHue Ballero ceptudmkaTa ¢ NOMOLLbIO CrieAytoLLei KOMaHabl:

sudo pkcsll_inspect

Ha Bbixoge Bbl yBUAUTE COOBLLEHME:
blocked URL

CkonumpyiTe CTpOYKy € onucaHuem ceptudumkata B dann /etc/pam_pkes11/subject_mapping B hopmate

< pkesll_inspect> -> <_>

MonpobyiiTe ayTeHTUMLMPOBATLCS

Su <user name>


https://lh5.googleusercontent.com/4hIiotaKMTCZhlpkKZv5pbzS96ErolZKjxd9QbH2fMMbbKjk1RWTLPr-lBSBPRAw6ozUpGzrppsRh0zWW50fIzyWNQnzLmbdnznzGa96hutZNggf3j3ns5DFf-ZEZSbfpFw0XnrD

BbiBog GyaeT npumepHo cneayoLwmm:
blocked URL

Takol nogpobBHbI BbIBOA MOXHO OTKINOYUTL, yopas onuuto debug ans pam moayns B daiine koHdurypauum /etc/pam.d/system-auth


https://lh3.googleusercontent.com/5aDm46ggnOrbCypzFragxeeoSXKY1eeLMcfYrGuz4hPTxgPoMaO_eHUt-Vf0bdi2q9MLJhJaQFDghO9U92V6xrqIDCf5ZBoVhbxnAtmSdawvgIjutq__pMbIxa_BULpqUcCr3jji
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