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Besegenune

B aaHHOM MHCTPYKUMKM onnckiBaeTCs, kak 3acTaBuTb Modynb pam pll paGotate ¢ 6ubnuotekon | i brt pkcsllecp. so.

[MpoBepka Moaenu ycTtponcTsea

1. Mogkniounte USB-TOKEH K KOMMbIOTEPY.
2. ins onpepenexus Ha3saHus Mopenun USB-TokeHa oTkpoiTe TepMuHan v BBeanTe KOMaHay:

$ | susb

B pesynbTaTte B okHe TepMmuHana otobpasutcs HassaHvue moaenv USB-TokeHa:

[dmitrieva@localhost ~]$ lsusb

Bus 001 Device 001: ID 1déb:0802 Linux Foundation 2.0 root hub
Bus 002 Device 004: ID 0a89:0030 Aktiv Rutoken ECP

Bus 002 Device 003: ID 0eOT:0002 VMware, Inc. Virtual USB Hub
Bus 002 Device 002: ID Qedf:0003 VYMware, Inc. Virtual Mouse
Bus 002 Device 001: ID 1déb:0801 Linux Foundation 1.1 root hub

Y6eauTecs, uto ncnonbayete: Aktiv Rutoken ECP

CrteHp

Ham noHapo6utcs Pytoken QLIIM, oTchopmaTmpoBaHHbIi Yepes MNaHenb ynpasneHns PyTokeH. B kavectBe anctpmbytuea ucnons3osanack Ubuntu.

O6Lwmr nopsaaok aencTenm
1. YcTaHaBnnBaeMm HeobxoauMble nakeTbl:

$ sudo apt-get install opensc |ibpam pll |ibengine-pkcsll-openssl

Mpwu ycTaHoBKe opensc Takke ycraHaBnueatoTcs naketsl | i beei d u pcscd, a npu ycraHoske | i bpam p11 —nakeT | i bpll- 2.
2. YcraHaBnveaem 6ubnmoteky PKCS#11 PyTokeH, npeaBapuTenbHO 3arpy3vB YCTaHOBOYHbBIN NakeT ¢ canTa rutoken.ru.

3. Co3paem chann onncanna mogyns PKCS#11

$ sudo nano /usr/share/pll-kit/mdul es/ Rut oken. modul e

nobaensiem B pejlakTope CTPOKY:
module:/ustr/lib/librtpkcs11ecp.so
N coxpaHsiem dpann.

4. AHanorn4Ho AeicTBUAM B NPUBEAEHHON Bbile cTaTbe co3gaem dann / usr/ shar e/ pam confi gs/ pll, c eAMHCTBEHHLIM OTMIMHYNEM — YKaXKEM MYTb
K Hallew bubnuoreke:


https://www.rutoken.ru/support/download/pkcs/

Narre: Pam pll

Defaul t: yes

Priority: 800

Aut h- Type: Primary

Aut h: sufficient pampll_opensc.so /usr/lib/librtpkcsllecp.so

5. BbInonHsieM komaHay:

$ sudo pam aut h-update

B nosiBuBLiemcst Ananore Belibupaem Pam p11.

Vcnonb3oBaHue cyLiecTBytoLero ceptudmkara
1

Ecnu Bbl )enaete ucnonb3oBaTh ceptudmkaT RSA, KOTOPbIN yxe 3anucaH Ha Ball TOKEH/CMapT-KapTy, TO Ha JaHHOM 3Tarne nepenanTe K ykasaHusim B
NPUNOXEHUN K AaHHOW UHCTPYKLMM (B CAMOM HU3Y AAHHOW CTpaHuLbl).

6. MNepexoanm K co3aaHMIo KIOYEBOW Napsbl:

$ pkcsll-tool --module /usr/lib/librtpkcsllecp.so --keypairgen --key-type rsa:2048 -1 --id 45

qwe@ubuntu:~$ pkcsil-tool --module fusr/lib/librtpkcsillecp.so --keypairgen --key-type rsa:2048 -1 --id 45
Using slot ® with a present token (0x0)
Logging in to "Rutoken ECP <no label>".
Please enter User PIN:
Key pair generated:
Private Key Object; RSA
label:
ID: 45
Usage: decrypt, sign, unwrap

warning: PKCS11 function C_GetAttributeValue(ALWAYS_AUTHENTICATE) failed: rv = CKR_ATTRIBUTE_TYPE_INVALID (8x12)

Public Key Object; RSA 2048 bits
label:
ID: 45
Usage: encrypt, verify, wrap
qwe@ubuntu:~$ I

YTtunuta pkcsll-tool BxoauT B cocTas opensc.

MapameTpbl, 3ajaBaeMble B 3TOWN CTPOKE:

--nmodul e <arg> nyTb kK Gubnuoteke pkcs11 (obs3aTensHbIN NapameTp)

--keypairgen reHepaLust KIoYeBoii napbi

-- key-type <arg> 3apgaet TN u AnuHy Knova. B Hawem cnyyae tmn — rsa, anvHa - 2048 6ut (c AnuHow kntoda 1024 6uT Bo3HMKaloT Npobnemsl)
-1 3anpoc PIN-koaa TokeHa [0 kakux-nmbo onepaumin ¢ HUM (06s13aTenbHbI napameTp)

--id <arg> onpegenseT id cosgaBaeMoro obbekTa (MoHagobuTca Npu co3gaHnm ceptTudmkaTa)

7. MNepexoaum K co3gaHuto cepTudumkara.

3anyckaem openssl| u noarpyxaem moaynb nogaepxku pkes11:

$ openssl
QpenSSL> engi ne dynam ¢ -pre SO _PATH: /usr/lib/x86_64-1inux-gnu/engines-1.1/pkcsll.so -pre |ID: pkcsll -pre
LI ST_ADD:1 -pre LOAD -pre MODULE_PATH: /usr/lib/librtpkcsllecp.so



gqwe@ubuntu:~$ openssl

OpenSSL> engine dynamic -pre SO_PATH:/usr/lib/engines/engine_pkcsil.so -pre ID:pkcsil -pre LIST ADD:1 -pre LOAD -pre MODULE_PATH:/usr/lib/librtpkcsilecp.so
(dynamic) Dynamic engine loading support

[Success]: SO_PATH:/usr/lib/engines/engine_pkcsil.so

[Ssuccess]: ID:pkcsil

[Success]: LIST_ADD:1

[Success]: LOAD

[Success]: MODULE_PATH: /usr/lib/librtpkcsilecp.so
: (pkcs11) pkesil engine

OpenssL>

8. Cospaem ceptudmkaT B PEM-chopmare:

penSSL> req -engine pkcsll -new -key 0:45 -keyform engine -x509 -out cert.pem -text

OpenSSL> req -engine pkcsil -new -key 8:45 -keyform engine -x509 -out cert.pem -text
engine "pkcsi11" set.

PKCS#11 token PIN:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Mame or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country MName (2 letter code) [AU]:RU

State or Province Name (full name) [Some-State]:Russia

Locality MName (eg, city) []:Moscow

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Aktiv
Organizational Unit Name (eg, section) []:Aktiv

Common Mame (e.g. server FQDN or YOUR name) []:qwe

Email Address []:qwe

OpensSsSL>
3peck:
- key yKka3blBaeT 3aKpbITbli KtoY (B HaweM criydae 0:45 — cnot:ID kntoya)

-x509 BblAaeT caMmonognucaHHbli cepTudmkat

9. KonepTtupyem ceptucukat PEM B CRT:

QpenSSL> x509 -in cert.pem-out cert.crt -outform DER

10. 3akpbiBaem openssl . Tenepb coxpaHsiem cepTudukat CRT Ha PyTokeH:

$ pkcsll-tool --nmodule /usr/lib/librtpkcsllecp.so -1 -y cert -wcert.crt --id 45

qwe@ubuntu:~5 pkcsii-tool --module fusr/flib/librtpkcsilecp.so -1 -y cert -w cert.crt --id 45
Using slot @ with a present token (8x0)

Logging in to "Rutoken ECP <no label>".

Please enter User PIN:

Created certificate:

Certificate Object, type = X.509 cert
label:
ID: 45

3peck:

-y <arg> Tun obbekTa (MoxeT ObITb cert, privkey, pubkey, data)



-W <arg>  zanucaTb OGLEKT Ha TOKEH

11. OcTaeTcs Tonbko fobaBuTb ceptudmkaT PEM B cnncok AOBEPEHHBIX:

$ nkdir ~/.eid

$ chrod 0755 ~/.eid

$ less ~/cert.pem>> ~/.eid/authorized_certificates
$ chnod 0644 ~/.eid/authorized_certificates

12. Ha aTom HacTpolika 3akoH4yeHa. Mocne nepesanycka OC okHO BxoAa B cucTemy ByaeT BbIrnsaeTb Tak:

@ BEen 1y 4) s46AM O

Guest Session

anIJ'IO)KeHI/IeZ HaCTpOIZKa ayTeHTI/Id)I/IKaLI,I/II/I C MMerLnmcA CepTI/Id)I/IKaTOM

Ecnu y Bac yxxe nMeeTcs BbiNMCaHHasi Ha TOKEH krtodeBas napa RSA ¢ npvBsidaHHbIM K HEN CepTUMKATOM, TO Bbl MOXETE UCMONb30BaTh UX AN
ayTeHTUdmkaumm B Ubuntu.

Pekomenayemas anuHa knoyda RSA - He Huxe 2048 6uT.

1. BbinonHute nn.1-4 0OCHOBHOW MHCTPYKLUMWN.
2. Heobxoammo y3Hatb ID cepTudukarta, 3anMcaHHOro Ha TOKeH.

pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -O

3. [lo6aBnm cepTudmkaT B CMMCOK JOBEPEHHbIX:



$ nkdir ~/.eid

$ chrod 0755 ~/.eid

$ pkcsll-tool --nmodule /usr/lib/librtpkcsllecp.so --type cert -r --id ID_ | openssl x509 -informder
>> ~/.eid/authorized_certificates

$ chnod 0644 ~/.eid/ authorized_certificates

4. BbinonHuTe nepesarpysky.
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