Murpauus ¢ nnaruHa PytokeH Web Ha PyTokeH NnarvH

O6wasa nHgpopmauus
MnaruH PyTokeH Web — 3710 6pay3epHblIin nnarvH, co3gaHHbin Ans paboTsl ¢ ycTporicTBoM PyTokeH Web.

PyTokeH MNnarmH — 310 ropasno 6onee coBpeMeHHbI 1 OyHKLMOHaIbHbIV Gpay3epHbilt nnarvH npegHasHa4YeHHbIN Ans paboTbl C OCHOBHOW NIMHENKON
ycTpowcTtB PyTokeH, Bkntovas ILM 2.0/3.0, SLM PKI.

OH akTMBHO gopabaTtbiBaeTcsa U NoaaepXunBaeTcs 1 pekoMmeHAoBaH Ans paboTbl CO BCeMU ycTpocTBaMu ceMenictBa PyTtokeH 3L, a Takke
OrpaHNYeHHO noaaepXxunsaeT "3eneHble TokeHbl" PyTokeH Web.

HopaboTku nnarvHa PyTokeH Web npekpalieHbl, a Bce HOBble BO3MOXHOCTU M ouum nosnyyaeT Tonbko PyTokeH MNnaruH.
API nnarvHa PyTtokeH lMNnaruH BkntoyaeT B cebsi camble BocTpeboBaHHble chuum nnarmHa PytokeH Web, Ho nsbasneH oT yctapeBLUnx v
Masnoucnonb3yembiX (OYHKLUIA.

OTa MHCTPYKLMSt MOAroTOBMIEHa cneuuansbHo Ans NnaBHOro nepexoaa c nnarnHa PytokeH Web Ha PyTokeH MNnarvH.
OHa npurogmTbCs B TOM Clyyae, eciv y Bac yXke BCTpOeHa nogaepxka "3eneHbix TokeHoB" (ycTpoiicTs PyTokeH Web) yepes nnarui PytokeH Web 1
cepBepHas YacTb paboTaeT ¢ AaHHbIMW, KOTOPbIMU onepupyeT nnarvH PyTokeH Web.

MpeanoxeHHas cxema TpebyeT MUHMMATIbHBIX U3MEHEHUI B KITMEHTCKOM KOZEe U aBCOMNIOTHO HE 3aTparMBaeT CepBepHbIN KOA.
B pe3ynbTarte onucaHHbIx NpoLeayp Bbl NOMy4YnTe BO3MOXHOCTb:

MCMNOonb30BaTb COBPEMEHHbIV N MOAAEPXKMBaEMbIN NnaruH (Nonyuntb 6onblue nogaepxveaemblx nnatdopm n 6paysepoBs)
NnepenTN Ha HOBbIE OTEYECTBEHHbIE anropUTMbl 3NEKTPOoHHOW nognucn FOCT 2012

nepewTn Ha MMPOBbIE CTaHAaPTbI 3MEKTPOHHOM nognucy RSA

nepewiti ¢ "cbipoi” NOANUCHK Ha NOMHOLIEHHYIO noanuck ¢ atpubytamm popmata PKCS#7 n ceptudpmkatel X509
1cnonb3oBaTh BCIO MUHENKY NpoaykToB cemenctea PytokeH SLIMM, He orpaHnymBasics mogensto Pytoken Web

ncnonb3oBaTth 6ornee coBpemMeHHylo Mogenb promise B Javascript

Cxema ayTeHTUdMKaumm ¢ ncnonb3osaHmem PytokeH Web:

1. 3apervcTpupoBaHHbI Ha caiTe KIMEHT reHepupyeT KIYEBYIO Napy U COXpaHSEeT ee Ha caiiTe.

2. Tpwv aBTOpU3aLMM Ha CalTe 3anpalumBatoTCs cryyYanHble AaHHble Ana nognucu. OHKM COXPaHSAIOTCA Ha cepBepe U OTNPaBNSIOTCS KIUEHTY.

3. KnueHT nonyyaet gaHHble, reHepupyeT "conb", koTopas AobaBnseTcs K AaHHbIM. PesynbTaT noanucbiBaeTcs ¢ UCNONb30BaHWEM
CreHepupoBaHHOW B M. 1 KMOYeBOW Napbl 1 BMeCTE C "Conblo" 0TNpaBnseTcs Ha cepBep AN NPOBEPKW.

4. Cepsep Npon3BOAMT Takylo xe npoueaypy € "Conbio” 1 CoXxpaHeHHbIMK B M. 2 AaHHLIMU. [TpoBepseTcs KOPPEKTHOCTL NOAMUCK U NPUHUMAETCS
pelueHne o6 ycnewwHocTy npouecca ayTeHTUduKaumm.

B aToli cxeme HeT CrnoxHOCTeN, cBA3aHHbIX ¢ cepTudukatamm X509, n ctaHgaptamm nognucu PKCS#7 (CMS), npomcxoauT Tonbko "ceipas” noanuce
[AaHHbIX ¥ NpoBepKa KOPPEKTHOCTU NOAMUCHU.

OpHako, Npu XenaHum unu HeobxoammocT, cepTudmkatel X509 u CMS MoryT GbITb CPaBHUTENBHO NETKO NOAKMHOYEHbI.

dopmrpoBaHWe 3NeKTPOHHONM noanucu Yepes nnaruH Pytoken Web npounssoautcsa no anroputmy FOCT P 34.10-2001.

Cxema murpauum ¢ nnaruHa PytokeH Web Ha PyTtokeH lMNnarmH

1. Ycranosum PyTokeH lMnaruH.
Ecnu nnanupyeTtcs pabotatb ¢ yctporctBamu PytokeH Web:
ftp://ftp.rutoken.ru/software/Rutoken_Plugin/4.3.1.0/Windows/RutokenPlugin.msi

Ecnu nnanupyetcs pabotaTth € ycTponcTBamu cemerictea PyTtoken SLIM:
https://www.rutoken.ru/support/download/rutoken-plugin/
2. ViamMeHuM 3arpy3uuk nnaruHa. [Ins aToro 3aMeHnM Ha cTpaHuuax unu B cucteme cbopku ckpunt rutokenweb.js Ha rutoken.js:
https://www.npmijs.com/package/rutoken
Oba 311 ckpunTa ucnonb3yoT Promise Ecnu y Bac yctaHoBneH u pabotaet rutokenweb.js, To 3aBUCMMOCTU A0OMKHBI ObITh. MiHave cnegyeT
YCTaHOBWTb CKPUMT Ans paboTbl ¢ npomycamu, Hanpumep AaHHyto 6ubnuoteky: https://github.com/jakearchibald/es6-promise
3. YctaHoBMM MOAynb NPOBEPKU COBMECTUMOCTH nnarmHa u 6paysepa:
https://www.npmjs.com/package/rutoken-browser-check
OH faeT BO3MOXHOCTb JIoKanvM3oBaTtb Npo6nemMbl Npy UHALManNu3aumm.
Y AaHHOro ckpunTa ecTb 3aBUCMMOCTb: https://www.npmjs.com/package/bowser
4. VI3mMeHVM Norvky nHnumanusauum pabotel nnaruHa. ns atoro:
- BbIHECEM JTOTMKY B OTAENbHbIV chann boot.js;
- NOAKMIOYMM €ero Ha BCex CTpaHuuax, rae ato Heobxoammo;
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- yaanum dyHkumto token_refresh n3 nognmcu Ha onload ctpaHuue.

B obwem cnyyae, nnaruH nonyyaetcs B huHanbHOM resolve Lenodku npomucos. Mbl nepeaemM ero KOHCTPYKTOpY Hallen obepTku BMecTe ¢
meToaom nonyyenusi PIN-koga.

OTOT MeTOA HYXeH, YTOGbl aMYNUPOBaTh OTOGPaXKeHWE OkHa CO CIMCKOM NOrMHOB U 0BpaboTaTh BbIGOp koppekTHoro id. MeToa fonkeH
BO3BpaLatb npomuc ¢ id yctponcraa un PIN-kogom, BBeAEHHbIM norb3oBaTenem.

Bce owmnbkn ninumanusaumm npuneTtatoT B reject npomuca. OwmnbkM OT NnarvHa npuneTarT Apyrue, no3Tomy To MECTO, rae OHU
ob6pabaTtbiBanncb HE06X0AMMO U3MEHUTb.

. Ncnonbayem obepTky Hag nnarvHom rtwToCrypto.js. Kog obepTku:

https://github.com/blade-runner/rutokenweb-to-plugin
ObepTka nogmeHsieT HeobxoauMble MeToAbl TakuM 06pa3oM, YTO BCe CTapble CUrHATYpbl BalLero koAa CoXpaHsoTCs v Ball koa paboTaeT, Ho
Tenepb yxe ¢ ApyrMM nnarMHoM 1 BCemu ycTponcTBamu cemencTea PyTokeH SLIMM.

Cnucok MeToaoB, nepeonpeaeneHHblx 06epTKoi:

rtwlsTokenPresentAndOK;
rtwGetNumberOfContainers;
rtwGetContainerName;
rtwSign;

rtwGenKeyPair.

Ecnu B Balem koe ecTb UCMONb30BaHWe ApYrux yHKLUMIA N KaKoW-TO kof He cpabaTbiBaeT Yepe3 06epTky HanuwumTe Ha hotline@rutoken.ru nnu, ecnu
Bbl 3HaETe, YTO HYXHO caenatb, caenante pull request B npoekT 06epTku.
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