Ob61beKkTbl Kno4yewn

Onpepenenne CKO_ oTcyTcTBYET Anst 6a30Boro knacca u CyLecTByeT TOMbKO A TUMOB KIoYen.

B aTom pasgene onpepensietcs knacc o6bektoB CKO_PUBLIC_KEY, CKO_PRIVATE_KEY n CKO_SECRET_KEY Ttuna gaHHbix CK_OBJECT_CLASS

aTpubyta CKA_CLASS.

O6Lwme aTpubyTbl 0GBEKTOB KItoYel
OBbeKTbl OTKPbIThIX KMOYen

O O6bekt CKO_PUBLIC_KEY, Tnn CKK_RSA (onpegeneH ctaHaapTom)

O O6bekt CKO_PUBLIC_KEY, Tvn CKK_ECDSA (onpegeneH ctaHaapTom)

O O6bekt CKO_PUBLIC_KEY, Tn CKK_GOSTR3410 (onpefeneH ctaH4apTom)

O O6bekt CKO_PUBLIC_KEY, Tn CKK_GOSTR3410_512 (onpegeneH paclumpeHvemM ctaHgapTa)

®  OG6bBbEeKTbl 3aKPbITbIX KIOYen

© O6bekt CKO_PRIVATE_KEY, Tun CKK_RSA (onpeaeneH ctaHaapTom)

O O6bekt CKO_PRIVATE_KEY, Tun CKK_ECDSA (onpezeneH cTaHgapToMm)

O O6bekt CKO_PRIVATE_KEY, Tun CKK_GOSTR3410 (onpeferneH cTaHgapToMm)

O O6bekt CKO_PRIVATE_KEY, Tun CKK_GOSTR3410_512 (onpeaeneH paclumpeHnem ctangapTa)

® OGbEKTbl CEKPETHbIX Krtouen

O O6bekt CKO_SECRET_KEY, tun CKK_GENERIC_SECRET (onpegeneH ctaHgapTom)
O O6bekt CKO_SECRET_KEY, Tun CKK_GOST (onpeaerneH npoussoauTenem)
© O6bekt CKO_SECRET_KEY, Tun CKK_GOST28147 (onpepeneH ctaHaapTom)

Ob6uwue aTpmbyTbl OOBLEKTOB KIHOUEN

O6bekTbl KIoYeN cofepXkarT KIouM, UCMonb3yoLmMecs Ans LUIMGPOBaHUS UMW ayTEHTUUKALMK, U KOTOPbIE MOTYT GblTb OTKPbITEIMU, 3aKPbITLIMU UMK

CEeKpeTHbIMU.

CJ'Ie,EI,yIOLLI,aﬂ Ta6nmua onpenenaeT anI/IGyTbI, 06u.||/|e ANA OTKPbITbIX, 3aKPbITbIX N CEKPETHbIX KIntoYewn, B JOMOSTHEHME K 06LLI,I/1M anMGyTaM,

onpeaeneHHbIM Ans 3TOro Knacca o6bekToB

O6wwume aTpubyTbl 06EKTOB KIlloYei

ATpuYGYT Tun gaHHbIX
CKA_KEY_T ' CK_KEY_TYPE
YPE'?

CKA_ID? Byte array

CKA_START | CK_DATE
_DATE?®

CKA_END_ | CK_DATE
DATES®

CKA_DERIVE| CK_BBOOL
3

CKA_LOCAL CK_BBOOL
4,5,6

CKA_KEY_G | CK_MECHANISM_TYPE
EN_MECHA
NISM*56

CKA_ALLO CK_MECHANISM_TYPE
WED_MECH @ _PTR, yka3aTtenb Ha MmaccuB
ANISMS CK_MECHANISM_TYPE

3HaueHne

Twn knova

VaeHTudmkaTop kntoya (Mo ymonyaHuio nycro)

[ata Hayana gencTemA Knoya (No yMon4yaHuio nycTo)

[laTa OKOHYaHWs AENCTBUSA KMtoya (M0 yMONYaHuio NycTo)

CK_TRUE, ecnu knto4 nogaepxmBaeT BbIpaboTKy kntoden obmeHa (M3 MCXOAHOrO Ktova MOXHO
n3Bneyb Apyrue knouun). Mo ymonyaHuo npuHumaeT 3HaveHne CK_FALSE

CK_TRUE, ecnu kntoy 6bIn creHepupoBaH Ha TokeHe Bbi3oBoM hyHkuuin C_GenerateKey unu C_Gen
erateKeyPair nnu cosaaH BbisoBom dyHkumn C_CopyObject kak konus kntoya ¢ atpubytom CKA_LO
CAL, yctaHoBreHHbIM B 3Ha4eHne CK_TRUE

VaeHTudmkaTop MexaHnama, Mcnonb3yemoro npu reHepaumu knoya

Crnuncok MexaHU3MOoB, KOTOPbIE MOXHO MCMOMb30BaTb C 3TUM KIOYOM. Y1CNo MeXaHW3MOB B MaccuBe
paBHO OTHOLIEHMO nepemeHHown ulValueLen atpnbyta k pasamepy CK_MECHANISM_TYPE.

1 OormkeH 6bITb onpeaeneH npy co3gaHumn obbekta ¢ nomobio dyHkummn C_CreateObject.

2 nomxeH 6bITb onpefeneH npu pacwmndpoBaHum obbekTa ¢ nomoLbio dyHkumn C_UnwrapKey.
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3 MOXeT BbITb 3MeHeH nocre co3faHust obbekTa BbidoBoM dbyHkuUMK C_SetAttributeValue nnu npu konuposaHnm obbekta BbidoBoM dyHKuMm C_CopyObj

ect

4 [OOJKEH OCTaTbCs He3aAaHHbIM Npu co3aaHnm obbekTa ¢ nomotlbio dyHkumm C_CreateObject

5 nomkeH ocTaTbCs HeaagaHHbIM npu reHepaummn obbekta ¢ nomolbto pyHkumin C_GenerateKey unv C_GenerateKeyPair

6 [OIMKEH 0CTaTbCs He3a4aHHbIM Npu paclumncpoBaHun obbekTa ¢ nomoLsto hyHkumm C_UnwrapKey

Mone CKA_ID npeaHasHayeHo Ans pa3nuyeHus knoden. B cnyyae ¢ oTKpbITbIM 1 3aKPbIThIM KIOYOM OHO NMOMOraeT ynpaBrisTh HECKOMbKUMM KIlto4amm
O[HOrO M TOTO e BrnajenbLa, Tak Kak OTKPbITHIA KMHOY UMEET TOYHO TaKoW Xe UAEHTUMUKATOP, YTO M OTKPLITLIA. Takke MAeHTMMUKATOP KroYva AOMKEH
coBnagath C MAEHTUUKATOPOM COOTBETCTBYIOLLErO cepTudumKaTa, eCriv OH CyLLeCTBYET, OQHAKO CTaHAAPT HE HAacTaMBaeT Ha BbINMOMHEHUM 3TOTO
TpeboBaHus.

[Insa cekpeTHoro kntoya 3HadveHne atpnbyta CKA_ID onpenensietcs npunoxeHmem.

AtpunbyTel CKA_START_DATE n CKA_END_DATE npefHasHa4eHbl UCKIIOUMTENBHO AJ1S CNPaBK1 U HUKAKOTO CrieLnaribHOro HasHaueHust Ans H1X He
onpepeneHo. B 4acTHOCTK, orpaHu4eHne NCMosb30BaHUA KIoYa C 3TUMU AaTaMy OCYLLECTBIISETCS NPUIOXEHNEM.

ATtpunbyt CKA_DERIVE nmeeT 3HaveHne CK_TRUE B TOM 1 TONbKO B TOM Cryyae, eciv 13 3Toro kroya MoryT GbiTb NOMyYeHbl ApYrve KoY.

ATpunbytT CKA_LOCAL unmeeT 3HaueHne CK_TRUE B TOM 1 TOMNbKO B TOM Cryyae, eCInu KItod Obli U3Ha4anbHO CreHepuMpoBaH Ha TOKEH BbI30BOM (DYHKLMN
C_GenerateKey nnu C_GenerateKeyPair.

Atpunbyt CKA_KEY_GEN_MECHANISM naoeHtudunumpyeT mexaHmam reHepaumm Kroya ¢ MCnosib3oBaHNeM AaHHbIX knova. OH COAepXuT AencTaylolee
3HaveHue, Tonbko ecnn atpnbyT CKA_LOCAL umeet 3HaveHne CK_TRUE. Ecnu CKA_LOCAL nmeeT 3HaveHne CK_FALSE, 3HaveHue aTpubyTa byaet
CK_UNAVAILABLE_INFORMATION.

K coepxaHuto 1

OGBbEKTbI OTKPbLITBIX KITHOYEWN

O6bekt CKO_PUBLIC_KEY, Tun CKK_RSA (onpegeneH ctaHaapTom)

O6bekt CKO_PUBLIC_KEY, Tun CKK_ECDSA (onpegeneH ctaHgapToMm)

O6bekt CKO_PUBLIC_KEY, tTun CKK_GOSTR3410 (onpeaeneH ctaHgapToMm)

O6bekt CKO_PUBLIC_KEY, Tun CKK_GOSTR3410_512 (onpefeneH paclumpeHnem ctaHgapTa)

O6bekTbl OTKPbITLIX Kntoven (knacc obbektoB CKO_PUBLIC_KEY) copgepxaT oTkpbIThle kntoun. Cnepytowias Tabnuua onpegenset obwue ctanaapTHble
1 onpefeneHHble Npou3BoanTeNneM aTpubyThl Anst BCeX OTKPbIThIX KIoYei, B AOMNOMHeHMe k 06Limm aTpubyTam, onpedeneHHbIM Afs 3TOro krnacca
06bEKTOB.

O6wwme aTpubyThbl 06EKTOB OTKPLITLIX KIlOYEN (CTaHAapTHbIe U onpeAerieHHbIe NPOM3BOAUTENEM)

ATpubyT Tun 3HauveHue
[aHHbIX

O6wwme aTpubyThbl OTKPbITLIX Kitouei (Common Public Key Attributes)

CKA_SUBJE @ Byte Wwms kntova B DER-koampoBke (Mo ymonyaHuto nycro)
cT! array

CKA_ENCR | CK_BB CK_TRUE, ecnu knioy nogaepxvsaet umq)poaaHme2
YpT! ooL

CKA_VERIFY| CK_BB CK_TRUE, ecnu kntoy nogaepxveaeT NpoBepKy NOAMNMUCKH, NPeACTaBNEHHON B BUAE NPUIOXKEHUS K AaHHbIMZ

1 OoOoL

CKA_VERIF | CK_BB CK_TRUE, ecnu kntoy nogaepxveaeT NPoBepPKY NMOAMNUCK C BOCCTaHOBIIEHNEM (BOCCTaHaBMMBaEMYyHO U3 ,Cl,aHHbIX)z
Y_RECOVER OOL

1

CKA_WRAP1 CK_BB  CK_TRUE, ecnu kntoy nogaepkveaeT MackupoBaHuWe ApYyrux Kitoyen (To eCTb MOXeT ObITb MCNONb30BaH Ans LWndpoBaHust
OooL apyrux KJ'IIO‘-Iel7I)2



CKA_TRUS  CK_BB | Kntoy MoxeT ObITb JOBEPEHHBIM A1151 MPUMOXEHMS], KOTOPbIM 6bin co3aaH. Knioy widpoBaHmst MoXeT 6biTb UCMONb30BaH
TED3 ooL Ans wudpoBaHus (MackmpoBaHus) Knoyen co 3HaveHnem atpubyta CKA_WRAP_WITH_TRUSTED pasHbim CK_TRUE.

CKA_WRAP | CK_ATT [ns kntoyei undpoBaHns kntoven (mackvpoaHus). LlabnoH atpnbyToB Ans Bcex Knoyen, KoTopble MoryT ObiTh
_TEMPLATE RIBUTE @ 3awudpoBaHbl C NOMOLLbIO AAaHHOIOo Kntoya wudposaHus. Yncno atpnbyToB B MaccBe paBHO OTHOLLEHWIO nepeMeHHon ulV
_PTR alueLen atpubyTa k pasmepy CK_ATTRIBUTE.

ATpunbyTbl OTKPBITBIX KIKO4en, onpeaeneHHbie npoussoautenem (Rutoken Vendors Defined Public Key Attributes)

CKA_CAPI_ID MpeHTndukaTop knoyeBor napsbl (No ymonyanuio 0)

CKA_PUBLI MpeHtndpukatop RSF—ghaiina, xpaHsiLero oTKpbITbIN Kitod (Mo ymonyaHuio 0)

C_KEY_RSF

_ID

CKA_PRIVA WpeHTudukatop RSF—dhaiina, xpaHsaLwwero cooTBETCTBYIOLUMIA 3aKpbIThIN KNty (Mo ymonyanuto 0)
TE_KEY_RS

F_ID

CKA_VEND ' CK_BB | Ecnu CK_TRUE, TO K04 MOXeT UCnonb3oBaH TONbKo Ansa paboTel ¢ xxypHanom PytokeH PINPad
OR_KEY_J OoOoL
OURNAL

1 MoxeT BbITb U3MEHeH nocne cosfaHus obbekTa ¢ nomolbio dyHkuumn C_SetAttributeValue

2 3Ha4YeHne No yMOS4YaHUIo onpeaensieTcsl TOKEHOM U MOXET 3aBUCETb OT 3HaYeHWs Apyrnx atpubyTos

3 sHaueHue CK_TRUE moxeT 6bITb 3a4aHO TOSbKO AAMUHUCTPATOPOM

[ns coBmecTtumocTy 3HaveHusi nonenn CKA_SUBJECT n CKA_ID oTkpbiToro kntoya gomkHbel cosnagats ¢ nonsmu CKA_SUBJECT n CKA_ID cooTBetcTB
yloLmx cepTudmkaTa u 3akpbiToro knoda. OgHako cTaHOapT He HacTauBaeT Ha BbINOMHEHWM 3Toro TpeboBaHus, Tak xe Kak U He sSBnsieTcs
obs3aTenbHbIM XpaHeHVe cepTudukaTa U 3aKpbITOro Knova Ha TOKeHe.

Atpunbyt CKA_CAPI_ID npeaHasHayeH ans xpaHeHust ID koHTeliHepa us 6ubnuoteku rtCSP. B cnyyae, koraa HeT BO3MOXHOCTY BbISICHUTb 3HaYeHUst
aTpnbytoB CKA_CAPI_ID, CKA_PUBLIC_KEY_RSF_ID n CKA_PRIVATE_KEY_RSF_ID, cnegyeT ncnonb3oBaTb 3Ha4eHWe No yMmonyaHuio, pasHoe 0.

Atpnoyt CKA_VENDOR_KEY_JOURNAL npumenum Tonbko ans PytokeH PINPad.

Cnepytowas Tabnuua nokassiBaet cootBeTcTBre Mexay dnaramu keyUsage ctaHgapta ISO/IEC 9594-8 (X.509) anst oTKpbITbIX KIoYel u atpubytamu
crtaHgapta PKCS #11 onst oTKpbITbIX KIOYen.

CootBetctBue chnaros craHgapta X.509 atpubyTtam OTKpbITbIX Kilouein ctaHaapta PKCS #11

Mcnonb3oBaHue ¢naroB 4 OTKPbITLIX KNtoyel B cepTudukarax X.509 CootBetcTBytowme aTpubytsl ctaHaapta PKCS #11 ans oTkpbITbiX
OTKPLITOrO Krto4a Kntoyei
dataEncipherment CKA_ENCRYPT
digitalSignature, keyCertSign, cRLSign CKA_VERIFY
digitalSignature, keyCertSign, cRLSign CKA_VERIFY_RECOVER
keyAgreement CKA_DERIVE
keyEncipherment CKA_WRAP
nonRepudiation CKA_VERIFY
nonRepudiation CKA_VERIFY_RECOVER

K cogepxxaHuio 1

O6bekt CKO_PUBLIC_KEY, tvn CKK_RSA (onpegeneH ctaHgapToMm)

O6bekTbl 0TKpbITOro kntoda RSA (06bekt CKO_PUBLIC_KEY, Tnn CKK_GENERIC_SECRET) cogepat oTKpbITble krtoun RSA.

O6bekt CKO_PUBLIC_KEY tnna CKK_RSA coaepxuT kak obLime atpnbyTbl 06bekToB knacca CKO_PUBLIC_KEY, Tak u cneunduyeckne, KotTopble
npvBeaeHbl B cregytowent Tabnuue.



ATpunbyTbl 06ekta CKO_PUBLIC_KEY, Tun CKK_RSA
ATpubyT Tun paHHbIX = 3HayeHue
ATpubyThl oTkpbITOro kitoya RSA (RSA Public Key Attributes)
CKA_MODULUS'2 Big integer | Moaynb n
CKA_MODULUS_BITS3'4 CK_ULONG ' nuHa mogyns n B 6utax

CKA_PUBLIC_EXPONENT1 Big integer | OTkpbITas akCroHeHTa e

1 gormkeH 6bITb onpeaeneH npu co3gaHnn obbekta ¢ nomoLbto hyHkumn C_CreateObject.
2 OrPKEH OCTaTLCS HE3aAaHHbIM npu reHepauum obbekta ¢ nomoubio dyHkumnii C_GenerateKey nnu C_GenerateKeyPair
3 [lorKeH 0CTaTbCs He3aAaHHbIM npu co3aaHum obbekTa ¢ nomotubto yHkumm C_CreateObject

4 nomxeH 6biTb onpeaeneH npu reHepauumn obbekta ¢ nomolubto hyHkumin C_GenerateKey unu C_GenerateKeyPair

LLlabnoH cospaHust oTKpbITOro Knioya RSA

CK_OBJECT_CLASS your _cl ass = CKO _PUBLI C_KEY;
CK_KEY_TYPE keyType = CKK_GENERI C_RSA;
CK_UTF8CHAR | abel [] "An RSA public_key object";
CK_BYTE nodulus[] = {...};

CK_BYTE exponent[] = {...};

CK_BBOOL | sTrue = CK_TRUE;

CK_ATTRI BUTE tenpl ate[] = {
{CKA_CLASS, &your_class, sizeof(your_class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &I sTrue, sizeof(IsTrue)},
{CKA_LABEL, | abel, sizeof(label)-1},
{CKA_WRAP, &I sTrue , sizeof(lsTrue )},
{ CKA_ENCRYPT, &l sTrue , sizeof(lsTrue )},
{ CKA_MODULUS, nodul us, sizeof (nodul us)},
{ CKA_PUBLI C_EXPONENT, exponent, sizeof(exponent)}

K cogepxaHuio 1

O6bekt CKO_PUBLIC_KEY, tvn CKK_ECDSA (onpegeneH ctaHgapToMm)

O6bekTbl oTKpbITOro Kntoda ECDSA (o6bekt CKO_PUBLIC_KEY, Tun CKK_GENERIC_SECRET) cogepxat oTkpbITble krtoun ECDSA.

O6bekt CKO_PUBLIC_KEY tnna CKK_ECDSA cogepxuT kak obLme atpubyTtel o6bekToB knacca CKO_PUBLIC_KEY, Tak n cneunduyeckme, kotopble
npvBeaeHbl B cregytowent Tabnuue.

ATpunbyTbl 0o6bekta CKO_PUBLIC_KEY, Tvn CKK_ECDSA

ATpubyT Tun gaHHbIX = 3HaveHune
ATpubyTbl oTKpbITOro Kiioya ECDSA (ECDSA Public Key Attributes)
CKA_ECDSA_PARAMS1'2'3 Byte array 3HaueHne ECParameters 13 ctangapta X9.62 8 DER-koanposke

CKA_EC_POINT':3# Byte array | 3HauyeHne ECPoint us ctanpapta X9.62 B DER-koaupoBke

1 norkeH 6bITb onpeaeneH npu co3gaHun obbekTa ¢ nomoLlbto hyHkumn C_CreateObject.
2 fomKeH BbITh ONpeeneH Npu reHepaLmit OBBLEKTA C MOMOLLBI0 dyHkumnin C_GenerateKey unu C_GenerateKeyPair

3 [lOMKEH OCTaTLCS HE3a[aHHbIM MPU PACLUM(POBAHUM OBBEKTA C NOMOLLBIO tyHKUMK C_UnwrapKey


https://dev.rutoken.ru/pages/viewpage.action?pageId=3178529#id-%D0%9E%D0%B1%D1%8A%D0%B5%D0%BA%D1%82%D1%8B%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B9-%D0%9E%D0%B1%D1%8A%D0%B5%D0%BA%D1%82%D1%8B%D0%BE%D1%82%D0%BA%D1%80%D1%8B%D1%82%D1%8B%D1%85%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B9

4 [OIMKeH 0CTaTbCs He3ahaHHbIM Npy reHepaumn obbekTa ¢ nomoLbio chyHkumnin C_GenerateKey unu C_GenerateKeyPair

Bonblie nHdopmauum no kntodam ECDSA moxHo HatTn B PKCS#11.

LLlabnoH cospaHms oTKpbiToro kniova ECDSA

LLlabnoH cospanms oTkpbitoro ECDSA knioya

CK_OBJECT_CLASS cl ass = CKO_PUBLI C_KEY;
CK_KEY_TYPE keyType = CKK_ECDSA;

CK_CHAR | abel [] = "An ECDSA public key object";
CK_BYTE ecdsaParans[] = {... };

CK_BYTE ecPoint[] = {... };

CK_BBOOL true = TRUE;

CK_ATTRI BUTE tenplate[] = {
{CKA_CLASS, &cl ass, sizeof(class)}

%CKA_KEY_TYPE, &keyType, sizeof (keyType)}
%CKA_TG(EN. & rue, sizeof(true)}

%CKA_LABEL, | abel , sizeof(label)}

f{CKA_ECDSA_PARANS, ecdsaPar ans, sizeof (ecdsaParans)}

{CKA_EC PO NT, ecPoint, sizeof(ecPoint)}

K cogepxaHuio 1

O6bekt CKO_PUBLIC_KEY, Tvn CKK_GOSTR3410 (onpeneneH ctaHaapToMm)

O6bekTbl oTKpbITOro kntoda CKO_PUBLIC_KEY Trna CKK_GOSTR3410 conepxat oTkpbITble kintoun FOCT P 34.10-2001 unu FOCT P 34.10-2012
anviHow 512 6ur.

O6bekt CKO_PUBLIC_KEY Ttrna CKK_GOSTR3410 coaepxuT kak obwume atpnbyTtbl o6bekToB knacca CKO_PUBLIC_KEY, Tak u cneumduyeckume,
KOTOpblEe NpVBeAEHbI B crieaytowen Tabnuue.

ATpunbyThl 06bekta CKO_PUBLIC_KEY, Tun CKK_GOSTR3410

ATpUbyYT Tu  3HauyeHue
n
na
HH
bIX

ATpuByThI OTKpBITOrO Kitowa FOCT P 34.10-2001 / FOCT P 34.10-2012 (GOST R 3410 Public Key Attributes)

CKA_VALUE Byt = OTkpbITbii KNtoY AnvHon 64 6ainTa: 32 6aiTa gns kaxaow koopamHatel X 1 Y Touku (X, Y) Ha annunTuyYeckor KpuBoW B nopsiake,
1,2 e HauuHasi ¢ MnagLero 6Gaiita (little endian)

arr

ay

CKA_GOST Byt WpeHTudukaTop, ykasbiBatoLmin Ha Tun obbekta gaHHbix FOCT P 34.10-2001 (OID napamceTa) B DER-koguposke. Korga knoy

R3410PAR e ncnonb3yeT AOMeH, napameTp obbekTa kntoda Tna CKK_GOSTR3410 gomkeH BbITb yKkasaH C TeM Xe camblM aTpubyTom
Ams!3 arr  CKA_OBJECT_ID
ay

CKA_GOST Byt WpeHTudmkaTop, ykasbiBatowmin Ha Tun oobekta gaHHbIx FTOCT P 34.11-94 unun FOCT P 34.11-2012 (OID napamceta) B DER-
R3411PAR e koampoBke. Koraa kntoy ncnonb3yeT AoMeH, napameTp obbekTa kntova Tuna CKK_GOSTR3411 pomkeH ObiTb ykasaH C TeM xe
AMST:34 arr | cambiM atpubytom CKA_OBJECT_ID


https://dev.rutoken.ru/pages/viewpage.action?pageId=3178529#id-%D0%9E%D0%B1%D1%8A%D0%B5%D0%BA%D1%82%D1%8B%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B9-q1

CKA_GOST ' Byt | MpeHTudmkaTop, ykasbiaowwumin Ha Trn obbekTa AaHHbix FTOCT 28147-89 (OID napamceTa) B DER-koguposke. Korga kroy

28147_PAR e ncnonb3yeT AOMeH, napameTp obbekTa kntova Tuna CKK_GOSTR28147 gomkeH 6biTb yka3aH C TeM e cambiM aTpubyTom
AMS? arr | CKA_OBJECT_ID. 3HayeHue aTpmbyTa MOXeT ObiTb NponyLeHo
ay

1 JorkeH ObITb onpeeneH npu cosgaHum obbekTa ¢ nomoubio dpyHkumn C_CreateObject.
2 [lorKeH OCTaTbCS He3a[aHHbIM npu reHepaumn obbekTa ¢ nomotubto chyHkumnii C_GenerateKey unu C_GenerateKeyPair

3 nomKeH BbITb onpeaeneH npu reHepauumn obbekta ¢ nomolbto hyHkumin C_GenerateKey unu C_GenerateKeyPair

4 MoxeT BbiTb MoaMULMPOBaH nocrne co3aaHns obbekTa ¢ NoMoLLbo BbidoBa dyHkUmn C_SetAttributeValue.

YcTpoinctea PyTokeH, ceptudmumpoBaHHble PCB, He nogaepxusatoT co3gaHme (MMnopT) kntoven yHkumen C_Cr eat eCbj ect no anroputmam FOCT
2 -89, FOCT 34.10-2001 n TOCT 34.10-2012 B gonroBpeMeHHyto namsite (¢ dpnarom CKA_TOKEN = TRUE).

LLlabnoH cospanms oTkpbiToro kniova MOCT P 34.10-2001

CK_OBJECT_CLASS your _cl ass = CKO _PUBLI C_KEY;

CK_KEY_TYPE keyType = CKK_GOSTR3410;

CK_UTF8CHAR | abel [] = "A GOST R34. 10-2001 public_key object";

CK_BYTE keyPairldGost[] = {"GOST R 34.10-2001 sanple key pair 1 ID (Aktiv Co.)"};
CK_BYTE gost R3410parans_oi d[] = {0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x00};
CK_BYTE gost R3411parans_oi d[] = {0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x00};
CK_BYTE gost 28147parans_oi d[] = {0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x00};
CK_BYTE par anet er sGost 28147[] = {0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0xO00};
CK_BYTE val ue[64] = {...};

CK_BBOOL | sTrue = CK_TRUE;

CK_BBOOL | sFal se = CK_FALSE;

CK_ATTRI BUTE tenplate[] = {
{CKA_CLASS, &your_class, sizeof(your_class)},
{CKA_KEY_TYPE, &keyType, sizeof (keyType)},
{CKA_TOKEN, &I sTrue, sizeof(IsTrue)},
{CKA_LABEL, |abel, sizeof(label)-1},
{CKA_ I D, &keyPairldGost, sizeof(keyPairldGost)-1},
{CKA_PRI VATE, &l sFal se, sizeof(IlsFalse)},
{ CKA_GOSTR3410PARAMS, gost R3410par ans_oi d, sizeof (gost R3410parans_oi d)},

LLlabnoH cospaHums oTkpeiToro knioda FOCT P 34.10-2012 (gnvHa 3akpbiToro kniova 256 6ut)

CK_OBJECT_CLASS your _cl ass = CKO_PUBLI C_KEY;

CK_KEY_TYPE keyType = CKK_GOSTR3410;

CK_UTF8CHAR | abel [] = "A GOST R34.10-2012 public_key object";

CK_BYTE keyPai r| dGost _256[] = {"GOST R 34.10-2012(256) sanple key pair (Aktiv Co.)"};

CK_BYTE par anet er sGost R3410[] = {0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01};

CK_BYTE par anet er sGost R3411_256[] = {0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02};
CK_BYTE par anet er sGost 28147[] = {0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0xO00};

CK_BYTE val ue[64] = {...};

CK_BBOOL |sTrue = CK_TRUE;

CK_BBOOL | sFal se = CK_FALSE;

CK_ATTRI BUTE tenplate[] = {

{CKA_CLASS, &your_class, sizeof(your_class)},

{CKA_KEY_TYPE, &keyType, sizeof (keyType)},

{CKA_TOKEN, &l sTrue, sizeof(IsTrue)},

{CKA_LABEL, | abel, sizeof(label)-1},
{CKA_|I D, &keyPairldGost_256, sizeof(keyPairl dCGost_256)-1},
{CKA_PRI VATE, &l sFal se, sizeof(lsFalse)},
{ CKA_GOSTR3410PARAMS, par anet er sCost R3410, si zeof (par anet er sGost R3410) },
{ CKA_GOSTR3411PARAMS, paraneter sCost R3411_256, sizeof (paranet ersGost R3411_256) },
{CKA_VALUE, val ue, sizeof(value)}



K cofepxaHuto T

O6bvekt CKO_PUBLIC_KEY, Tnn CKK_GOSTR3410_512 (onpeaeneH paclumpeHmem
cTaHgapTa)

O6bekTbl oTKpbITOro kntoda MOCT P 34.10-2012 (o6bekt CKO_PUBLIC_KEY, Tin CKK_GOSTR3410_512) conepxat oTkpbITble krntoun FOCT P 34.10-
2012 anuHon 1024 6uT.

O6bekt CKO_PUBLIC_KEY Ttrna CKK_GOSTR3410 coaepxuT kak obwume atpnbyTtbl o6bekToB knacca CKO_PUBLIC_KEY, Tak u cneundudeckume,
KOTOpble NpVBeAEHbI B crieaytoLein Tabnuue.

ATpnbyThl o6bekta CKO_PUBLIC_KEY, Tun CKK_GOSTR3410

ATpubyT

Tv
n

na
HH
bIX

3HadveHve

ATpubyTbl oTkpbiTOro Kkiioya FOCT P 34.10-2012

CKA_VALUE
12

CKA_GOST
R3410PAR

Ams!3

CKA_GOST
R3411PAR

Ams'34

CKA_GOST
28147_PAR

Ams*

Byt
e
arr

ay

Byt
e
arr

ay

Byt
e
arr

ay

OTKpbITBIN KNtoY AnvHON 128 6anT: 64 6anTa ansa Kaxaon koopamHaTel X 1 Y Todku (X, Y) Ha annunTuyeckon KpuBow B nopsiake,
HaumnHasi ¢ mnaguero 6aiita (little endian)

MpeHTudukatop, ykasbiBatoLwmin Ha Tun obbekta gaHHbix FTOCT P 34.10-2012 (OID napamceTa) B DER-kogupoBke. Korga kntoy
ucnonb3yeT AoMeH, napameTp obbekTa kntoda Tuna CKK_GOSTR3410 gomkeH BbITb yKkasaH C TeM Xe caMblM aTpubyTom
CKA_OBJECT_ID

MpeHTudukatop, ykasbiBatoLwmin Ha Tun obbekta gaHHblix FOCT P 34.11-2012 (OID napamceTa) B DER-kogupoBke. Korga kntoy
ncnonb3yeT AoMeH, napameTp obbekTa kntoda Tuna CKK_GOSTR3411 gomkeH BbITb yKkasaH C TeM Xe caMbliM aTpubyTom
CKA_OBJECT_ID

MaeHTudukatop, ykasbiBatoLwmin Ha Tun obbekta gaHHblix FOCT 28147-89 (OID napamceTa) B DER-koguposke. Korga krtoy
ncnonb3yeT AoMeH, napameTp obbekTa kntoda Tvna CKK_GOSTR28147 pomkeH ObITk yka3aH C TeM e caMmbiM aTpubyTom
CKA_OBJECT_ID. 3HayeHve aTpnbyTa MoxeT 6blTb NponyLLeHo

1 normkeH 6bITb onpeaeneH npu co3gaHnm obbekTa ¢ nomoLlbto hyHkumn C_CreateObject.

2 OrPKEH OCTaTbCS HE3aAaHHbIM npu reHepauum obbekta ¢ nomouubto dyHkumnii C_GenerateKey nnu C_GenerateKeyPair

3 norkeH BbITh onpepaerneH npu reHepauumn obbekTa ¢ nomolusio dyHkumin C_GenerateKey nnv C_GenerateKeyPair

4

MOXeT BbITb MOANMLMPOBaH Nocre co3aanus obbekTa ¢ noMoLbio BbidoBa dyHKumn C_SetAttributeValue.

Yc1porictBa PyTokeH, cepTuduumpoBaHHbie @CB, He noaaepxunsatoT cosganue (MmnopT) knoven dyHkumenn C_Cr eat eCbj ect no anroputmam FOCT
2 -89, FOCT 34.10-2001 n FOCT 34.10-2012 B gonroBpeMeHHyto namsite (¢ pnarom CKA_TOKEN = TRUE).


https://dev.rutoken.ru/pages/viewpage.action?pageId=3178529#id-%D0%9E%D0%B1%D1%8A%D0%B5%D0%BA%D1%82%D1%8B%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B9-q1

LLlabnoH cospaHms oTkpeiToro knoya FOCT P 34.10-2012 (gnuHa 3akpbitoro knioya 512 6ur)

CK_OBJECT_CLASS your _cl ass = CKO_PUBLI C_KEY;

CK_KEY_TYPE keyType = CKK_GOSTR3410_512;

CK_UTF8CHAR | abel [] = "A GOST R34.10-2012 public_key object";

CK_BYTE keyPairldGost _512[] = {"GOST R 34.10-2012(512) sanple key pair (Aktiv Co.)"};

CK_BYTE par anet er sGost R3410_512[] = {0x06, 0x09, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02, 0x01};
CK_BYTE par anet ersGost R3411_512[] = {0x06, 0x08, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03};
CK_BYTE par anet er sGost 28147[] = {0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x1f, O0x00};

CK_BYTE val ue[128] = {...};

CK_BBOOL |sTrue = CK_TRUE;

CK_BBOOL | sFal se = CK_FALSE;

CK_ATTRI BUTE tenpl ate[] = {

{CKA_CLASS, &your_class, sizeof(your_class)},

{CKA_KEY_TYPE, &keyType, sizeof(keyType)},

{CKA_TOKEN, &I sTrue, sizeof(IsTrue)},

{CKA_LABEL, | abel, sizeof(label)-1},
{CKA_| D, &keyPairldCost_512, sizeof(keyPairldGost1l_512)-1},
{CKA_PRI VATE, &l sFal se, sizeof(lsFalse)},
{ CKA_GOSTR3410PARAMS, par anet er sGost R3410_512, si zeof (paranet er sGost R3410_512) },
{ CKA_GOSTR3411PARAMS, par amet er sGost R3411_512, si zeof (par anet er sGost R3411_512) },
{CKA_VALUE, val ue, sizeof(value)}

K copepxaHuio 1

O6beKThbl 3aKpbITbIX KNOYen

O6bekt CKO_PRIVATE_KEY, Tin CKK_RSA (onpegeneH ctaHgapToMm)

O6bekt CKO_PRIVATE_KEY, Tun CKK_ECDSA (onpeneneH ctaHaapTom)

O6bekt CKO_PRIVATE_KEY, Tin CKK_GOSTR3410 (onpeaeneH ctaHaapToMm)

O6bekt CKO_PRIVATE_KEY, Tin CKK_GOSTR3410_512 (onpegeneH paclunpeHvem ctaHgapTa)

O6bekTbl 3akpbIThix kntover (knacc obbektoB CKO_PRIVATE_KEY) conepxat 3akpbiTble kntoun. Crneaytowas tabnuua onpegensiet obuime atpubyTol
[ONsi BCeX 3aKpbITbIX KIOYEN, B AONOMHEHUE K 06LLMM aTpubyTaMm, onpeaeneHHbIM Ans 3TOoro knacca o6bekToB.

O6wwume aTpubyThbl 3aKPbITbIX KIIOYen

ATpubyT Tun 3HayeHue
aHHbIX

O6Lwue aTpubyTbl 3aKpbITbIX KNtoveir (Common Private Key Attributes)

CKA_SUBJECT Byte Mmsa Bnagenbua ceptudmkaTta B DER-kogupoBke (Mo ymonyaHuio nycro)
1 array

CKA_SENSITI | CK_BB  CK_TRUE, ecnu kritod SIBISIETCS! YyBCTBUTENbHBIM (HE MOXET GbiTb M3BIIEYEH 13 TOKEHA B OTKPLITOM BUge)®
VvE!2 OooL

CKA_DECRYPT CK_BB ' CK_TRUE, ecnv knitou noaaepxusaeT paciundgposarmue’®

1 OooL
CKA_SIGN1 CK_BB CK_TRUE, ecnu knioy nogaepxveaeT hopMmpoBaHue noanuncy, kotopasi NpefcTasrieHa B BUAE NPUIOXKEHNS K,D,aHHbIMS
OoOoL

CKA_SIGN_RE | CK_BB ' CK_TRUE, ecnv knitod noaaepxusaeT (hopMAPOBaHNE NOAMMCH C BOCCTAHOBNEHUEM AAHHBIXS

COVER! ooL

CKA_UNWRAP1 CK_BB CK_TRUE, ecnu kntoy nogaepxveaeT paclumdpoBaHme Knioyer (pa3sMackupoBaHue, T.e. MOXeT OblTb MCNONb3oBaH Ans
OooL pacLumpoBaHna apyrmx |<J'||0L|e|7|)3

CKA_EXTRAC | CK_BB CK_TRUE ecnu knioy siBNsieTcA M3BnekaembiM 1 MOXeT BbiTb 3aLIJI/ICprBaH3

TABLE'4 ooL



CKA_ALWAYS CK_BB CK_TRUE, ecnu ko4 Bcerga umeeT 3HaveHne atpubyta CKA_SENSITIVE pasHbiM CK_TRUE

_SENSITIVE®E | OOL
N

CKA_NEVER_ CK_BB CK_TRUE, ecnu kntoy Hukorga He nmeet 3HaveHve atpmbyta CKA_EXTRACTABLE paBHbim CK_TRUE
EXTRACTABLE = OOL

56,7

CKA_WRAP_ CK_BB CK_TRUE, ecnu knto4 MoxeT 6bITb 3alundpoBaH TONbKO C MOMOLLBHIO KNtoya LMpoBaHUS Krtoyeln co 3HavyeHnem
WITH_TRUST @ OOL atpubyta CKA_TRUSTED paBHbim CK_TRUE. No ymonuaxuio umeet 3HaveHne CK_FALSE.

ED?

CKA_UNWRAP  CK_ATT @ [ns knoven windposanHus knoyen. LabnoH atpubyToB Ans BCex Knoyen, KoTopble MOryT BbiTb pacluncpoBaHbl ¢
_TEMPLATE RIBUTE @ nomoLubto kntova windpoBaHus knoya. Yncno atpnbyToB B MaccrBe paBHO OTHOLLEHUIO NepeMeHHoun aTtpubyta ulValueLen
_PTR k paamepy CK_ATTRIBUTE.

CKA_ALWAYS CK_BB Ecnn CK_TRUE, 10 Ans kaxaoro aencTaus c kntovom Tpedyetcst BBog PIN-koga nonb3oBatens. o ymonyaHuio umeet
_AUTHENTICA OOL 3HaveHue CK_FALSE.
TE

ATpuByTbI 3aKpbITLIX Krtoveil, onpeaeneHHble npoussoautenem (Rutoken Vendors Defined Private Key Attributes)

CKA_CAPL_ID MpeHTudukaTop knoveBon napel (Mo ymonyaHuio 0).

CKA_PUBLIC_ MpeHTndukatop RSF—daina, xpaHsiLero CooTBETCTBYIOLLMIA OTKPbITBIN KNtoY (No ymonyanumio 0).
KEY_RSF_ID

CKA_PRIVATE MpoeHtudukatop RSF—arina, xpaHsaLwero 3akpbITbli KoY (o ymonyaxuio 0).

_KEY_RSF_ID

CKA_VENDOR @ CK_BB Ecnun CK_TRUE, To npu kaxaoi onepauun nognucy unu wimdposaHms/paclumndgpoBaHms AaHHbIM Krto4oM TpebyeTtcs
_KEY_PIN_EN @ OOL BBog PIN-koga nonb3oBaTtens Ha akpaHe PytokeH PINPad.
TER

CKA_VENDOR @ CK_BB Ecnn CK_TRUE, 10 npu kaxgon onepaumun nnu wndpoBaHus/paclundpoBaHuns TpebyeTtcs noagTeepxaeHve Ha akpaHe Py
_KEY_CONFIR = OOL TokeH PINPad.

M_OP

CKA_VENDOR @ CK_BB Ecnn CK_TRUE, T0 Knto4 MOXeT UCNonb30BaH TOMbKo Ans paboTbl ¢ xypHanom PytokeH PINPad

_KEY_JOURN | OOL
AL

MOXeET BbITb M3MEHeH nocne co3gaHusa obbekTa ¢ nomobio yHkummn C_SetAttributeValue

nocne ycraHoBku atpubyTa B 3HadeHne CK_TRUE oH cTaHoBuTcs read-only

3HaYeHWe Mo yMonyaHuto onpeaensieTcs PyTOKEH M MOXET 3aBUCETb OT 3HAYEHUSI Apyrux aTpubyToB

nocrne ycraHoBku aTpubyTa B 3HadeHne CK_FALSE oH ctaHoBuTcs read-only

[OOJKEH OCTaTbCs He3aAaHHbIM NpK co3aaHnm obbekTa ¢ nomoLlbio dyHkumn C_CreateObject

[OIMKEH 0CTaTbCsl He3a4aHHbIM Npu co3naHnn obbekTa ¢ nomolubio dyHkumin C_GenerateKey unu C_GenerateKeyPair

[OIMKeH oCTaTbCA He3a4aHHbIM Npy paclumndpoBaHmm Kntoya ¢ nomoLlsio dyHkumn C_UnwrapKey

B uensx coBmectumocTn 3HadeHus nonen CKA_SUBJECT u CKA_ID 3akpbiToro kntova AomkHbl coBnagate ¢ nonsmm CKA_SUBJECT n CKA_ID
COOTBETCTBYIOLLETO cepTudmKaTa 1 OTKpbITOro kntova. OgHako CTaHAapT He HacTauBaeT Ha BbIMOMTHEHWUW 3TOro TPeboBaHUs!, TaK Xe Kak U He SBNseTcs
obs3aTenbHbIM XpaHEHWE cepTudUKaTa 1 3aKpbITOro Kntova Ha TOKEeHe.

Ecnun atpubyt CKA_SENSITIVE nmeeT 3HayeHne CK_TRUE unu atpubyt CKA_EXTRACTABLE nmeeT 3HaueHne CK_FALSE, To HekoTopble aTpubyThbl
3aKPbITOrO KNtoya He MOoryT BbITb M3BNEYEHbl U3 NaMsiTU TOKEHAB BUAE OTKPLITOrO TeKCTa. Takve aTpubyThbl onpeaensoTcs OTAENbHO AN Kax4oro Tuna
3aKpbITOro Kntoya.

ATtpnbytT CKA_ALWAYS_AUTHENTICATE moxeT 6bITb MCNONb30BaH Anst ayTeHTUdKKaumm nonb3oeaTens (Beoaa PIN-koga nonb3oBaTens) Nnpu Kaxaom
MCMONb30BaHWMU 3aKPbITOrO KMkoya. «/cnonb3oBaHne» B 3TOM Cryyae 03Ha4aeT BbIMOMHEHWE Kakon-nnbo KpuntTorpadmyeckon onepaumm, Hanpmumep,
cosfiaHue noanucu unu gelundposaHne. IToT aTpnubyT moxeT umeTtb 3HaveHne CK_TRUE, Tonbko koraa CKA_PRIVATE Toxe nmeeT 3HayeHune
CK_TRUE.



MoBTOpHas ayTeHTUdUKaLms BeiNonHseTcs BblzoBoM dyHKumn C_Login co 3HaveHnem userType, pasHbim CKU_CONTEXT_SPECIFIC,
HernocpeACTBEHHO MOCMe NHMLManM3aumm kpuntorpadryecko onepawum, UCNonb3aytoLei knoy (Hanpumep, dyHkumen C_Signlnit). B atom cnyyae tun
nonb3oBaTens 3ajaeTcs HESIBHO, B 3aBMCMMOCTM OT napameTpos kntoya. Ecnu dpyHkumsa C_Login Bosspawaetr CKR_OK, To ayTeHTudukaumus
nosfb30BaTenNs NpoLUna yCneLHo, 1 KoY HaXoAUTCA B ayTEHTUHULMPOBAHHOM COCTOSIHUM A0 TEX NOp, Noka KpunTorpaduyeckas onepauus He
3aBepLUMTCS, ycneLlHo unm 6esycneluHo (Hanpumep, ¢ nomotlbio dyHkumii C_Sign, C_SignFinal). Bosspatiuaemsbiii dyHkumen C_Login ko oumbku
CKR_PIN_INCORRECT o3HauvaeT, 4To nosfb3oBaTento 0Tka3aHo B AOCTYMNeE K KoYy 1 pe3ynbTaT BbINONHEHUst Kpuntorpaduyeckorn onepauum byaet
TakuM e, kak ecnm 6bl yHkUmus C_Login He 6bina BbidBaHa. B 06omx cnyyasix coctosiHne ceccumn 6yaeTt octaBaTbCs OANHAKOBbLIM, OAHAKO NOBTOPHbIE
HeyZauyHble MOMbITKU BbINMOMHUTL ayTeHTUMKaLMo MOryT npmBecTy k 6riokuposke PIN-koaa. B Takom cnyyae C_Login BepHeT kof owwmnGku
CKR_PIN_LOCKED 1 BbINOMHUT BbIXOA Nonb3oBaTtens ¢ ycTponcTea PyTokeH. OwnboyHasn nonbiTka ayTeHTUdUKaLmm unm oTcyTcTBue ayteHTudukaumm
npu atpnbyte CKA_ALWAYS_AUTHENTICATE paBHbiM CK_TRUE Bbi3oBeT ownbky CKR_USER_NOT_LOGGED_IN npu ncnons3oBaHuu kniova.
®dyHkumsa C_Login BepHeT owmbky CKR_OPERATION_NOT_INITIALIZED, koTopasi He NOBNMSIET Ha BbINOSIHEHWNE TEKYLLEN KpunTorpaduyeckon
onepaumu, ecnu NoBTopHas ayTeHTudmKauum 6yaeTt coBeplueHa npu 3HaveHun atpubyta CKA_ALWAYS_AUTHENTICATE paBHoro CK_FALSE.

ATpunbytT CKA_CAPI_ID npepHasHayeH Ans xpaHeHusi ID koHTeliHepa us 6ubnuoteku rtCSP. B cnyyae, koraa HeT BO3MOXHOCTY BbISICHUTE 3HaYeHUst
atpmbytos CKA_CAPI_ID, CKA_PUBLIC_KEY_RSF_ID n CKA_PRIVATE_KEY_RSF _ID, cnegyet ncnonb3oBaTb 3Ha4eHVe No ymonyaHuio, pasHoe 0.

ATpubytel CKA_VENDOR_KEY_PIN_ENTER, CKA_VENDOR_KEY_CONFIRM_OP n CKA_VENDOR_KEY_JOURNAL npumMeH/MbI Tonbko Anst PyTokeH
PINPad.

K cogepxaHuio 1

O6bekt CKO_PRIVATE_KEY, Tun CKK_RSA (onpeaeneH ctaHgapTom)

O6bekTbl 3akpbiToro kntoda RSA (06bekt CKO_PRIVATE_KEY, tun CKK_GENERIC_SECRET) coagepxaT 3akpbiTble kntoun RSA.

O6bekt CKO_PRIVATE_KEY Ttrna CKK_RSA cogepxuT kak obwme atpubyTbl 06bekToB knacca CKO_PRIVATE_KEY, Tak u cneunduyeckne, Kotopble
npvBeaeHbl B cregytowen Tabnuue.

ATpunbyTbl o6bekta CKO_PRIVATE_KEY, Tun CKK_RSA
ATpubyT Tun gaHHbIX = 3Ha4eHne
ATpubyTbl 3akpbiToro kiioya RSA (RSA Private Key Attributes)
CKA_MoDULUS"23 Big integer | Mogynb n
CKA_PUBLIC_EXPONENT2'3 Big integer = OTKpbiTas 3KCNOHeHTa e

CKA_PRIVATE_EXPONENT'"234 | Big integer | 3akpbitas akcrioHenTa d

CKA_PRIME_1234 Big integer | MpocToe uuncrio p

CKA_PRIME_2234 Big integer | MpocToe uuncrio q

CKA_EXPONENT_1234 Big integer = 3akpbiTas akcroHeHTa d no moaysnto p-1

CKA_EXPONENT 2234 Big integer = 3akpbiTas akcrnoHeHTa d no moaysno g-1

CKA_COEFFICIENTZ*S"4 Big integer Koadpdmument CTR (KTO, Kutaiickasi Teopema 06 octatkax) RSA q'1 no mMoaysno p

1 norkeH 6bITb onpeaeneH npu co3gaHnn obbekTa ¢ nomolbto hyHkumn C_CreateObject.
2 [OMKEH OCTaThCS HE3a[aHHbIM NPY FEHEPaLMN OBBEKTA C MOMOLLBH dyHkumnin C_GenerateKey unu C_GenerateKeyPair
3 HOMKeH OCTaTLCS HeaaAaHHbIM NPy pacluMdpoBaHMM 0BBEKTa ¢ nomolLbio dyHKuMn C_UnwrapKey

4 He MOXeET BbITb packpbIT ecnu 06bekT nmeeT atpnbyT CKA_SENSITIVE, yctaHoBneHHbIM B nonoxeHne CK_TRUE wnnu atpnbyt CKA_EXTRACTABLE

B nonoxeHne CK_FALSE.

Bonble nHdopmauum no kntodam RSA moxHo Hantm B PKCS #1.



LLla6rioH coanaHwus 3akpbiToro knio4ya RSA

CK_OBJECT_CLASS your _cl ass = CKO_PRI VATE_KEY;
CK_KEY_TYPE keyType = CKK_RSA;

CK_UTF8CHAR | abel [] = "An RSA private_key object"”;
CK_BYTE subject[] = {...};

CK_BYTE id[] = {123};
CK_BYTE nodul us[] = {...};
={...}h

CK_BYTE publ i cExponent [ ]

CK_BYTE privat eExponent[] = {...};
CK_BYTE primel[] = {...};

CK_BYTE prinme2[] = {...};

CK_BYTE exponent1[] = {...};
CK_BYTE exponent2[] = {...};
CK_BYTE coefficient[] ={...};

CK_BBOOL |sTrue = CK_TRUE;

CK_ATTRI BUTE tenplate[] = {
{CKA_CLASS, &your_class, sizeof(your_class)},
{CKA_KEY_TYPE, &keyType, sizeof (keyType)},
{CKA_TOKEN, &I sTrue, sizeof(IsTrue)},
{CKA_LABEL, |abel, sizeof(label)-1},
{ CKA_SUBJECT, subject, sizeof(subject)},
{CKA_ID, id, sizeof(id)},
{CKA_SENSI TI VE, &l sTrue, sizeof(lsTrue)},
{ CKA_DECRYPT, &l sTrue, sizeof(lsTrue)},
{CKA_SI G\, &l sTrue, sizeof(lsTrue)},
{ CKA_MODULUS, nodul us, sizeof (nodul us)},
{ CKA_PUBLI C_EXPONENT, publicExponent, sizeof (publicExponent)},
{ CKA_PRI VATE_EXPONENT, privateExponent, sizeof (privateExponent)},
{CKA PRIME_1, prinmel, sizeof(prinmel)},
{CKA_ PRI ME_2, prinme2, sizeof(prinme2)},
{ CKA_EXPONENT_1, exponentl, sizeof (exponentl)},
{ CKA_EXPONENT_2, exponent?2, sizeof(exponent2)},
{ CKA_COEFFI CI ENT, coefficient, sizeof(coefficient)}

K copepxaHuio

O6bvekt CKO_PRIVATE_KEY, Tun CKK_ECDSA (onpegeneH ctaHgapTom)

O61bekTbl 3akpbiToro kntoda ECDSA (06bekt CKO_PRIVATE_KEY, tun CKK_GENERIC_SECRET) cogepxat 3akpbiTble kntoun ECDSA.

O6bekt CKO_PRIVATE_KEY tuna CKK_ECDSA cogepxuT kak obwue atpnbyTbl o6bekToB knacca CKO_PRIVATE_KEY, Tak n cneunduyeckme,
KOTOpble NpvBeAeHbI B crieaytoLei Tabnuue.

ATpnbyThl o6bekta CKO_PRIVATE_KEY, Tun CKK_ECDSA

ATpubyT Tvn gaHHbIX 3HaueHve
ATpubyThi 3akpbiToro ktowa ECDSA (ECDSA Private Key Attributes)

CKA_ECDSA_PARAMS'34 Byte array 3HayeHve X9.62 napametpos B DER-koamposke

CKA_VALUE'345 Big integer 3HayeH1e 3aKpbITOro Kroya

1,ElOJ'I)KeH 6bITb OMpeaeneH nNpu co3aaHum obbekTa ¢ nomollbio dyHKUMMG_CreateObject.

2 nomKeH BbITb onpeaeneH npu reHepaunm obvekta ¢ nomolubio pyHkUMAC_GenerateKeynnuC_GenerateKeyPair
3,CI,OJ'I)KeH ocTaTbCa He3agaHHbIM NPy paclunMdpoBaHnm obbekTa ¢ nomolubio dyHkuum C_UnwrapKey

4 OMKeH 0CTaTbCs HE3a[aHHbIM npwv reHepaumn obbekTa ¢ nomotubto chyHkumnii C_GenerateKey unu C_GenerateKeyPair

5 He MoxeT BbiTb packpbIT ecnn 06bekT nmeeT atpnbyT CKA_SENSITIVE, yctaHoBneHHbIM B nonoxeHne CK_TRUE wnnu atpnbyt CKA_EXTRACTABLE

B nonoxeHne CK_FALSE.



Bonble nHdopmauum no kntovam ECDSA moxHo HanTtu B PKCS#11.

LLlabnoH cospanus 3akpbitoro knoya ECDSA

CK_OBJECT_CLASS cl ass = CKO_PRI VATE_KEY;
CK_KEY_TYPE keyType = CKK_ECDSA;

CK_UTF8CHAR | abel [] = "An ECDSA private key object";
CK_BYTE subject[] ={... };

CK BYTE id[] = { 123 };

CK_BYTE ecdsaParans[] = {... };

CK_BYTE value[] ={... };

CK_BBOOL true = TRUE;

CK_ATTRI BUTE tenplate[] = {
{CKA_CLASS, &cl ass, sizeof(class)}
%CKA_KEY_TYPE, &keyType, sizeof (keyType)}
%CKA_TO(EN, & rue, sizeof(true)}
%CKA_LABEL, | abel , sizeof (label) - 1}
%CKA_SUBJECT, subj ect, sizeof (subject)}
%CKA_I D, id, sizeof(id)}
%CKA_SENSI TIVE, & rue, sizeof(true)}
%CKA_DERI VE, &true, sizeof(true)}

{ CKA_ECDSA_PARAMS, ecdsaParans, sizeof (ecdsaParans)}

{CKA_VALUE, val ue, sizeof(value)}

K cofiepxaHuto 1

O6bekt CKO_PRIVATE_KEY, tTnn CKK_GOSTR3410 (onpeneneH ctaHaapToMm)

O6bekTbl 3akpbiToro kntoda Tnna FOCT P 34.10 (o6bekt CKO_PRIVATE_KEY, Tun CKK_GOSTR3410) coaepxat 3akpbiTble kntoum FTOCT P 34.10-2001
mnn FOCT P 34.10-2012 anuHoi 256 6uT.

O6bekt CKO_PRIVATE_KEY tuna CKK_GOSTR3410 cogepxuT kak oblume atpmbyTel 06bekToB knacca CKO_PRIVATE_KEY, Tak n cneunduyeckue,
KOTOpble NpuBeAeHbl B crieaytoLen Tabnuue.

ATpunbyThl o6bekta CKO_PRIVATE_KEY, Tn CKK_GOSTR3410

ATpunbyT Tu  3HaueHue
n
na
HH
bIX

ATpuByThI 3akpbiToro knio4a FOCT P 34.10-2001 / FOCT P 34.10-2012 (GOST R 3410 Private Key Attributes)

CKA_VALUE Byt @ 3akpbiThiin kntoy anuHow 32 6avita B nopsake, HaumHasa ¢ mnagwero bavra (little endian)
1,2,3,4 e

arr
ay

CKA_GOST @ Byt WpeHTudukatop, ykasbiBatowwmii Ha Tun obbekta gaHHbix FOCT P 34.10-2001 (OID napamceta) B DER-koaupoBke. Koraa kntoy
R3410PARA | e ncnonb3yeT JOMeH, napameTp obobekTa kntoda Tuna CKK_GOSTR3410 gomkeH 6bITb ykasaH c TeM Xe camblM aTpubyTom
ms12.3 arr | CKA_OBJECT_ID

ay



CKA_GOST Byt @ WpeHTudukatop, ykasbiBarowwmii Ha Tun oobekta gaHHbix FOCT P 34.11-94 unu TOCT P 34.11-2012 (OID napamceTa) B DER-
R3411PARA | e kogupoBke. Koraa kntoy ncnonb3yet AoMeH, napameTp obbekTa kntova Tuna CKK_GOSTR3411 gomkeH ObiTb yka3aH ¢ TeM xe
ms12.3.5 arr  cambiv aTpubytom CKA_OBJECT_ID

ay

CKA_GOST | Byt = WpeHTudukartop, ykasbiBalowwmii Ha Tun obbekta gaHHbix FOCT 28147-89 (OID napamceta) B DER-koavpoBke. Koraa knioy
28147_PAR e ncnonb3yeT JOMeH, napameTp obbekTa kntova Tuna CKK_GOSTR28147 gomkeH 6biTb yka3aH € TeM xe cambiM aTpubyTom
AMS2:3.5 arr  CKA_OBJECT_ID. 3HayeHue aTpubyTta MoxeT ObITb NponyLLeHo

1 JorkeH ObITb onpefeneH npu co3gaHum obbekTa ¢ nomoubio dpyHkumn C_CreateObject.
2 [lorKeH OCTaTbCS He3a[aHHbIM npu reHepaumn oobekTa ¢ nomotubto chyHkumnii C_GenerateKey unu C_GenerateKeyPair

3 [lorKeH OCTaTbCs He3ahaHHbIM npu paclumdppoBaHum obbekTa ¢ nomollbto hyHkumm C_UnwrapKey
4 He MoXeT 6biTb packpbIT ecnin 06bekT umeet atpnbyT CKA_SENSITIVE, yctaHoBneHHbIM B nonoxeHne CK_TRUE unu atpubyt CKA_EXTRACTABLE
B nonoxeHne CK_FALSE.

5 MoxeT GbiTb MoAMULMPOBaH Nocrne co3aaHnsa obbekTa ¢ NoMoLLbHo BbidoBa dyHkumn C_SetAttributeValue.

Ob6paTtute BHUMaHue, Y4To Npu reHepauun 3akpbiToro kntoda Tuna FOCT P 34.10-2001/2012 goMeHHble napaMeTpbl He ykasbiBaloTCsi B LUAGOHe Krtoya.
3710 0bycnoBnMBaeTCa TeM, YTO 3aKpbITbIe KIMHYM 3TOrO TUNa reHepupyTCS TOMNbKO Kak YacTb kntovesor napbl FOCT P 34.10-2001/2012 n goMeHHble
napameTpbl ANs napbl ykasbiBalOTCs B LWIAGIOHE OTKPbLITOrO KIoya.

Yctponctea PyTokeH, cepTuduumpoBaHHble PCB, He nogaepxvBatoT co3faHue (uMnopT) kntoyen dyHkumen C_Cr eat ebj ect no anroputmam FOCT
2 -89, FOCT 34.10-2001 n FOCT 34.10-2012 B gonroBpeMeHHyto namsite (¢ onarom CKA_TOKEN = TRUE).

LLlabnoH cospanua 3akpbitoro kniova FOCT P 34.10-2001

CK_OBJECT_CLASS your _cl ass = CKO_PRI VATE_KEY;

CK_KEY_TYPE keyType = CKK_GOSTR3410;

CK_UTF8CHAR | abel [] = "A GOST R34.10-2001 private_key object"”;

CK_BYTE keyPairldGost[] = {"GOST R 34.10-2001 sanple key pair 1 ID (Aktiv Co.)"};
CK_BYTE gost R3410parans_oi d[] = {0x06, 0x07, 0x2a, O0x85, 0x03, 0x02, 0x02, 0x23, 0x00};
CK_BYTE gost R3411parans_oi d[] = {0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x00};
CK_BYTE gost 28147parans_oi d[] = {0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x1f, O0x00};
CK_BYTE value[32] = {...};

CK_BBOOL | sTrue = CK_TRUE;

CK_ATTRI BUTE tenplate[] = {

{CKA_CLASS, &your_class, sizeof(your_class)},

{CKA_KEY_TYPE, &keyType, sizeof (keyType)},

{CKA_TOKEN, &I sTrue, sizeof(IsTrue)},

{CKA_LABEL, |abel, sizeof(label)-1},
{CKA_ I D, &keyPairldGost, sizeof(keyPairldGost)-1},
{CKA_PRI VATE, &l sTrue, sizeof(lsTrue)},
{ CKA_GOSTR3410PARAMS, gost R3410par ans_oi d, sizeof (gost R3410parans_oi d)},
{ CKA_GOSTR3411PARAMS, gost R3411parans_oi d, sizeof (gostR3411parans_oid)},
{CKA_VALUE, val ue, sizeof(value)}



LLlabnoH cospanus oTkpbiToro krnova FOCT P 34.10-2012 (256 6uT)

CK_OBJECT_CLASS your _cl ass = CKO_PRI VATE_KEY;
CK_KEY_TYPE keyType = CKK_GOSTR3410;
CK_UTF8CHAR | abel [] = "A GOST R34.10-2012 private_key object";
CK_BYTE keyPairl dGost_256[] = {"GOST R 34. 10-2012(256) sanple key pair (Aktiv Co.)"};
CK_BYTE par anmet er sGost R3410[] = {0x06, O0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01};
CK_BYTE par anet er sGost R3411_256[] = {0x06, 0x08, O0x2a, O0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x02};
CK_BYTE par anet er sGost 28147[] = {0x06, 0x07, O0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0xO00};
CK_BYTE value[32] = {...};
CK_BBOOL |sTrue = CK_TRUE;
CK_ATTRI BUTE tenplate[] = {
{CKA_CLASS, &your_class, sizeof(your_class)},
{CKA_KEY_TYPE, &keyType, sizeof (keyType)},
{CKA_TOKEN, &I sTrue, sizeof (IsTrue)},
{CKA_LABEL, |abel, sizeof(label)-1},
{CKA_ | D, &keyPairldGost_256, sizeof(keyPairl dGost_256)-1},
{CKA_PRI VATE, &l sTrue, sizeof(lsTrue)},
{ CKA_GOSTR3410PARAMS, par anet er sGost R3410, si zeof ( par anet er sGost R3410) },
{ CKA_GOSTR3411PARAMS, par anet er sCost R3411_256, si zeof (paranetersGost R3411_256) },
{CKA_VALUE, value, sizeof(value)}

K cogepxaHuio 1

O6bekt CKO_PRIVATE_KEY, tTnn CKK_GOSTR3410 512 (onpeaeneH pacluMpeHnem
cTaHgapTa)

O61bekTbl 3akpbiToro kntoda CKO_PRIVATE_KEY tuna CKK_GOSTR3410 cogepxat 3akpbiTble kntoun FTOCT P 34.10-2012 gnuHon 512 6uT.

O6bekt CKO_PRIVATE_KEY tuna CKK_GOSTR3410 cogepxuT kak oblume atpmbyTbl 06bekToB knacca CKO_PRIVATE_KEY, Tak n cneundunyeckue,
KOTOpble NpVBeAEHbI B crieaytoLein Tabnuue.

ATpnbyThl o6bekta CKO_PRIVATE_KEY, Tun CKK_GOSTR3410

ATpubyT Tn | 3HaveHune
n
na
HH
bIX

ATpubyTbi 3akpbiToro Kkiioya FOCT P 34.10-2001 / FOCT P 34.10-2012 (GOST R 3410 Private Key Attributes)

CKA_VALUE Byt @ 3akpbiTbif kntod AnvHon 64 6anta B Nnopsiake, HaumMHasa ¢ mnaguwero 6anta (little endian)
1,2,3,4 e

arr
ay

CKA_GOST @ Byt WpeHtudwukatop, ykasbiBatowmin Ha Tun obbekta AaHHbix FTOCT P 34.10-2012 (OID napamceta) B DER-koaupoBke. Korga kntoy
R3410PARA | e ncrnonb3yeT JOMeH, napameTp obbekTa kntova Tuna CKK_GOSTR3410 pomnxeH 6biTb ykasaH C TEM e caMbiM aTpubyTom
ms123 arr  CKA_OBJECT_ID

ay

CKA_GOST @ Byt WpeHtudwukartop, ykasbiBatowmin Ha Tun obbekta AaHHbix FTOCT P 34.11-2012 (OID napamceta) B DER-koanpoBke. Korga kntoy
R3411PARA | e ncrnonb3yeT JOMeH, napameTp obbekTa kntova Tuna CKK_GOSTR3411 pomnxeH BbITb ykasaH C TEM e caMbiM aTpubyTom
ms1.2.3.5 arr  CKA_OBJECT_ID

ay
CKA_GOST @ Byt @ WpeHTudukatop, ykasbiBaowmin Ha Tun oobekta gaHHbix FOCT 28147-89 (OID napamceTa) B DER-koanposke. Korga knioy

28147_PAR e ncnonb3yeT AOMeH, napameTp obbekTa kntoda Tuna CKK_GOSTR28147 gomkeH ObITb yKka3aH C TeM e caMbiM aTpubyTom
AMS2:3:5 arr  CKA_OBJECT_ID. 3HaueHue aTpubyTa MOXeT ObiTb NpornyLLeHO

1 formkeH 6bITb onpeaeneH npu co3gaHun obbekTa ¢ nomoLbto hyHkumn C_CreateObject.

2 [IOMKEH OCTaTLCS HE3a[aHHbIM NPY TEHEPALMN OBBEKTA C MOMOLLBH dyHkumnin C_GenerateKey unu C_GenerateKeyPair



3 [OSDKEH OCTaTbCA He3ahaHHbIM Npu paclundpoBaHnn obbekTa ¢ nomoLlbio dyHkummn C_UnwrapKey
4 He moxeT 6bITb packpbIT ecnn 06bekT nmeet atpubyT CKA_SENSITIVE, yctaHoBneHHbIM B nonoxeHne CK_TRUE vnu atpnbyt CKA_EXTRACTABLE B
nonoxenne CK_FALSE.

5 MoxeT 6biTb MoaMULMPOBaH Nocrne co3aaHnsa obbekTa ¢ NOMOLLbIO Bbi3oBa dyHkuUmn C_SetAttributeValue.

O6paTuTe BHUMaHWe, 4TO Npy reHepaumu 3akpbiToro kntoya Tuna FOCT P 34.10-2012 goMeHHble NnapameTpbl He yKa3blBaloTcs B WabnoHe knoya.3T1o
06ycnoBnuBaeTCca TeM, YTO 3aKpbITble KN0YM 3TOrO TUNa reHepUpPYTCA TOMbKO Kak YacTb KNoYeBOW napbl U AOMEHHbIE NapameTpbl AN napbl
ykasblBatoTcs B WwabnoHe oTkpbiToro kntoda FOCT P 34.10-2012.

LLla6noH cospaHus 3akpbiToro krnova FOCT P 34.10-2012 (512 6uT)

CK_OBJECT_CLASS your _cl ass = CKO_PRI VATE_KEY;

CK_KEY_TYPE keyType = CKK_GOSTR3410_512;

CK_UTF8CHAR | abel [] = {"A GOST R34.10-2012 private_key object"};

CK_BYTE keyPai rl dGost_512[] = {"GOST R 34. 10-2012(512) sanple key pair (Aktiv Co.)"};

CK_BYTE par anet er sGost R3410_512[] = {0x06, 0x09, Ox2a, 0x85, 0x03, 0x07, 0x01, 0x02, 0x01, 0x02, 0x01};
CK_BYTE par anet ersGost R3411_512[] = {0x06, 0x08, 0x2a, 0x85, 0x03, 0x07, 0x01, 0x01, 0x02, 0x03 };
CK_BYTE par anet er sGost 28147[] = {0x06, O0x07, Ox2a, O0x85, 0x03, 0x02, 0x02, Ox1f, 0x00};

CK_BYTE val ue[64] = {...};

CK_BBOOL | sTrue = CK_TRUE;

CK_ATTRI BUTE tenplate[] = {

{CKA_CLASS, &your_class, sizeof(your_class)},

{CKA_KEY_TYPE, &keyType, sizeof(keyType)},

{CKA_TOKEN, &I sTrue, sizeof(IsTrue)},

{CKA_LABEL, | abel, sizeof(label)-1},
{CKA_| D, &keyPairldGost_512, sizeof(keyPairldCGost_512)-1},
{CKA_PRI VATE, &l sTrue, sizeof(lsTrue)},
{ CKA_GOSTR3410PARAMS, par anet er sGost R3410_512, si zeof (par anet er sGost R3410_512) },
{ CKA_GOSTR3411PARAMS, par anet er sGost R3411_512, si zeof (paranet er sCost R3411_512) },
{CKA_VALUE, val ue, sizeof(value)}

K copepxaHuio 1

O6beKTbl CEKPETHbIX KNoYen

® O6bekt CKO_SECRET_KEY, Tin CKK_GENERIC_SECRET (onpeaeneH ctaHgapToMm)
® O6bekt CKO_SECRET_KEY, Tvin CKK_GOST (onpepeneH npoussoanTenem)
® O6bekt CKO_SECRET_KEY, Tvn CKK_GOST28147 (onpepeneH ctaHaapToMm)

O6bekTbl cekpeTHbIX kntoder (knacc o6bektoB CKO_SECRET_KEY) cogepxaT cekpeTHble kntoun. Crieaytowas Tabnuua onpegensieT obuwme atpubyTbl
NS BCEX CEKPETHBIX KMHOYEN B OMOMHEHME K 06LLym aTpubyTam, onpeaeneHHbIM Ans 3TOro knacca ob6bekToB.

O6wwme aTpubyThl CEKPeTHbIX KItoYei

ATpuUbyT Tvn 3HaueHune
OaHHbIX

O6wwue aTpubyThl cekpeTHbIX kriover (Common Secret Key Attributes)

CKA_SENSITI CK_BB CK_TRUE, ecnu o6bekT siBNsieTcs YyBCTBUTENbHBLIM (HE MOXET ObiTh U3BMNEYEH U3 TOkeHa B OTKpbITOM Buae). Mo
vE!2 OooL ymonyaHuio umeet 3HaveHne CK_FALSE

CKA_ENCRY | CK_BB | CK_TRUE, ecnv Kknioy noaaepxusaert widposatue’

pT? OooL

CKA_DECRY | CK_BB | CK_TRUE, ecniu knioy noanepxusaet paciundposatme’

pT? OoOoL

CKA_SIGN1 CK_BB CK_TRUE, ecnu kntoy noaaepxvBaeT co3aaHue noganucy (kog ayTeHTudukaumm), rae noganuce npeacraBneHa B Buae

OooL NpUNoXXeHua K JaHHbIM 3



CKA_VERIFY1 CK_BB CK_TRUE, ecnu ko4 nogaepxuBaeT NpoBepKy noanucu (kog ayTeHTudukaumm), rae Noanuck npeacTaBsrneHa B Buge
ooL MPUMOKEHNS! K [JaHHBIM

CKA_WRAP1 CK_BB CK_TRUE, ecnu nopaepxusaeT LndpoBaHue Kroyen (MackupoBaHue, T.e. MOXeT ObITb UCNONb30BaH ANs WdpoBaHUs

OooL Apyrmx Knioqeﬁ)3

CKA_UNWRAP CK_BB CK_TRUE, ecnu kntoy noaaepxuveaeT paclumdpoBaHme Knioyer (pa3sMackmpoBaHue, T.e. MOXeT OblTb MCNoNb3oBaH Ans
L ooL paclmndpoBaHns apyrux Kmoqel?l)3

CKA_EXTRA CK_BB CK_TRUE ecnu kntoy siBNSieTCA U3BrEKaeMbIM U MOXET ObITb 3ammq)posaH3

CTABLE'# ooL

CKA_ALWAY CK_BB CK_TRUE, ecnu kntoy Bcerga nmeeT 3HaveHne aTpubyta CKA_SENSITIVE paBHbim CK_TRUE

S_SENSITIVE® OOL
6,7

CKA_NEVER_ CK BB CK_TRUE , ecnu kntoy Hukorga He umeet 3HadeHwe atpubyta CKA_EXTRACTABLE pasHbim CK_TRUE
EXTRACTABLE OOL

56,7

CKA_CHECK | Byte KoHTponbHas cymma krtova

_VALUE array

CKA_WRAP_ ' CK_BB CK_TRUE, ecnu kntoy MoxXeT 6bITb 3alumdpoBaH TOSbKO C MOMOLLBIO KMoya LWNGPOBaHKS Co 3HavyeHnem aTpubyta
WITH_TRUST @ OOL CKA_TRUSTED paBHbim CK_TRUE. No ymonyaHuto nmeeTt 3HavyeHne CK_FALSE.

ED?

CKA_TRUSTED CK_BB Kntoy windpoBaHma MoxeT BbITb MCNONb30BaH AN WdPOBaHMSA KIOYEN CO 3Ha4YeHnem atpubyTa
8 OooL CKA_WRAP_WITH_TRUSTED paBHbim CK_TRUE.

CKA_WRAP_  CK_ATT @ [ns kntoyen wudposaHus knoveir. LlabnoH atpubyToB Ansa Bcex Kntoyeit, KoTopble 3awmdpoBaHbl C MOMOLLbI0 aHHOMO
TEMPLATE RIBUTE  «kntoya wudpoBaHusi. Yucno aTpmbyToB B MaccmMBe paBHO OTHOLLEHWIO nepemeHHon ulValuelLen aTpubyTta Kk pasmepy
_PTR CK_ATTRIBUTE.

CKA_UNWRA ' CK_ATT @ [Ans knto4ven wudpoBaHus knoden. LLabnoH atpubyToB Ans Bcex Krnoven, KoTopble MOryT 6biTb paclumdpoBaHbl ¢
P_TEMPLATE | RIBUTE @ nomoLuibo AaHHOrO Kntoya WwindpoBaHus. Ymucno atpubyToB B MaccvBe paBHO OTHOLLEHMIO nepemeHHon ulValuelen
_PTR aTpubyTa k pasmepy CK_ATTRIBUTE.

ATpuBYThI CeKpeTHbIX Krloveit, onpepeneHHble npoussoautenem (Rutoken Vendors Defined Secret Key Attributes)

CKA_SECRE MpeHTndukatop RSF—aina, xpaHsLero cekpeTHbIN KoY (no ymonyauto 0)
T_KEY_RSF_ID

T MOXeT BbITb N3MEHEH Nocre Co3aaHNsi 06bEKTa C NOMOLLbIO yHkumm C_SetAttributeValue

2 nocre ycTaHoBku atpubyTta B 3HaveHne CK_TRUE oH cTaHoBuTCA read-only

3 3Ha4YeHne No ymornyaHuio onpeaensieTcst PyToKeH 1 MOXeT 3aBUCETb OT 3HaYeHWs Apyrnx aTpubyToB

4 nocne ycTaHoBku atpubyTa B 3HaveHne CK_FALSE oH ctaHoBuTCcs read-only

5 [OIKeH ocTaTbCs He3agaHHbIM Npy co3aaHumn obbekTa ¢ nomoLsio dyHkummn C_CreateObject
6 [OIMKEH OCTaTbCs He3ahaHHbIM Npy co3aaHum obbekTa ¢ nomoLbio dyHkumnii C_GenerateKey unm C_GenerateKeyPair

7 BOMKEH OCTaTbCs He3agaHHbIM NpU PacLUMpOBaHIN KIKoYa C NOMoLLbIo dyHKLM C_UnwrapKey

8 snaueHue CK_TRUE moxeT 6bITb 3a4aH0 TONbKo AAMUHUCTPATOPOM

Ecnun atpubyt CKA_SENSITIVE nmeeT 3HadveHne CK_TRUE unu atpubyt CKA_EXTRACTABLE nmeeT 3HaueHne CK_FALSE, To HekoTopble aTpubyThbl
CEKPETHOrO Krtoya He MOryT ObiTb M3BIEYEHbI M3 MAMSTV TOKeHa B BUAE OTKPbLITOrO TekcTa. Takue aTpubyTbl onpeaensioTcs OTAeNbHO ANs KaXaoro Tuna
CEKpPETHOrO Krtoya.

[Inst 06bEKTOB CMMMETPUYHBIX Ktoyer aTpubyT 3HadeHus npoBepku kntoya (key check value — KCV) HasbiBaeTcs CKA_CHECK_VALUE, nmeeT aaHHble
TUna maccu GaiiToB pasmepom B 3 6anta n pabotaeT NoAOOGHO KOHTPOMBHON CyMMe Kntoya. OTW AaHHble UCMOMb3YTCA AN NepeKpecTHOW NPOBEPKU
CUMMETPUYHBIX KItoYel B CUCTEMAX, FAe NPUMEHSIIOTCS aHanor1yHble KIouu, a Takke Ans NPOBEPKU KOPPEKTHOCTM KITloYa Npu BBOAE €r0 BPYUHYO Unu
BOCCTaHOBMEHUV U3 PE3EPBHOI KOMUK.



CaovicTBa:

1. Ans oByx kpunTorpadmnyeckn MOEHTUYHBIX KIMKYEN 3HaYeHNs 3Toro atpubyTa A0KHbI ObiTb OANHAKOBbI.
2. Atpnbyt CKA_CHECK_VALUE He goskeH 6bITb roaeH Ans BOCCTaHOBMIEHNS KaKoW-Nnbo YacTu 3HaYeHust Krtova.
3. HeyHukanbHoCTb. [1Ba pasHbIx Krto4a MOryT uMeTb oanHakoBble 3HaveHus atpmbyta CKA_CHECK_VALUE. 3To MmanoBeposTHO, HO BO3MOXHO.

ATtpunbyt CKA_CHECK_VALUE siBnsetca HeobasaTenbHbIM, HO €CNU NOAAEPXKMBAETCS, TO Ero 3HaYeHne Bceraa nocraensietcs Gubnmortekon
He3aBMCKUMO OT TOrO, Kak 06beKT Kntoya Obin cosaaH unu nonyyeH. ATpubyT MOXeT NOCTaBNATLCA AaXe B Cryyae 3anpeTa Ha BbIMOMHeHWe onepaumm
LwndposaHna Ans knoya (To ectb koraa CKA_ENCRYPT nmeet 3nadveHne CK_FALSE).

Ecnu 3HaueHve noctaBnsieTcs B LUAGIIOHE NpUIOXeHUs (LonyckaeTcs, HO He ABNAeTCs 06513aTenbHbIM), TO OHO JOMKHO COOTBETCTBOBATb 3HAYEHMIO,
BbluMcnsieMoMy 61MbnMoTeKkon; B NpPOTUBHOM crniydae 6ubnuoteka BepHeT owmnbky CKR_ATTRIBUTE_VALUE_INVALID.

'eHepauus 3HaYeHNs NPOBEPKU KItova MOXET ObITb NpeaoTBpalLeHa, ecrnv aTpubyT B LabnoHe 3afaH Kak «He UMEIOLLMIA 3HaYeHUsI» (HYNEBOM ANWHBI).
MpunoxeHne MoxeT 3anpocuTb 3HaveHne atpubyTa B nob6oe Bpems ¢ nomoLubio dyHKumn C_GetAttributeValue. ®yHkuma C_SetAttributeValue moxeT
6bITb UCMONb30BaHA AN YHUUTOXEHUs aTpmbyTa, 3a4aB ero kak «He MMeIoLLMIA 3HaYeHUs».

Ecnu nHoe He ykasaHo B onpefeneHnm obbekTa, 3HaueHne aToro atpubyTa BbIBOAMTCS 13 06beKTa Kitova nyTem B3sTUS NepBbIx Tpex 6anToB 6noka,
cocTosiLero u3 Hynesbix 6anTos (0x00) 1 3awmdpoBaHHOro cnocobom u pexxumom no ymondanuio (ECB, electronic codebook), accouumpoBaHHbIMK C
TUNOM 06beKTa CEKPETHOTO Krlova.

B cny4ae, korga HeT BO3MOXHOCTU BbIsicHUTb 3HadeHne atpubyta CKA_SECRET_KEY_RSF_ID, cneayet ucnonb3oBaTb 3HaYeHWE MO YMOMYaHUIo,
paBHoe 0.

ATpunbytel CKA_VENDOR_KEY_PIN_ENTER n CKA_VENDOR_KEY_CONFIRM_OP npvmeHumbl Tonbko ansi PytokeH PINPad.

K coiepxkaHmio 1

O6bekt CKO_SECRET_KEY, Tun CKK_GENERIC_SECRET (onpenerneH ctaHaapToM)

O6bekTbl 0bLuero cekpeTHoro kntova (06bekt CKO_SECRET_KEY, tun CKK_GENERIC_SECRET) coaepxaT abcTpakTHble CUMMETPUYHbIE KIHoYK, No
CYyTW CBOEN NpeAcTaBnsioLmMe AaHHbIE NPOU3BONBHOW ANUHBI.

Kntoun atoro Tvna He noaaepXxuearoT onepaunn LLIMCprBaHVIFI n paCLLIVICprBaHVIH, OAHaKO 13 HUX MOryT ObITb noJly4eHbl Apyrue Kno4vm n OHU MoryT
VICI'Ibﬂb3OBaTbCF| B onepaunax HMAC. Takum 06pa30M, MeXaHU3M MCMOoNb30BaHUs 3TUX KIOYen nonb3oBaTenb onpeaenseT cam.

O6bekt CKO_SECRET_KEY tuna CKK_GENERIC_SECRET copepxuT kak obLime atpmbyTbl 06bekToB knacca CKO_SECRET_KEY, Tak u
cneunduyeckme.

ATpunbyTbl 06bekta CKO_SECRET_KEY, Tun CKK_GENERIC_SECRET

ATpunbyT Tvn gaHHbIX = 3HayveHune
AtpunbyTbl obLero cummeTpudHoro kntova (Generic Secret Key Attributes)

CKA_VALUE'234 Byte array | 3HaueHue (Teno) kroya cryvaitHon AnvHbI

CKA_VALUE_LEN®6  CK_ULONG | [inuHa sHaueHus kiioya B bantax

1 porkeH 6biTb onpefeneH npu cosgaHunm obbekTa ¢ nomoLlsto hyHkumm C_CreateObject.
2 [lorIKeH OCTaTbCS He3a[aHHbIM npu reHepaumn obbekTa ¢ nomotubto chyHkumnii C_GenerateKey unu C_GenerateKeyPair
3 NoMKeH ocTaTbCs He3amaHHbIM npu paclumdposaHnm obbekTa ¢ nomolubio dyHkuun C_UnwrapKey

4 He MoXeT 6biTb packpbIT ecnn 06bekT umeet atpubyt CKA_SENSITIVE, yctanoBneHHbiM B nonoxenne CK_TRUE vunu atpnbyt CKA_EXTRACTABLE

B nonoxeHne CK_FALSE.
5 [OJIKEH OCTaTbCs He3aAaHHbIM Npu co3aaHnm obbekTa ¢ nomotlbio dyHkumm C_CreateObject

6 nomkeH BbITh onpeaeneH nNpu reHepauum obbekta ¢ nomolubto hyHkumin C_GenerateKey unv C_GenerateKeyPair



LWa6noH cospaHusi 06LLEero CUMMETPUYHOTO Krloya

CK_OBJECT_CLASS your _cl ass = CKO_SECRET_KEY;
CK_KEY_TYPE keyType CKK_GENERI C_SECRET;
CK_UTF8CHAR | abel [] = "A generic secret key object"”;
CK_BYTE value[] = {...};

CK_BBOOL |sTrue = CK_TRUE;

CK_ATTRI BUTE tenplate[] = {
{CKA_CLASS, &your_class, sizeof(your_class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA _TOKEN, &l sTrue, sizeof (IsTrue)},
{CKA_LABEL, | abel, sizeof(label)-1},
{CKA_DERI VE,, &l sTrue, sizeof(lsTrue)},
{CKA_VALUE, val ue, sizeof(value)}
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O6bekt CKO_SECRET_KEY, Tun CKK_GOST (onpenerneH npoussogutenem)

CummeTtpuyHbin kntod CKO_SECRET_KEY tnna CKK_GOST cogepxut obLme atpmbyTbl Ans o6bekTos knacca CKO_SECRET_KEY. Cneuudwnyeckue
(onpeneneHHble nonb3oBaTtenem) atpmbyTel Anst Tuna CKK_GOST npuBeeHbl B Tabnuue Bbille

O6bekt CKO_SECRET_KEY tuna CKK_GOST noagaepxuBaetcs bubnuotekamu tPKCS11 go sBepcum 2.30.

ATtpu6yTbl 06bekta CKO_SECRET_KEY, ™in CKK_GOST

ATpubyT Twn 3HayeHne
OaHHbIX

ATtpubyThl, onpeaeneHHkle nponssoauTenem (Rutoken Vendors Defined CKK_GOST Object Attributes)

CKA_VALUE Byte Array = Teno kntoya

CKA_GOST_KEY_OPTI Onuum kntova FOCT 28147-89 (pexum WwWndpoBaHWS: NpocTas 3ameHa, raMM1MpoBaHue, raMMUpoBaHue ¢
ONS obpaTHom CBA3bIO)

CKA_GOST_KEY_FLAGS dnaru kmtoya FOCT 28147-89
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O6bekt CKO_SECRET_KEY, Tun CKK_GOST28147 (onpegeneH craHgapToMm)

CummeTpuyHbIn kntoy GOST 28147-89 (o6bekt CKO_SECRET_KEY, Tun CKK_GOST28147) conepxwuT kak obime atpnbyTbl Ans o6bekTos knacca CKO
_SECRET_KEY, Tak n cneuuduyeckune, KoTopble NpuBeaeHbl B Tabnuue Huxe.

O6bekt CKO_SECRET_KEY tuna CKK_GOST28147 nogaepxwusaetcst bubnuotekoin rtPKCS11 HaumHas ¢ Bepcun 2.30.

ATpunbyThl 06bekta CKO_SECRET_KEY, Tun CKK_GOST28147

ATpunbyT Tun | 3HaueHue
[aHH
bIX

AtpubyTbl FTOCT 28147 (GOST 28147 Attributes)

CKA VALUE'2 Byte | Teno kntoua paamepom B 32 GaiiTa, 3anMcaHHoe B nopsiake, HaunHas co mnagiero Ganta
3.4 array

CKA_GOST281 Byte @ WpeHTtudumkatop Trna obbekta aaHHbix FTOCT 28147 (OID napamceta) B DER-koanpoBke. Koraa kntoy ncnonbayeT JOMEH,
47_PARAMS1'5 array = napameTp obbekTa kntoya Tuna CKK_GOST28147 pomkeH 6bITb yka3aH ¢ Tem xe cambiM atpubytom CKA_OBJECT_ID
6

ATpubyTbl, onpefeneHHbie npoussoguTeniem (Rutoken Vendors Defined CKK_GOST Object Attributes)



CKA_SECRET MpoeHTtndpukatop RSF-baiina, xpaHsilero cekpeTHbIn Koy
_KEY_RSF_ID

1 pomkeH 6biTb onpepaerneH npu cosgaHum obbekTa ¢ nomolbio dyHkummn C_CreateObject.
2 NOMKeH OCTaTbCS He3amaHHbIM npu reHepauum obbekta ¢ nomouubio dyHkumnii C_GenerateKey nnu C_GenerateKeyPair

3 [OIKeH oCcTaTbCs He3adaHHbIM npy paclumndpoBaHumn obbekta ¢ nomoLlsio dyHkumn C_UnwrapKey
4 He MoxeT 6bITb packpbIT ecnn 06bekT nmeeT atpnbytT CKA_SENSITIVE,yctaHoBneHHbIM B nonoxeHne CK_TRUE nnu atpnbyt CKA_EXTRACTABLE B
nonoxenve CK_FALSE.

5 norkeH 6bITb onpefeneH nNpu reHepauumn obbekta ¢ nomoLusto hyHkumnin C_GenerateKey unm C_GenerateKeyPair

6 [AormkeH BbITb onpeaeneH npu pacumdpoBaHum obbekTa ¢ nomoLbio dyHkumnn C_UnwrapKey

YctponcTea PyTokeH, cepTudmumpoBaHHblie PCB, He noaaepxuvBatoT cozaaHve (MmnopT) knoden dyHkumen C_Cr eat eObj ect no anroputmam FOCT
2 -89, FTOCT 34.10-2001 n FOCT 34.10-2012 B gonroBpemeHHyto namsatb (¢ pnarom CKA_TOKEN = TRUE).

LLlabnoH cospaHusi cummeTtpudHoro kitoda FOCT 28147-89

CK_OBJECT_CLASS your _cl ass = CKO_SECRET_KEY;

CK_KEY_TYPE keyType = CKK_GOST28147,;

CK_UTF8CHAR | abel [] = "A GOST 28147-89 secret key object”;

CK_BYTE value[32] = {...};

CK_BYTE par anet er sGost 28147[] = {0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x1f, O0x01};
CK_BBOOL | sTrue = CK_TRUE;

CK_ATTRI BUTE tenplate[] = {
{CKA_CLASS, &your_class, sizeof(your_class)},
{CKA_KEY_TYPE, &keyType, sizeof (keyType)},
{CKA_TOKEN, &I sTrue, sizeof (IsTrue)},
{CKA_PRI VATE, &l sTrue, sizeof(lsTrue)},
{CKA_LABEL, | abel, sizeof(label)-1},
{ CKA_ENCRYPT, &l sTrue, sizeof(lsTrue)},
{ CKA_DECRYPT, &l sTrue, sizeof(lsTrue)},
{ CKA_GOST28147PARANMS, par anet er sGost 28147, si zeof ( par anet er sGost 28147) },
{CKA_VALUE, value, sizeof(value)}

K copgepxaHuio
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