INNokanbHasa ayteHTudukaumsa B ALT Linux 6.0-8.0 no PyTokeH
/il

BBenenne

B gaHHOM MHCTPYKLUMK ONnCbIBaeTCs, kak HacTpouTb MoAdynb pam pkcsll ana pabotbl ¢ GubnuoTekoi |
i brtpkcsllecp. so.

CteHp

Ham noHago6uTcst TokeH nnu cMmapT-kapTa cemelicTBa PyTokeH OLIM, oTchopmaTmpoBaHHble Yepes
MaHenb ynpaBneHus PyTokeH.

HacTpoiku ans TokeHa u cMapT-KapTbl MOEHTUYHbI.

I'IpOBepKa Modesin TOKEHa

1. Mopgkntounte USB-TOKEH K KOMMbIOTEPY.
2. [ins onpepgenexus Ha3BaHus Mmofenu USB-TokeHa oTkpoiTe TepMuHan v BBeauTe KoMaHay:

$ | susb

B pesynbTate B okHe TepMmuHana otobpasutcs HassaHue moaenv USB-TokeHa:

[dmitrieva@localhost ~]$ lsusb

Bus 001 Device 001: ID 1d6b:0082 Linux Foundation 2.0 root hub
Bus 002 Device 004:_ID 0a89:0030 Aktiv Rutoken ECP

Bus 002 Device 003: ID 0e0f:0002 VMware, Inc. Virtual USB Hub
Bus 002 Device 002: ID 0e0f:0003 VMware, Inc. Virtual Mouse
Bus 002 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub

Y6eautecn, uto ucnonsayete: Aktiv Rutoken ECP

Ecnu Bbl ncnonb3dyete cMapT-KapTy PyTOKeH, TO NPOBEPKY NpoxoauTb He Tpe6yeTc;|.

O6wmn NnopssaoK AENCTBUN

1 YcTtaHaBnuBaem HeO6XO£I,I/IMbIe nakeTbl 1 X 3aBUCUMOCTU:

[ns aTOro Bbl MOXeTe BOCNONb30BaTbCs TepMUHANOM:

$ sudo apt-get install opensc pam pkcsll pcsc-lite-ccid openssl-
engi ne_pkcs11

Mnu u3 meHto 3anyctutb Mpunoxexus - CuctemHsble - MNporpamMma ynpaeneHus naketamu Synaptic n
Mcnonb3ys ObICTPbI NOUCK BbIOpaTh ANS YCTaHOBKM NaKeTbl:

opensc,

pam_pkcs11,
pcsc-lite-ccid,
openssl-engine_pkcs11.

2 CkadnBaem 1 ycTaHaBnMBaeMm nakeT And Ballen CUCTEMBbI

® Bubnuoteka rtPKCS11ecp ans GNU/Linux RPM 32-bit (x86)
® Bubnuoteka rtPKCS11ecp ana GNU/Linux RPM 64-bit (x86_64)

Ecnu yctaHoBka 3aBepLumnach KOppekTHo, To B nanke /usr/lib (unu /ust/lib64) nosisutcst Gubnuortexa
librtpkcs11ecp.so.


https://www.rutoken.ru/support/download/get/rtPKCS11-rpm-x86.html
https://www.rutoken.ru/support/download/get/rtPKCS11-rpm-x64.html

3 MNpoBepsiem paboTy TOKEHa NN cMapT-KapTbl

Moaknoyaem TOKEH UM CMapT-KapTy K KoMnbtoTepy. 3anyckaem dmesg 1 y6eammcsi B ToM, 4TO
YCTPOWCTBO ONPEeansioct KOPPEKTHO.

ush
ush
ush
ush
usb
ush

.2: new full speed USB device number 6 using uhci_hcd
: New USB device found, idVendor=0a89, idProduct=0030

© New USB device strings: Wfr=1, Product=2, SerialNumber=0

: Product: Rutoken ECP

© Manufacturer: Aktiv

: configuration #1 chosen from 1 choice

[SENENRYI

[ins 32-6uTHO BEpCUM NCMONb3YNTE KOMaHAY:

$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -T

[ns 64-6UTHON BepCUM UCMONb3YyNTE KOMaHAy:

$ pkcsll-tool --nodule /usr/lib64/librtpkcsllecp.so -T

4 CospgaeM KIoyeByto napy
Ecnu y Bac yxe nmeeTcs BbiNnMCaHHasA Ha TOKEH kntoyesasi napa RSA ¢ npuBs3aHHbIM K HEN
cepfucmkaTom, To BbI MOXETE MCMOMbL30BATL UX AN ayTeHTUdMKaLMN.

Pekomenayemas anvHa knova RSA - He Hke 2048 6uT.

[ercTByTE MO OCHOBHOM UHCTPYKLUMMK, MPONYCTUB Wwaru 4-8.

BHumaHue! Mpu BoinonHeHnn komaHabl 3anpawmsaetcs PIN-koa nonb3oBaTtens. eHepauns KnoyeBon
napbl MOXeT 3aHATb HEKOTOPOE BPEMSI.

[ns 32-6UTHOM BepCUM MCMONb3yNTe KOMaHay:

$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so --keypairgen --key-type
rsa: 2048 -1 --id 45

[Ons 64-6UTHOM BEpCUM UCMONb3YyNTE KOMaHAy:

$ pkcsll-tool --nodule /usr/lib64/1ibrtpkcsllecp.so --keypairgen --key-
type rsa: 2048 -1 --id 45

[altehost-134 ~1$ pkcsil-tool --module /usr/lib/librtpkcsiiecp.so --keypairgen --key-type rsa:204 [
8 -1 --id 45
Using slot 0 with a present token (Ox0)
Logging in to "Rutoken ECP <no label»".
Please enter User PIN:
Key pair generated:
Private Key Object: RSA

label:

08 45

Usage: decrypt, sign, unwrap
Public Key Object; RSA 2048 bits

label:

: 45
Usage: encrypt, verify, wrap

Ytunuta pkcsll-t ool BxoauT B cOcTaB Opensc.

MapameTpbl, 3afaBaeMble B 3TON CTPOKE:

--nodul e nyTb kK Gubnuoteke pkcs11 (06s3aTenbHbLIN NapameTp)
<ar g>

-- ) reHepauus Kro4eBoi napsbi
keypai rgen

-- key- 3agaeT TMN 1 AnvHy knioya. B Hawem cnyyae tvn — rsa, anvHa - 2048 6uT (c AnvHon
type <arg> kntoya 1024 61T BO3HUKAIOT NpoGneMbl)

-1 3anpoc PIN-koaa TokeHa [0 kakux-nmbo onepaumin ¢ HUM (06513aTenbHbIV NnapameTp)



--id <arg> | onpepgenser id co3gaBaemoro o6bekTa (NoHagobuTCs Npy co3paHun cepTudukara)

5 Cospgaem ceptudukat B popmate PEM
B3anyckaem openss| u noarpyxaem mogynb nogaepxku pkces11:

[Ons 32-6UTHOM BepCUM MCMONb3yNTe KOMaHay:

$ openssl

OpenSSL> engine dynamic -pre SO PATH: /usr/lib/openssl/engines
/1ibpkcsll_gost.so -pre ID:pkcsll -pre LIST_ADD:1 -pre LOAD -pre
MODULE_PATH: /usr/1ib/librtpkcsllecp. so

[ins 64-6MTHON BepCUMM MCMONb3YITE KOMaHAy:

$ openssl

OpenSSL> engi ne dynamic -pre SO PATH: /usr/li b64/openssl/engi nes
/1ibpkcsll_gost.so -pre ID: pkcsll -pre LIST _ADD:1 -pre LOAD -pre
MODULE_PATH: / usr/1ib64/1ibrtpkcsllecp. so

[altehost-134 ~]$ openssl (2]
0penSSL> engine dynamic -pre SO_PATH:/usr/lib/openssl/engines/engine_pkesil.se -pre ID:pkes11 -pr
e LIST_ADD:1 -pre LOAD -pre MODULE_PATH:/usr/lib/librtpkesiiecp.so

(dynamic) Dynamic engine loading support

[Success]: SO_PATH:/usr/lib/openssl/engines/engine_pkcs1i1.so

[Success]: ID:pkes11

[Success]: LIST_ADD:1

[Success]: LOAD

[Success]: MODULE_PATH: fusr/lib/librtpkcsiiecp.so

Loaded: (pkcsi1) pkes1i engine

openssL> |

Cosgaem ceptudmkat 8 PEM-copmaTte. BHumaHnue! MNpu BbINONHEHWM 3TON KOMaHA4b! 3anpalumBaeTcs
PIN-kog nonb3oBaTtens.

penSSL> req -engine pkcsll -new -key 0:45 -keyform engi ne -x509 -out
cert.pem -text

OpenSSL> req -engine pkcs11 -new -key 0:45 -keyform engine -x508 -out cert.pem -text
engine "pkcsi1” set.

PKCS#11 token PIN:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what 1s called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blan

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Hame (2 letter code) [RU]:

State or Province Name (full name) []:Moscow

Locality Name (eg, city) []:Moscow

Organization Hame (eg. company) []:Aktiv

Organizational Unit Name (eg, section) [1:Aktiv

Common MName (e.g.. your name or your server's hostname) []:alt

Email Address []:alt@mail.ru

3peck:

- key yKa3blBaeT 3aKpbITbli KoY (B Hawem criydae 0:45 — cnot:ID kntoya)

-x509 BblgaeT caMonoAnMcaHHbIi cepTudmkat

6 KoHBepTtupyem ceptudumkat n3 opmata PEM B bopmat CRT

OpenSSL> x509 -in cert.pem-out cert.crt -outform DER

7 CoxpaHsiem cepTuumkat Ha ayTEHTUOULNPYIOLLNA HOCUTENb

3akpbiBaem openssl ( exit). CoxpaHsiem ceptucpukat CRT Ha PyTokeH. BHumaHwue! Mpu
BbINOSIHEHWUM 3TOW KoMaHAbl 3anpalumBaeTtcs PIN-kog nonb3oBatens.

ns 32-6uTHoW BepcuK NCMONb3yNTe KOMaHAy:



$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -1 -y cert -wcert.crt --
id 45

[ins 64-6MTHON BEpCMM MCMONb3YINTE KOMaHAy:

$ pkcsll-tool --nodule /usr/lib64/librtpkcsllecp.so -1 -y cert -wcert.crt
--id 45

[alt@host-134 ~1§ pkcsii-tool --module usr/lib/libripkcsilecp.so -1 -y cert -w cert.crt --id 45
Using slot 0 with a present token (0x0)
Logging in to "Rutoken ECP <no label>".
Please enter User PIN:
Created certificate:
Certificate Object, type = X.509 cert
label:
: 45

3pech:

-y <arg> | Tmn obbekTa (MoXeT 6bITb cert, privkey, pubkey, data)

-W <arg>  sanucatb 06bEKT HA TOKEH

8 lNpoBepsieM, YTO Ha TOKEHE €CTb BCE, YTO HEOOXOAMMO

BHumaHue! MNpu BbinonHeHun komanabl 3anpawwmsaeTtcs PIN-koa nonb3oBaTtens.

[ins 32-6uTHoW BepcuK NCMOMb3yNTe KOMaHAYy:

$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -0 -I

[Ons 64-6UTHON BEpCUM UCMONb3YNTE KOMaHAy:

$ pkcsll-tool --nodule /usr/lib64/1ibrtpkcsllecp.so -0 -1

9 Cosgaem gannbl koHdurypauum pam_pkes11
BocnonbyemMcs npumepamu, KOTopble NpefocTaBnsioT paspaboTunku pam_pkes11.

MoTpebytoTcs npasa Cynepnonb3oBaTens:

$ su
Passwor d:
#

[Ons ALT Lixnux Bepcu 6.0 1 7.0 ncnonbayvrte komaHay:

# cp /usr/share/ pam pkcs1l1l/ pam pkcsll. conf. exanple /etc/security/ pam pkcsll
/ pam pkcs1l. conf
# cp /usr/share/ pam pkcsl1l/ subj ect _mappi ng. exanpl e /etc/security/pam pkcsll
/ subj ect _mappi ng

Ons ALT Lixnux Bepcu 8 ucnonb3yinte komaHay:

# cp /usr/share/doc/ pam pkcsl1ll/ pam pkcsll. conf. exanple /etc/security
/ pam pkcs11/ pam pkcsl1l. conf
# cp /usr/share/doc/ pam pkcsl1l/ subj ect _nmappi ng. exanpl e /etc/security
/ pam pkcs11/ subj ect _mappi ng

Ha BOMPOC O nepenucbiBaHnn anna cnegyet oTseTuTb "y"



10 Bkntovyaem ayTeHTUdUKaLMIO MO BHELLHEMY HOCUTESTHO

# rm/etc/pam d/ system auth
#1n -s /etc/pam d/ system aut h- pkcsll /etc/ pam d/ system auth

Ha Bonpoc 06 yganeHum ccbifku criegyeT oTBeTUTb "y"

11 Pepaktupyem KoHUrypauuio ayTeHTUunkauum B cucteme

OTpepakTMpyem BTOPYIO CTPOYKY cbarina koHdurypauum /etc/pam.d/system-auth.

BHumaHue, npuBefeHHana HxXe KOHCbI/IpraLlI/Iﬂ ABNAETCA NnpumMepomMm, a He 3TarioHOM HaCTpOIZKVI
CUCTEMDI.

[N peaakTMpoBaHWsi MOXHO BOCMOSNbL30BaTLCS peaakTopom meedit

# ntedit /etc/pam d/systemauth

[ins 32-6uTHO BepCcUM NCMOMb3YNTE CTPOKY:
aut h [ success=1 def aul t =i gnor e] pam pkcsll. so
pkcs1l_nodul e=/usr/lib/librtpkcsllecp. so

[ins 64-6uTHOW BEpCUM NCMONb3YNTE CTPOKY:

aut h [ success=1 def aul t =i gnor e] pam pkcsll. so
pkcs1l_nodul e=/usr/|ib64/1ibrtpkcsllecp. so

12 Pepaktupyem KoHdurypaumto pam_pkcs11

OtpepakTtupyem ainn /etc/security/pam_pkcs11/pam_pkcs11.conf

BHuMaHve, npuBeaeHHasi HUXe KOHUIypaumsi SiBRsieTCA NpUMEpPOM, a He 9TarloHOM HaCTPOMKK
cucTeMBI.

[ins pefakTMpoBaHUsS MOXHO BOCMONb30BaTLCS peaaktopom meedit

# ncedit /etc/security/pam pkcsll/pam pkcsll. conf

[Ons 32-6UTHON BEPCUN UCTIONb3YNTE:!



pam pkcs1l {
nul l ok = fal se;
debug = fal se;
use_first_pass = fal se;
use_aut ht ok = fal se;
card_only = fal se;
wait_for_card = fal se;
use_pkcs1ll_nodul e = rutokenecp;
# Aktiv Rutoken ECP
pkcs11l_nodul e rut okenecp {
nmodul e = /usr/lib/librtpkcsllecp.so
sl ot _num = 0;
support _thread = true;
ca_dir = /etc/pam pkcsll/cacerts;
crl_dir = /etc/pampkcsll/crls;
cert_policy = signature;

}

use_mappers = subject;
mapper _search_path = /Ilib/pam pkcsll;
mapper subject {

debug = fal se;

nmodul e = internal;

i gnorecase = fal se;
mapfile = file:///etc/security/pam pkcsll/ subject_mapping;

[nsi 64-6UTHON BEPCUM 3aMEHUTE CTPOKY
module = /ust/lib/librtpkcs11ecp.so Ha cTpoky module = /ust/lib64/librtpkcs11ecp.so
N CTPOKY

mapper_search_path = /lib/pam_pkcs11; Ha cTpoky mapper_search_path = /lib64/pam_pkcs11;

13 [lo6aBnsiem cBA3Ky cepTudukaTa Ha TOKEHE C
nosnib3oBarteniem cuctemol ALT Linux.

[ns aToro BbiNnonHsem komaHay pkes11_inspect

# pkcsll_inspect > /etc/security/ pam pkcsll/ subject_mappi ng

V‘CI'IOJ'Ib3yﬂ TEKCTOBbIA pegakTop 3aKOMMEHTUpyeM nnu ygandaem HeHyXHble CTPOYKHU

[ns aTOro MOXHO ucnonb3oBath pegaktop mcedit
# ntedit /etc/security/pam pkcsll/subject_mapping
# Printing data for mapper subject:

| C=RU ST=Moscow L=Mbscow O=Akt i v/ OU=Akti v/ CN=alt/email| Address=alt@mil.ru -
> alt

BHumaHmne! BmecTo alt HyHO ycTaHOBWTBL UMSsi Nonb3oBaTens B Ballel cucteme

Ecnu Bbl He 3HaeTe UM nonb3oBaTens 3anycTute komaHgy whoami (6e3 npae cynepnonb3oBaTens)

$ whoani



14 NpoBepsaAM BbINOSTHEHHbLIE HACTPOWKU

MpoBepbTe, 4TO HacTpoiika Gbina BbINONHEHA BEPHO, Ucnonb3yst koMaHay login. He 3aBepluaiite cBoto
ceccuio, Noka He ybeauTech B TOM, UTO BCe paboTaeT KOPPEeKTHO.

Ecnun komanAa login BEINONHAETCA YCNELWHO, TO Bbl MOXETe 3aBeplLuaTh CBOK CECCUI0 U UCMNOMb30BaTb
ayTeHTUdMKaLMIO No TokeHam 1 cMapT-kaptam Rutoken.

[alt@host-134 ~1% sude login
Found the Smart card.

Welcome Rutoken ECP <no label>!
Smart card PIN:

[alt@host-134 ~1§%

B cnyyae BO3HUKHOBEHUS OLLMBOK eLle pas NpoBepbTe BCe HAaCTpoiikv. Ons BbiABNEHWs NpobremMsl Bbl
TakK )Xe MOXeTe BKIOUYNTb BbIBOA AOMNOMHUTENBHOW MHChOPMaLMK Npu ayTeTudUKaLmu.

[ns aToro:

1. B darine pam_pkcs11.conf ncnpasbte Bce cTpoku Buaa "debug = false;", Ha cTpokmn "debug =
true;".

2. B KoHeL, BTOpO#A CTpoku chavina koHdurypauum /etc/pam.d/system-auth nob6asbTe cnoso
"debug".

He 3abyabTe OTKNOYUTL BbIBOA AOMOSNHUTENBHON MH(OMALMW NOCNEe HACTPOWKM CUCTEMBI.

15 Hactpownka 3BepLueHa!

Ha aToMm HacTpoika 3akoH4eHa. Nocne nepesanycka OC okHO Bxoaa B cucteMy OyaeT BbIrMsAeTh Tak:

host-134.localdomain

[lo6po noxanogars Rutoken ECP <no label>!

| omena | |Boimus cuctemy

16 [dpyrve nonb3oBartenu

Mpu HeoGxoaAMMOCTU [O6aBUTL BXOZ MO TOKEHY ANA APYrMX Nonb3oBaTenel creayeT:

1) HactpouTb Apyrue TokeHbl aHanormyHbelM obpasom. OTo pekoMeHAyeMbl cnocob, Tak kak nonMTuka
"OWH TOKEH - OAUH Nonb3oBaTenb", ABMAeTCA NpeanoYTUTENbHON.

2) BeinucaTb Apyryto napy Kroyen n ceptudukaT Ha TOT e TOKeH. (MHoraa 6biBaeT yaobHo ans
nepuoamyeckon paboTbl U3 nog cyrnepnosib3oBaTernsl)

B o6oux cnyvasx B canne subject_mapping 4OMmKHO okasaTbecs ABe (MU HECKOSLKO) 3anuceit
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