PykoBoacTso pa3paboTumnka

[ns Toro, 4tobbl HaYaTb Ucnonb3oBaTb pki-core, HEO6XOAMMO B HacTpoiikax NpoekTa 4o6aBUTb NyTb 4O KaTasnora ¢ 3arofloBOYHbIMU hannamm
6ubnunoTekn 1 BkNtounTb daiin rutoken/pki-core-cpp.h. MNpunoxeHne JOMKHO ObITb CAIMHKOBaAHO C AnHamunyeckon bubnuotekon pki-core.

MepBbIM BbI30BOM pki-core-cpp formkeH 6biTb r ut oken: : pki core: :initialize cykasaHnem kaTtanora, B KOTOpOM NexuT 6ubnuoreka
rtPKCS11ECP. No 3aBepLieHnn paboTbl ¢ pki-core-cpp Heobxoaumo Bbi3BaTh r ut oken: : pki core: : dei ni ti al i ze gns ocBo6oXeHWs pecypcoB
6ubnmoTekn.

YKN3HEHHBIN LMKN 00bEKTOB

Bonbluas yacTb knaccos, npeactaBneHbiX B 6ubnmoTteke, onncbiBaeT 06 BHEKTbI npeameTHowm obnactu, He nogpasymesarouime BO3MOXHOCTb KONNMPOBaHUA
(Hel‘leH Ha yCTpOVICTBe cos3fgaTb konuko CepTM(bVIKaTa nnn Knrova I'IO,D,I'IMCVI). Takue knaccbl UMetoT MOVe-KOHCTPYKTOPbI, KOTOPble MOXXHO NCMNOJ1Ib30BaTh
Ana nepeMeLleHna 06bEKTOB.

basoBas paboTa ¢ yctponctsamm n ceptucmkaTamm

pki-core-cpp no3sonsieT pabotaTb C TOkeHaMu, AOCTYNHbIMU Yepe3 6ubnuoTteky tPKCS11ECP. [Ina nepeyncneHunsi NoAKMoYeHHbIX YCTPONCTB
HeobxoaMmo ncnonb3oBaTtb yHKUMIo 1 ut oken: : pki core: : Pkcs11Devi ce: : enuner at e, koTopas BO3BpallaeT Cnmcok o6beKTOB knacca r ut oken: :
pki core:: Pkcs1llDevi ce. BbizoB aToi pyHKuMM aenaeT o6bekTbl Pkcs11Device, nonyyeHHble B NpeablayLLEM Bbi30Be, HEAeNCTBUTENbHBIMU. Takke
HeeWCTBUTENbHBIMU CTAHOBATCS! 06BEKTbI KNoYen U CepTUMMKATOB, XPAHSLLMXCSA Ha yCTPONUCTBAX.

[Ins nepeYncnenns n UCNonb3oBaHWs KMIOYEBBIX Nap Ha TokeHe TpebyeTca npeaBapuUTenbHO aBTOPU30BATLCS, UCMONb3Ys yHKUMIO I ut oken: :
pki core:: PkcsllDevi ce: : | ogi n. Y1066l COPOCUTL NpaBa AOCTYNa Ha TOKeHe, HeobXoAMMO BbI3BaTb PyHKUMIO I ut oken: : pki core: :
Pkcs11Devi ce: : |1 ogout.

BonblunHcTBO onepauuii, cBAsaHHbIx ¢ PKI, ncnonbayloT 06bekThbl knaccos r ut oken: : pki cor e: : Ext er nal Cert, rut oken: : pki core: :
Pkcs11Cert, rutoken: : pki core:: PkcsllUser Cert . Ob6bekTbl knacca ExternalCert ncnonbsytorcs, korga Heo6xoauMmo nepenaTtb Kakow-nmbo
cepTudmKaT, He XpaHsLLMINCs Ha TokeHe. Vicnonbayst metoa r ut oken: : pki core: : Pkcs11Devi ce: : enuner at eCer t s, MOXXHO NONyYnUTb BCE
cepTudumKaThl, XxpaHsLwmecs Ha yctponcTase. Metoga r ut oken: : pki core: : Pkcs11Devi ce: : enuner at eUser Cer t s Bo3BpallaeT nofnb3oBaTenbCckme
cepTudmKaThl Ha YCTPONCTBE, KOTOPbIE MOTYT UCNOMb30BaTLCA B Onepauusix, TpebyLwmx Hanmums COOTBETCTBYIOLLEN KIMOYEBOW napbl.

usi ng namespace rutoken:: pkicore;
initialize(".");

auto devi ces = PkcsllDevice::enunerate();
11

assert (devices.size() == 1);
auto device = std::nove(devices.front());

auto certs = device. enunerateCerts();

devi ce. |l ogi n("12345678");

auto userCerts = device. enunerateUser Certs();
devi ce. |l ogout ();

deinitialize();

dopmumposaHme 3anpoca PKCS#10

B obuiem criyyae Ans nony4YeHns nosib30BaTensCkoro cepTudmkaTa, KoTopbli MOXHO UCMOb30BaTh B ONepaumsax NoAnucy, HE06XoaAMMO BbIMOHUTL
creaytowe AeNCTBUS:

® CreHepupoBaTb Ha YCTPOMCTBE KIOYEBYyto Napy, kotopasi byaeT ncnonb3oBatbcsa AN NOANUCK, C NOMOLLbIO MeToda r ut oken: : pki core: :
Pkcs11Devi ce: : gener at eKeyPai r.

®  3anonHuTb Heobxoammele nonst PKCS#10 3anpoca Ha cepTudumkart, ucnonb3ys knacc r ut oken: : pki cor e: : Pkcs10Request | nf o.

® CdopmupoBaTe PKCS#10 3anpoc, BbidaBaB dyHKkumto r ut oken: : pki core: : creat ePkcs10Request .
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®  [MonyunTb cepTudMKaT B LIeHTpe cepTUdMKaLM1 Ha OCHOBaHMM 3anpoca, NoMTy4eHHOro Ha NpeabIayLLEM Luare.
®  VImMnopTupoBaTh MOMyYeHHbI cepTudmKaT Ha TOKEH, UCNONb3ys MeToA I ut oken: : pki core: : Pkcs1l1Devi ce: :inportCert.

usi ng nanespace rutoken:: pkicore;
aut o key = device. gener at eKeyPai r (Pkcs11Devi ce: : Gost 34102001KeyGenPar ans() ) ;

X500Dn subj ect;
subj ect . set Rdn( X500Dn: : Rdnl d: : conmonNane, "lvanov |van |vanovich");

Pkcs10Request I nfo info;
i nf 0. set Subj ect (subj ect);

auto request = createPkcsl0Request (key, info);
/'l request.toPen() PKCS#10 PEM

devi ce. i nport Cert (External Cert(penCert));

Moanuce n npoBepka nognucu B popmate CMS

[na cosnannsa noanucaHHoro CMS coobiieHns Heo6xoamMMmo mcnonb3osats dyHkumio I Ut oken: : pki core::cns::sSi gN. Ha paHHbIA
MOMEHT noaaepxmBaeTtcs noanuck o6bekToB ¢ TMnom Data Content, kOTOpbIN MOXET coepaTb NPOM3BOSIbHbIE AaHHbIE. MNapameTpbl onepaummn
noanucn sapatotes yepes knace F Ut oken: : pki core: : cns: : Si gnPar ans. vcnonsays meton I Ut oken: : pki core: :

cns: : Si gnedDat a: : t oBer, moxHo nonyunts coobuienne B popmate BER.

CraTtnyeckuii metog r ut oken: : pki core: : cns: : Si gnedDat a: : par se no3sonsieT nony4nTb 06bekT knacca SignedData 13 coobuieHusi B popmate
BER. Mognuck coobLuyeHnst MOXHO NpoBepuTb, Ucnonbayst MeTof r ut oken: : pki core: : cns: : Si gnedDat a: : veri f y. NapameTpbl npoBepku
3apatoTces knaccom r ut oken: : pki core::cns:: VerifyParans.

usi ng nanespace rutoken:: pkicore;
std::vector<unsigned char> data(10, 'a');

/1 SignParans , .
auto signedData = cns::sign(cns:: Data(data.begin(), data.end()), cns::SignParans(cert));

/1 VerifyParans , .
auto result = signedData.verify(cns:: VerifyParans(device));

assert(result == cns:: VerifyResult::success);

LndposaHne n pacwmdpposaHme B gpopmate CMS

[ns cospanus wmdposaHHoro CMS coobLueHns HeobxoamMmo ncnonb3oBaTb yHkumio r ut oken: : pki core: : cns: : envel op. Ha gaHHbI MOMEHT
noaaepxueBaeTcs WwWnugpoBaHne 06bekToB ¢ Tunom Data Content, koTopbii MOXeT coaepxaTb NPOU3BOSIbHbIE AaHHbIE. [TapameTpbl onepaumm
wmndpoBaHus 3agatoTcsa Yepes knacc r ut oken: : pki core: : cns: : Envel opPar ans. Wcnonb3ys meTog r ut oken: : pki core: : cns: :

Envel opedDat a: : t oBer , MOXHO nony4ute coobLeHune B opmate BER.

CraTtuyeckun metog r ut oken: : pki core: : cns: : Envel opedDat a: : par se no3sonsieT nonyunts o6bekT knacca EnvelopedData u3 coobLueHus B
dopmaTte BER. PacwundpoaTb coobLieHne MoXHO, ncnonbayst metod r ut oken: : pki core: : cns: : Envel opedDat a: : decr ypt . NapameTpsbl
pacwmdpoBaHusa 3agatoTcs knaccom r ut oken: : pki core: : cns: : Envel opedDat a: : Decr ypt Par ans.
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usi ng namespace rutoken:: pkicore;

std::vector<unsigned char> data(10, 'a');

/1 Envel opPar ans , , .

auto envel opedData = cns:: envel op(cns: : Dat a(dat a. begi n(), data.end()), cns::Envel opParans(device, External Cert

(penCert)));

/| Decrypt Parans , .
aut o nessage = envel opedDat a. decrypt (cns: : Envel opedDat a: : Decr ypt Parans(userCert));

11 Dat a Content.
assert (nessage. content Type() == cns:: Content Type: : data);
/1

auto result = cns::Data::cast(std:: nove(nessage));
auto resultData = result.data();

assert(resul tData.size() == data.size());
assert(std::equal (data.begin(), data.end(), resultData.begin()));
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