ObLuee onucaHue

HasHaueHue npoaykTa

PKI-Core npumeHsieTcst Ana BCTpanBaHUA 3MEeKTPOHHOM Noanucu, WngpoBaHus 1 AByXMaKTOpHON ayTeHTUdMKaumm B npunoxerus C++ ¢
MCMONb30BaHMEM annapaTHON peanu3aunm pocCUnckmx kpuntorpadgpuyeckmx anroputmoB B USB-ycTpoiictBax Pytoken SUIM 2.0 n PyTtokeH PINPad.

BnbnunoTteka coBMecTMa ¢ yA0CTOBEPSIOLLMMU LIEHTPaMK, B TOM YUCHE POCCUIACKUX MPOU3BOAUTENEN, N MOXET NPUMEHATLCS B MHAOPMALIMOHHBLIX
cucTemax, B KOTOpbIX UCMOSb3YIOTCS LndpoBble cepTudumkaThel U nHdpactpyktypa PKI.

Ycnosus paboTbl

AnnapatHblie TpeboBaHus

Intel-coBmecTnmMble npoueccopsbl

x86
x86_64

MporpamMHble TpeGoBaHUs

OI'IepaLIMOHHbIe CUCTEMbI, Ha KOTOPbIX NPOBOANNOCL TeCTUPOBaHMeE:

Windows 7
Windows 8, 8.1
Windows 10
Windows XP

CocTtaB

B coctas PKI-Core BxoasT:

1.
2.
3.
4.

OunHamnyeckasn bubnunoteka rtPKCS11ECP, peanuaytowasn ctaHgapt PKCS#11 ¢ noaaep)kkon poccuinckoro npodouns.
IunHamnyeckasn 6ubnuoTeka pki-core, peanuayioLlas BbICOKOYpoBHeBble KpunTorpadudeckue dopmartsl (X.509, PKCS#10, CMS).
CraTtunyeckasi nuba nmnopra

3aronoBouHbI chaiin

CDyH KUMOHalIbHOCTb

BubnunoTteka no3sonseT:

Mony4aTb CcNMCOK BCeX NOAKMoYeHHbIX K koMmnbtoTepy USB-ycTpoiicte PyTokeH QLM n PytokeH PINPad

MonyyaTb MHMOpmaumio 06 ycTpoicTe

OcyLecTBNsATb NIOMMH Ha YCTPONCTBO

OcyLecTBnATL NorayT € yCTponcTea

MonyyaTb cnucok Beex kntoyeBbix nap FOCT P 34.10-2001 n FOCT P 34.10-2012 Ha BbIGpaHHOM YCTpOWCTBE

AnnapatHo reHepupoBaTth kntoveByto napy FOCT P 34.10-2001 n FTOCT P 34.10-2012 Ha BbIGpaHHOM yCTpOWCTBE

Mony4aTb MeTKy Krno4YeBon napbl

YcTaHaBnuBaTh MeTKy ANs KIKYeBOW napbl

dopmumpoBaTh 3anpoc Ha cepTudukat B popmate PKCS#10 ons BeibpaHHO KintoueBon napbl (MoaaepXunBatoTcsl paclumpeHusi, Heobxoaumble
AN nonyYeHns kBanuuumpoBaHHOro ceptudukaTa)

VMnopTuposaTtb Ha ycTponcTBO cepTudmkat dpopmata X.509, nepeaaHHbivi B Buae base64-ctpoku

YpanaTb BblGpaHHbIN cepTudmkaT ¢ ycTporcTBa

Mony4yaTb nHpopmauumio, cogepxaluytocsa B cepTudmkate X.509 (DN, keyUsages, extendedKeysUsages v T.1.), C noaaepkon pacLumpeHuni
KBanMduuUMpoBaHHOro ceptudukaTa.

BblaasaTb nHdopmaLmio o cepTudpukate B BUAe TekcTa Ans nevatn

MonyyaTb cnncok cepTudMKaToB, XpaHSLLMXCSH Ha ycTpoicTee. OnumMoHaribHO MOXHO 3aaTb NOUCK TOSIbKO TEX CEPTUAUKATOB, KOTOPbIE
CB$i3aHbl C 3aKPbITbIM KIMHOYOM

OcywecTBnsTb Nognuck cTpoku B popmate CMS. OnumoHanbHO cTpoka MoXeT BbITb nepekognpoBaHa n3 base64 n nognucaH GuHapHhbI
MaccuB.

LLindposaTtb AaHHbIe B hopmate CMS

Mpon3BoauTb BblUMCNEHME XeLl-yHKUMM OT AaHHbIX no anroputmy FOCT P 34.11-94



[MoppoepxnBaemMble yCTpoOUCTBa
B 6ubnuoTeke nogaepxuBaoTcs yCTPOCTBa:

® PytokeH 3LM 2.0
® PytokeH PINPad

I'Io,u,,u,epx(l/l BaeMble CTaHOapThbl

® |Acnonb3ytoTcsa kpunTorpaduyeckme anroputMbl, COOTBETCTBYOLME poccuiickum ctaHgaptam TOCT 28147-89, TOCT P 34.10-2001, FOCT P
34.10-2012, FOCT P 34.11-94.
Habopbl napameTpoB Ans aTUX anroputmoB cooTBeTcTBYOT RFC 4357
BobipaboTka kntoya cornacoanusi no cxemam VKO GOST 34.10-2001 (RFC 4357) n VKO MOCT P 34.10-2012 (RFC 7836)
MopnepxuBaemMble hopmaThl 3aLUMLLEHHBIX coobeHuin cooTBeTcTBYOT RFC 3851 1 3852, ncnonb3oBaHne poCCUMCKUX anroputMoB B 3TUX
dopmaTtax cootBeTcTByeT RFC 4490.
CepTundmkaThl 1 CNUCKM OT3bIBOB peanunsoBaHbl B cooTBeTcTBMMU ¢ RFC 3280.

® YnakoBKa OTKpbITbIX Kntoyen anroputmos FOCT peanu3oBaHa B cooTBeTcTBUM ¢ RFC 4491.
Pa6oTa ¢ USB-TokeHamu peanuaoBaHa B COOTBETCTBUM co cTaHhapTom PKCS#11 v. 2.20


http://dev.rutoken.ru/pages/viewpage.action?pageId=17170591
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