Knacc Pkcs11Device

YCTPONCTBO, NOAKMOYEHHOE K KOMNbloTepy. MoxeT 6bITb NonyyYeHo ¢ noMoLbto BbidoBa Pkcs11Device::enumerate.

MpocTpaHcTBO UMeH: rutoken::pki-core

3aronoBouyHbIi dhann: pki - core- cpp. h

pad HacneposaHuA

Chject

rutoken:pkicore:Pkcs11Device

Knaccbl

class CommonKeyGenParams O6Lume napameTpbl reHepaLmm KrioYeBor napbl Ans BCeX TUMOB KIloYei He3aBUCKMMO OT anroputma

class Gost34102001KeyGenParams = [NapameTpbl reHepaLumn knoyYeBon napsbl, cneumduyHelie ana anroputma FOCT 34.10-2001

C1pykTypbl

struct Feature = [JononHutenbHas pyHKUMOHANbHOCTL, NOAAEepXBaemas yCTpONCTBOM

struct Format = ®opmaTbl AaHHbIX, KOTOPbIE YCTPOWCTBO MOXET NOANUCHIBATb

OTKpbITbIE YNEHbI

Pkcs11Device (Pkcs11Device &&v)

Pkcs11Device & operator= (Pkcs11Device &&v)

void changePin (const std::string &oldPin, const std::string &newPin)
void deleteCert (const Pkcs11Cert &cert)

void deleteKeyPair (const Pkcs11PrivateKey &key)

std::vector< Pkcs11Cert > enumerateCerts ()

std::vector< Pkcs11PrivateKey > enumeratePrivateKeys ()

std::vector< Pkcs11UserCert > enumerateUserCerts ()

Pkcs11PrivateKey generateKeyPair (const Gost34102001KeyGenParams
&keyGenParams)

std::string getLabel ()

std::string getSerialNumber ()

CwmeHa nonb3oBaTtenbckoro PIN ycTponcTBa
YpaneHue cepTudmkarta c ycTponctea
YpaneHue KroveBow Napbl C yCTPONCTBa

MonyyeHune cnvcka cepTUdUKaTOB, KOTOPbIE XPAHATCS Ha
ycTpovicTee

MonyyeHne cnucka 3akpbITbIX KIOYeN, KOTopble XPaHATCA Ha
ycTpoWcTee

MonyyeHune cnucka cepTUUKaTOB, KOTOPbIE CBSA3aHbI C 3aKPbITHIMM
KnroYamm

'eHepaums kntoyeBor napbl FOCT P 34.10-2001 Ha ycTponcTBe

[Mony4yeHne meTkun ycTporicTBa

[Mony4yeHne cepuiiHoro Homepa ycTporcTea
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Pkcs11Cert importCert (const ExternalCert &externalCert, bool trusted=false)
Pkcs11UserCert importUserCert (const ExternalCert &externalCert)

bool isFeatureSupported (Feature::Type feature)

bool isFormatSupported (Format:: Type format)

bool isLoggedin ()

void login (const std::string &pin)

void logout ()

OTKp blTble CTaTU4ECKNE YI1EHbI

static Pkcs11Device cast (Object &&v)

CoxpaHeHwue cepTudukaTa Ha yCTporcTee
CoxpaHeHwue cepTudukaTa Ha yCTponcTee
MopaepxvBaeTcs M BO3MOXHOCTb YCTPOWCTBOM
MopaepxvBaeTcs M yCTPOMCTBOM hopMmaT AaHHbIX
MpousBeaeHa N aBToOpY3aLWsi Ha YCTPOWCTBE
ABTOpM3aLMSA Ha YCTpoOMCTBE

C6poc npae [oCTyna Ha yCTpoMCTBE

static std::vector< Pkcs11Device > enumerate () = Mony4eHne cnmcka NOAKIOYEHHbIX YCTPOWCTB

MNMoapo6Hoe onucaHue

static std::vector< Pkcs11Device > enumerate = ()

[Mony4eHne cnucka NOAKMHYEHHbIX YCTPONCTB.

Bbi3oB aTOM beHKLJ,VII/I aenaet 06beKTbI, nony4YeHHble Npu npegbiayuiemM Bbi3oBe, HeOencTBUTENbHBIMU.

void changePin = (const std::string &oldPin, const std::string &newPin)

CwmeHa PIN nonb3oBaTtens.
ApryMeHThb!
oldPin - ctapbii PIN nonb3oBatensi.

newPin - HoBbIn PIN nonb3oBaTtens.

void deleteCert = (const Pkcs11Cert &cert)

[lobaBneHne Npon3BONBHOrO PacLUMpPEHsi B 3anpoc.
AprymeHTb!

cert - cepTudmkaT, KOTOpbI HEOOXOAMMO yaanuTb

void deleteKeyPair = (const Pkcs11PrivateKey &key)

YpaaneHue kno4eBon napbl C yCTPOWCTBa.

AprymeHTb!
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key - 3aKpbITbIV KMoY, KOTOPbIN HEOOXOANMO yaanuTb.

std::vector< Pkcs11Cert > = enumerateCerts ()

MepeuncneHne Bcex cepTUUKATOB, KOTOPbIA XPaHSITCS HA YCTPOWCTBE.

std::vector< Pkcs11PrivateKey > enumeratePrivateKeys () = enumeratePrivateKeys ()

MonyyeHne cnncka 3aKpbITbIX KITHOYeil, XPaHALWMXCA Ha YCTPOCTBE.

std::vector< Pkcs11UserCert > enumerateUserCerts = ()

Mony4eHune cnucka cepTUdUKaTOB, ANst KOTOPbIX €CTb 3aKPbITLIN K04 Ha YCTPOWCTBE.

Pkcs11PrivateKey generateKeyPai = (const Gost34102001KeyGenParams &keyGenParams)
r

enepaums knovesor napbl FOCT P 34.10-2001 Ha ycTpoWicTBe.

AprymMeHTb!

keyGenParams - napameTpbl reHepaLuy Kno4eBon napbl.

Bosepawaet

Co3aaHHbIN Ko,

std:: | ()
string getlLabel

[MonyyeHne Ha3BaHUA yCTPONCTBA.

std:: ()
string getSerialNumber

Mony4yeHne cepuitHoro Homepa ycTponcTaa.

Pkcs11Cert importCert = (const ExternalCert &externalCert, bool trusted=false)



3anuck cepTudmKaTta Ha yCTPOMCTBO.
ApryMeHThb!

externalCert - BHeLLHWUIA cepTudukaT, KoTopbl TpebyeTcs 3anucaTtb Ha YCTPOMCTBO.
trusted - cepTudmkat 6yaet 3anmcaH kak "CA". Npn aToM oH ByaeT AoBEpPEHHbIM B paMkax YCTPOMCTBa.
BosBpalyaet

CepTudukat, CBA3aHHbINA C YCTPOWCTBOM.

Pkes11UserCert importUserCer | (const ExternalCert &externalCert)
t

3anuck cepTudmkaTa Ha yCTporcTBo. [ina AaHHOro ceptudmkaTa ecTb 3aKpbIThIA KIOY Ha YCTPOWCTBE.
AprymMeHTb!

externalCert - BHelLHUIN cepTudmMKaT, KOTOpLI TpebyeTcst 3anncaTb Ha YCTPOMCTBO..
Bosepaliaet

CepTudukat, CBA3aHHbIN C YCTPOWCTBOM.

Pkes11Cert importCert = (const ExternalCert &externalCert, bool trusted=false)

3anuck cepTudmkaTa Ha yCTPOWCTBO.
ApryMeHThbI

externalCert - BHeLLHWI cepTudukaT, KoTopbl TpebyeTcsa 3anucaTtb Ha YyCTPONCTBO.
trusted - ceptudmkaT 6yaeT 3anucaH kak "CA". MNpun atom oH ByaeT AOBEPEHHbIM B paMKax YCTPOMCTBa.
BosBpalyaet

CepTtudukaT, cBA3aHHbIA C YyCTPOWCTBOM.

bool isFeatureSupported = (Feature::Type feature)

Mony4yeHne nHbopmaLmmn o NoaAepPKUBaEMbIX YCTPONCTBOM AOMNOMHUTESNbHBIX BO3MOXHOCTSIX.
ApryMeHThbl

feature - AononHuTenbHasa BO3MOXHOCTb, NOAAEPXKY KOTOpOVI HeOGXO,CI,VIMO npoBEpPUTb.

bool isFormatSupported = (Format::Type format)

Mony4eHve nHpopmaumm o nogaepxmeaemblX yCTPOMCTBOM dpopmaTtax AaHHbIX AnS NOANUCH.
AprymMeHTb!

format - hopmat, noaaepkky KOTOoporo He06XoAMMO NPOBEPUTB.



bool isLoggedl ' ()
n

Bbina nu npounseefieHa ycnelwHasa asTopusaumna Ha yCTpOﬁCTBO.

void logi = (const std::string &pin)
n

ABTOpU3aALMSA HA YCTPOWCTBE.
AprymMeHTb!

pin - PIN nonb3oBaTens.

void logout | ()

C6poc npaB AocTyna Ha yCTPOWCTBO.
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