YTunuta agMuHucTpupoBaHusa PyTokeH (rtAdmin)

[MpmMmeHeHne

YTtunuta rtAdmin Bepcus 2.0 ucnonb3dyeTcs Ana asTomaTtusauum npoueayp popmMatmpoBaHisa n aaMUHUCTPUPOBAHNSA YCTPONCTB PYTOKEH: CMEHbl METKM
TokeHa, PIN-kogoB 1 nx napameTpos, ynpasnexusi pasgenamu Flash-namsTtu.

Mpu paboTe ¢ yTunuTon pekoMeHayeTcst He noakntovaTh 6onblue ogHoro ycTpoctea PyTokeH.

I'Iop,,u,epmm BaeMble MOodesn

PyTokeH Lite

PyTtoken 3L

PyTtoken 3UIM 2.0

PyToken 3LIM 2.0 2100
PyToken 3LIM 2.0 3000
PyTtoken 3UIM 3.0

CwmapT-kapTbl PyTokeH JLIM SC
CwmapT-kapTbl PyToken 3LIM 2.0
CwmapT-kapTbl PyTokeH 3LIM 3.0 NFC
PyToken SLIM PKI

PyTtoken 3UIM 2.0 Flash

Mogenb PyTokeH S B HoBol Bepcum rtAdmin 2.0 He nogaepxumBaeTtcs. Ecnu TpebyeTcs pabota ¢ mogenbto PyTokeH S ncnonbayite rtAdmin 1.3 B OC
Windows.
[ns paboTbl ¢ cemerictBoM ycTpoiicTB PyTokeH LM B Windows XP/2003/Vista/2008 — ncnonbayinte rtAdmin 1.3,

MopnepxmBaemMble NnaTopmbl

MS Windows 11/10/8.1/8/2012/7/2008R2

MS Windows XP/2003/Vista/2008 — Tonbko B Bepcuu rtadmin 1.3
GNU/Linux

macOS

CcbInKku Ha 3arpysky

Ons Windows
Ons Linux

Ons macOS

[MapameTpbl

YTunuTa 3anyckaeTcs U3 KOMaHAHO CTPOKW, €€ napameTpbl NpeAcTaBneHsbl B Tabnvue.

Ne OnuncaHne KoMaHfbl MapameTp kOMaHAHOR CTPOKK 3HayeHue no ymonyaxumio/MpumeyaHue


https://download.rutoken.ru/Rutoken/Utilites/rtAdmin/1.3/windows
https://download.rutoken.ru/Rutoken/Utilites/rtAdmin/1.3/windows
https://www.rutoken.ru/support/download/get/rtAdmin.html
https://www.rutoken.ru/support/download/get/rtAdmin-linux.html
https://www.rutoken.ru/support/download/get/rtAdmin-macos.html
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dopmaTupoBaHune TokeHa
BHumaHue!

O6palyaem Balle BHUMaHWUE, Y4TO Npu
hopmaTrpoBaHuK BCe copepxumMoe PyTokeHa
ypansietcsi 6e3so3BparHo.

Ecnu ycTpoiicTBO MeeT BCTPOEHHY0 donelw-
namsiTb, Npy hopMaTMpPOBaHW AaHHbIe C chneLw-
naMsTH Tak xe GyayT ynaneHs 6easoaspaTHo.

MoxanyiicTa, nepen
opmaTUpoBaHMEM CAENANTE KOMUIO BaXKHOM

nHdopmavmm!

Tekywmn PIN-koa agMuHncTpaTopa

Texkywmn PIN-kog nonb3oBaTens

YctaHasnusaemebivi PIN-kog agMyHucTpaTopa

YcraHaenuBaemsin PIN-koa nonb3oBartens

YcraHaenusaembin PIN2

(ansa PytokeH PINPad. YctaHaBnusaeTcsa Ha
3KpaHe ycTpomncTaa)

Ienepauums PIN-koga agMuHncTpaTopa
(ncnonbayeTcst npu hopmaTpoBaHnm)

I'eHepauusa PIN-koga nonb3oBaTens (Mcnonb3yet
¢ npu hopmaTupoBaHum)

3arpyska 3HaueHuit nap PIN-kogoB 13 caina

MNonutnka cmeHbl PIN-koga nonb3osartens

MuHumanbHas gnuHa PIN-koaa agMuHucTpatopa

MwunHumansHas anuHa PIN-koga nonb3oBatens

MakcmumansHoe KonnyecTso nonbITok BeoAa PIN-
KoAa agMuHUCTpaTopa

MakcmmansHoe konuyecTso nonbITok Beoaa PIN-
Kofa nonb3oBaTens

MeTka TokeHa B kogmposke Windows-1251

MerTka TokeHa B koamposke UTF-8

-0 [PIN-kop (= 32)]

-¢ [PIN-kog (< 32)]

-a [PIN-kog (< 32)]

-u [PIN-kog (< 32)]

-G [anuHa PIN-kopa (8-32)]

-g [anuHa PIN-kopa (8-32)]

-b [uma danna)l

-p [kTO MOXeT meHsTb PIN-koa:

1 — agmMuHucTparop,

2 — nonb3oBaTens,

3 — nonb3oBaTtenb M agMUHUCTPaTOP]

-M [anuHa PIN-kopa (6-31 ans
PyToken SLIM n PyTokeH Lite,
1 ansa PyTtokeH S)]

-m [anuHa PIN-kopa (6-31 ans
PytokeH OLIM n PyTokeH Lite, 1 ans
PyTokeH S)]

-R [uncno nonbitok (3-10)]

-r [uncno nonbiTok (1-10)]

-L [meTka ToKeHa]

-D [meTka TokeHa]

87654321

3HayeHVe No yMOI4aHWIo MCMob3yeTcs TOMbKO Npu
dopmaTmpoBaHun 6e3 ykasaHus napameTpa -0

12345678

3HayeHve No yMOSYaHMIo UCMOSb3YEeTCsl TOMBbKO Npu
¢hopmaTupoBaHuy 6e3 ykazaHusi napameTpa -C

87654321

3HayeHNe No YMONYaHMIO UCMONb3YETCS TONBKO NPy
copmatupoBaHuu 6e3 ykazaHusi napameTpa -a

12345678

3HayeHVe No yMOIHaHWIo NCMOMb3yeTCs TOMbKO Npu
dopmaTmpoBaHun 6e3 ykasaHus napameTpa -u

Ecnu 3HayeHve napameTpa He yCTaHOBIIEHO, TO
6y,qu NCMoJIb30BaHO 3Ha4YeHMe No ymoi4yaHuio

IenepupoBaTb PIN-koa agMUHUCTpaTOpa YCTAaHOBMNEHHOMW ANMHbI
(8-32) (ucnonb3yeTtcs npu doopmatupoBaHum). Mpu
MCMoNb30BaHNUN 3TOTO NapameTpa napameTp -U UrHopupyeTcst

Ienepuposatb PIN-koa nonb3oBaTens yCTaHOBNEHHOW AnMHbI (8-
32) (ncnonb3ayeTcs npu hopmaTupoBaHum).
Mpu “cnonb3oBaHMM 3TOro NapaMeTpa napameTp -U UrHopupyeTcs

danin 3arpyxaeTcs no agpecy, KOTopbln ykasaH B
3HayeHuu napameTpa. B daiine kaxgomy PIN-kogy cooTBeTcTBYET
oTAernbHas CTpoka.

Mpw 1cnonb3oBaHUM 3TOrO NapameTpa napameTpsl -a, -u, -G, -g
UrHopupytoTcs

3HayeHve No ymon4yaHuio - 2

YcTaHoBUTbL METKY TOKeHa B kogupoeke Windows-1251

YcTaHoBUTL MeTKy TokeHa B koguposke UTF-8
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KoHBepTauusi B UTF-8 (cbnar ans napameTpos,
cBs3aHHbIX ¢ PIN-kogamu)

OrpaHuyeHne KonNu4ecTBa BbINOMHAEMbIX
nTepauuin 4o ogHomn

Wcnonb3yemasi 6ubnuoteka PKCS#11
MyTb K KOHUrypaLUMOHHOMY hanny
MpoTokonuposaHue

Pasbnokuposka PIN-koga nonb3osatens n

nokanbHbix PIN-kogoBs

YcraHoBuTb SM mode (Tonbko Ans Bluetooth
TOKeHa)

McKtoYeHHbIE TOKeHbI NPY NOTOYHOM
¢opmaTvpoBaHum

MokasaTb BO3MOXHbIE MapaMeTpbl U MpUMepbI

3anpoc PIN-koga PyTokeHa 13 ctaHaapTHOro
noToka BBOAa B MackupoBaHHOM Buae

BbiGop PyTokeHa, ¢ KOTOPOM NPOU3BOANTCA
pabota, no cepuitHomy Homepy

Monyyenne pacwmpeHHbix nonutnk PIN-kogos

-q

-z [nyTb kK GBubnuoTeke]
-n [nyTb K cpaiiny]

-l [nyTb Kk dparny nora]

-P -o [PIN-kog apmuHucTpatopa (< 32)]

-E [cepuiiHble HOMepa TOKEHOB B
dopmate: 0x46bc3390 nnu
932436970]

-h, --help

-I (i B BepxHem peructpe) <smecTto
3HaveHun PIN 3agaBath stdin>

-S <cepwuiHbIi Homep PyTokeHa B hex>

--show-expp

Mo ymonuanwuio PIN-koapbl He koHBepTupytotcs B UTF-8

rtPKCS11.dll

MyTb: kaTanor, B KOTOPOM NEXMUT yTUNUTA.
Mwmsa daina: rtadmin.exe.log

MpeHTudurkaTop nokansHoro nonsb3osatens YKa3blBaTb HE HY>XHO.

Pasbnokuposathk nokaneHble PIN-koabl u PIN-kog nonb3osatens.
[Ins ncnonb3oBaHusi 3TOro NnapameTpa HeoH6X0AUM NOTUH C
Tekywmm PIN-kogom agmuHucTpaTopa

[Maponu: (1 - onumnoHanbHbIV Naponsb), (2 - 1 naponb), (3 - 6
naponeit)]

[Pexum: (caps - Tonbko 3arnasHble Hyksebl), (digits - 3arnaBHble
6ykBbl 1 LUMdpbI)]

B kauecTBe pasgenuTenst cepuiiHbix HOMEPOB MCMOSb30BaTh
npo6en. Takke MOXHO UCMONL30BaTL onuwio -E Ha kaxabin
CEepUIHbLIN HoMep

Ecnu aprymeHT chnaros -u, -c, -0, -a paseH "stdin", To atot PIN-kog
6ynet 6paTbca M3 cTaHAapPTHOrO NoToka BBOAA

Mpumepsbl:

1) CmeHa PIN-koga Monb3osaTtens: rtadmin -| -u stdin -o stdin

2) Pas6nokuposka PIN-koaa Monb3osatens: rtadmin -1 -P -o stdin

HeobxoauMm, korga XoTvM Npou3BoAUTL paboTy € KOHKPETHBIM
PyTokeHoMm, a He co Bcemu.

Mpumep:

-S 3a7d6e32

-S 3A7D6E32

Yctpoiictea PyTtokeH JLIM 3.0 noaaepxusatoT paboTy ¢
pacwumpeHHbiMu nonutukamu PIN-kogos Monb3oaTtens. Onuust --
show-expp No3BONSIET NOMNYYUTb TEKYLLEE COCTOSIHWE STUX NONUTUK



35 YcTaHoBka paclumpeHHbix nonutuk PIN-kogos

26 MpocMoTp nHdopMaumm o NOAKMHYEHHOM
PyTokeHe

27 MNokasaTb Bepcuto NPUNOXeHUs

--set-expp

[Ucnonb3oBaHue: --set-expp
(pin_policy_opt1) (value1) (
pin_policy_opt2) (value2) ... ]

pin_policy_opts:

MinPinLength — MuHumansHas
anvHa PIN-kopa: <sHauyeHue
3aaaHHoe npun
opmatupoBaHun> - 31 cumson

® PinHistoryDepth — Mmy6uHa
nctopum PIN-kogos
Monb3osatens: 0-10

® AllowDefaultPinUsage —
PaspewwunTb ncnons3osanve PIN-
Kofda no ymonyanuto: true/false

® PinContainsDigit — PIN-koa
coaepxuT undpsl: true/false

® PinContainsUpperLetter — PIN-
KO[, COAEPXUT NPOnuUCHble ByKBbI:
true/false

® PinContainsLowerLetter — PIN-
KO, COLEPXKUT CTPOYHbIE BYKBBbI:
true/false

® PinContainsSpecChar — PIN-koa
CoOepXuT cnew. cMMBONbI. chars:
true/false

® RestrictOneCharPin —
3anpetutb PIN-koa u3
noBToOpSsitoLLEerocsi cumeona: true
[false

® AllowChangePinPolicy —
Paspewwntb AoMUHUCTPaTOPY
MeHsTb nonuTukn PIN-kogoB: true
[false

® RemovePinPolicyAfterFormat — Y
panate nonutuku PIN-koaos npu
copmaTtupoBaHuu: true/false

-T
-v, --version

YcrpoiictBa PyTokeH 3LM 3.0 nogaepxwusatoT paboTy ¢
pacwmpeHHbiMu nonutukamm PIN-kopos MNonb3oeaTens. Onuums --
set-expp no3sonseT yctaHasnmeaTtb nonutuku PIN-koaos

BbiBOA MHOPMaLMK B O NOAKMIOYEHHOM YCTPONCTBE B BUAE:

dec
i?ut oken lite
PIN dec/ dec (/)
PIN dec/ dec (/)

PIN dec/ dec (/)
PIN- : dec/dec (/)

MapamMeTpbl AnA ynpasrneHus dneu-namaTtbio (PyTokeH Flash)

27 Pasbuenune Flash-namsaTu Ha pasgensl
(dbopmaTupoBaHve)

BHumaHme!

dopmaTtupoBaHue yganuT Bcto nHcpopmauuio ¢ Fla
sh-namsaTu. CoenanTe KOnNuio BaXxHOM
MHbopMaLmm - nocne opmaTupoBaHus ee yaet
HEBO3MOXHO BOCCTAHOBWTD.

-F 1

[voeHnTndukatop pasgena

(1-8)] a

[pasvep B M6] w
[Bnapeneu: a -

aAMUHWCTpaTop, U -
nonb3oearens, 13-19 -

noKanbHbIV NoNb3oBaTenb)
[npaBa pgoctyna: ro, rw, hi,

cd]

Becb 06beM (1DDC ceityac)

Rut oken ECP\

dec

/ dec

OpvH napameTp v“cnonb3yeTcs Ans ogHoro pasaena. Ytobbl cosgate MHOrO
pasgenoB MCNonb3yeTcs nocneaoBaTensHOCTb kKomana -F. Ans
co3paHus pasgena Heobxoaum PIN-koa agMuHucTpaTtopa. Ecnm oH He ykasaH,
To 6ynet ucnonb3osaH PIN-koa no ymonyaHuio

(1



28 W3meHeHue npas goctyna -C [Ins nameHeHus npas ncnoneayetcs PIN-koa Bnagensua pasgena. Ecnu PIN-
[mpeHTMdMkaTOp pasgena KOA He yKasaH, a BrnafenblLem pasaena sBnseTcs agMUHUCTPATop unm

(1-8)] nonb3oBatenb, To 6yaeT ucnons3oBaH PIN-kog no ymonuanumio. Ecnn
[HoBble NpaBa poctyna: ro, BnagenbLem pasaena siBnsSeTcs nokanbHbI nonb3osarens, a ero PIN-koa He
rw, hi, cd] 6bIn yKasaH ¢ ucnonb3oBaHnem komanabl -O, To npon3onaeT owmnbka

[nonroBpemMeHHoCTb: p -
NOCTOSIHHOE N3MEHEHMe, t -

BpeMeHHoe]
29 MMony4yeHune nHdpopmauum o pasmepe Flash- -i sz
namsaTn n atpubyTax pasgenos [a - aTpunbyThI BCEX
pasgenos]

[1-8 - aTpnbyThI
KOHKpeTHoro pasfenaj
[sz - 06bem namsTu]

dopmar oTBeTa —
aHanornyHo n. 27
Pa3b6ueHne Flash-namsatu
Ha pasgensl
(cdbopmaTupoBaHve):

[woeHTndmkaTop pasgena
(1-8)]

[pasmep B M6]

[Bnapeneu: a -
aAMUHWCTpaTop, U -
nonb3oearens, 13-19 -
noKanbHbIN Nonb3oBaTens]
[npaBa pgoctyna: ro, rw, hi,
cd]

MapamMeTpbl A4S ynpaBrieHUs fokasibHbIMMY Nosib3oBaTensiMu

30| YcraHaenuBaembliii PIN-kog nokanbHoro -B -
nonb3oBaTens [woeHTUdMKaTOP
nokanbHOro nosb3oBaTtens
(13-19)]
[PIN-koa]

31 Tekywwin PIN-kog nonb3oBatens -0 Ecnu PIN-koa ans AaHHoro nons3osaTens He onpeaenex, Tekywuin PIN-kog
[woeHTndmkaTop yKasblBaTb HE HYXHO
1oKkanbHOro nonb3oBaTens
(13-19)]
[PIN-koa]

Mpu Heo6xo0AMMOCTM NapameTpbl KOMaHAHOW CTPOKW MOTYT ObITb NepeaaHsbl C NOMOLLLI KOHUrypaunoHHoro darina.
B cnyyae otcytcTBus 3agaHHbIX PIN-kogoB npy hopmaTtupoBaHmmn yctaHaBnmeatotcs PIN-kogbl no ymonyaHutio.

YTunura aBnsieTcs LMKNNYeCKon 1 nocre BbIMOMHEHWS 3aAaHHbIX AENCTBUMA Ha NOAKMIOYEHHOM TOKEHe OXnaaeT NoAKMioYeHUst cnegywoulero.

dopmaTupoBaHue
Ytunuta npenocTaBnsdeT Nosib3oBaTesito BOSMOXHOCTb NOTOYHOIo q:)OpMaTMpOBaHI/IFl TOKEHOB:

1. Monb3oBaTenb 3anyckaeT yTUNUTY, YCTaHOBUB NpeaBapuTENbLHO HEOBX0AMMbIE HACTPONKN B KOHMUIYpaLMOHHOM dhaiine nnv 3agas onumn B
KOMaHZHOW CTPOKe.

2. Y1nnuta popmaTupyeT obHapyKeHHbIe TOKEHbI, 3aHOCUT pe3ynbTaThbl B NIOr-chann, XaeT NOAKIMYEHN CreayoLwero TokeHa Unmn KoMmaHabl
npekpaLieHusi paboTbl (Hanpymep, No HaxaTuio Ha knaewwy Enter).

3. PesynbTaTbl hopmaTpoBaHUs NULLYTCA B 1OT.

Monb3oBaTenb MOXeT 3anycTuTb chopmaTMpoBaHMe TOKEHOB C aBTOMaTuyeckol reHepauven PIN-koga 3agaHHoOM AnuHbI, AN 3TOrO OH yCTaHaBnuBaeT
COOTBETCTBYIOLLYIO ONUMIO B KOHDUTYpaLMOHHOM chaiine.

Monb3oBatens MOXeT 3agaTb AedonTHble 3HayeHns PIN-kogoB, Torga Bce TokeHbl 6yayT umeTb ogunHakoBble PIN-koapbl.

Monb3oBaTtenb MoxeT 3agaBatb PIN-koabl unu reHepmMpoBaTb Ux aBTomaTudeckn B koguposke UTF-8, ycTaHOBMB COOTBETCTBYHOLLYHO OMNLMIO B
KOH(UrypaumoHHoM dpavine.



Monb3oBaTenb MOXeT UCMOb30BaTh 3apaHee CreHepMpoBaHHbIe CTOPOHHUMU yTunuTamu PIN-koabl. [1ns aToro B HaCTpoikax OH ykasbiBaeT chavin, B
KOTOPOM XpaHUTCS CNUCOK CcreHepupoBaHHbIX PIN-kofoB ¢ cMMBOMOM NepeBoaa CTpoku B kadecTse pasgenutens. PIN-kofbl LomkHbI ObiTb 3anucaHsbl
napamu, Hanpumep:

user pin
admi npi n
user pi n2
adni npi n2

CwmeHa PIN-kopa

B 3aBucumocTu ot nonutuk cmeHbl PIN-koaa, ykasaHHbIx npy hopmaTtupoanuu, PIN-kog nonb3oBaTens MOryT M3MEeHWUTb Nonb3oBaTtenb nu(unm)
agMuHUCTpaTop.

Pesynbtatsl cmeHbl PIN-kogoB nuwyTcs B nor. Ecnn aBTopr3oBaTthes He yaaeTcs, B nor-cpann nuwetcs owmnbka. MotouHas cmeHa PIN-kogoB He
npepbiBaeTcs.

[Monb3oBaTenb MoxeT 3anycTutb cMeHy PIN-kogoB ¢ aBTOMaTnyeckon reHepaumen Hobix PIN-kofoB 3agaHHONM ANWHBL, ANA 3TOrO OH yCTaHaBnuBaeT
COOTBETCTBYIOLLMIA NapameTp. MNonb3oBaTenb MoxXeT 3aaaTe AedonTHble 3HaveHns PIN-koaoB, Toraa Bce TokeHbl 6yayT umeTb oanHakoBble PIN-koapl.

Monb3oBaTtenb MoxeT 3agaBatb PIN-koabl unu reHepmpoBaTb Ux aBTomatudeckn B koguposke UTF-8, ycTaHOBMB COOTBETCTBYHOLLYHO OMNUMIO B
KOHburypaumoHHom davirne.

Monb3oBaTenb MOXEeT UCMONb30BaTb 3apaHee CreHepupoBaHHbIe CTOPOHHMMU yTunutamm PIN-koabl. [1ns 3Toro B HACTpoKKax OH ykasbiBaeT haiin, B
KOTOPOM XpPaHUTCSi CNUCOK creHepupoBaHHbIx PIN-kofoB ¢ cuMBOMOM NepeBoaa CTPoku B kadyecTse paspenutens. PIN-kogbl AomkHbl BbITb 3anucaHsl
napamw, Hanpvmep:

userpin
adni npi n
user pi n2
admi npi n2

[MpoTokonupoBaHme paboTbl B nor-dann

Tor-cbann npeactaenseT coboi aiin co CTpokamu CrieayioLLero CoaepKaHms:

1. B cnyyae dopmaTtnpoBaHusi

ID TokeHa PesynbTat PIN-koa agMuHucTpaTopa PIN-kog nonb3oBatens

copMaTupoBaHus
B wecTtHaguatepnyHoMm n Format Passed/ PIN-koa agMuHucTpaTopa, KoTopbliii 6bin ycTaHOBNEH PIN-koa nonb3oBaTtens, KOTOpPbIV Gbln yCTaHOBMNEH
[ecATMYHOM Buae Failed npu hopmaTnpoBaHnm npu hopmaTnpoBaHnm

2. B cnyyae cmeHbl PIN-kopga

ID TokeHa PesynbTar cmeHbl PIN-kogoB PIN-kog PIN-kog

B wecTtHaguaTepuyHom u fecatuyHom Buae - Admin/User/Local user pin change Failed/Passed = Ctapsiii PIN-kog | HoBbii PIN-kog

3. B cnyyae cdopmatupoBaHus Flash-namatu

ID TokeHa PesynbTar ID pasgena O6bem pasgena Bnapeney Mpasa
cdopmaTUpoBaHus pasgena poctyna

B wecTHaguaTepuyHoM 1 AecATUYHOM Volume create Passed/ ID co3paHHoro pasgena (01- O6bem pasnena B al/ull3-19 ro/rw/hi/cd

Buae Failed 08) M6

4. B cniyyae usmeHeHus atpubytos pasgenos Flash-namsatu

ID ToKkeHa PesynbTat ID pasgena HoBble npaBa [LonroBpeMeHHOCTb U3MEHEeHUs
pocTyna npaB



B wecTHaguaTepmyHom v AeCATUHHOM Volume access mode ID nameHsiemoro pasgena (01-  ro/rw/ hi/cd p/t
BuAe change Passed/ 08)
Failed

5. B cnyyae nonyyexusi tHdopmaumm o6 atpnbytax pasaenos Flash-namsitu

ID TokeHa PesynbTar ID pasgena O6bem pasgena Bnageney MpaBa
pasgena poctyna
B wecTHaguaTepuyHoM 1 AecATUYHOM Getting volume info ID nameHsiemoro pasgena (01- O6bem pasgena B al/ull3-19 ro/rw/hi/cd
Buae Passed/ 08) M6
Failed

Monb3oBaTenb MOXeT 3agaBaTh UMs Nor-goarina u ero pacnosnoxenue. Mo ymonyaHuio ain nexuT B nanke ¢ yTunuTon n HaselBaetcs rtadmin.exe.log.

Ecnu npy NoBTOPHOM 3anycke yTUNUThLI NONb30BaTeNb HE Yka3arn HOBOE UMSs nor-chaina, To cTapblii daiis AoNoNHAeTCs.

[MprmMepbl UCnosib30BaHUA
1. OtcdopmaTtpoBaTb OAMH TOKEH C NapameTpaMu Mo YMOMYaHUto (45151 TOTOYHOrO BLINONHEHUS yGpaThb donar -q)

rtadm n.exe -f -q

2. OTchopmaTtupoBaTh TOKEH, 3a4aB uMs TokeHa Rut okenlLabel , PIN-kog nonb3oBaTens 123456789 u PIN-kog agMuHmcTpaTopa 987654321,

rtadm n.exe -f -L RutokenLabel -u 123456789 -a 987654321 -q

3. OTdhopmaTmpoBaTh TOKEH C UCNONb30BaHUe KOHUrypaumnoHHoro daiina, 3agas ums TokeHa Rut okenLabel , PIN-kog nonb3oBatensi 12345678¢
n PIN-kog agMuHucTpaTopa 987654321,
Co3faem B nanke ¢ yTUIMTON KOHUIypauMoHHBIN dain ¢ uMeHeMm conf.txt co cneayowmmM copepXxumMbim:

conf.txt

rtadmn -f -L RutokenLabel -u 123456789 -a 987654321 -q

3anyckaeM yTUnuTy ¢ ykazaHHbIM UMeHeM KOHPUrypaLMoHHOro dainna B KOMaHAHOWM CTPOKe:

rtadm n. exe -n conf.txt

4. OTcbopmaTMpoBaTh TOKEH, CMEHUB NONUTUKY cMeHbl PIN-koga Tonbko nosib3oBaTenem, MakcuMarnbHoe Konnyectso nonbiTok BBoga PIN-koga
nonb3osatens 10, a PIN-koa agmuHucTpaTopa 3.

rtadmn.exe -f -p 2 -r 10 -R 3 -q

5. OTdhopmaTmpoBaTh TOKEH, 3a4aB MUHUManbHy AnvHy PIN-koga nonb3osatens 8 u cam PIN-kog 12345678, PIN-kog agMuHuctpaTopa 9 n
cam PIN-kog 987654321.

rtadmin.exe -f -m8 -u 12345678 -M 9 -a 987654321 -q

6. Pa3buTb namaTth Ha 1 pasgen co cneaylowmmu atpubyTamu: Bnagenel - Nonb3oBarerb, Npasa - AN YTeHus 1 3anucu, o6bem pasgena - Becb
(Ans PyTtokeH Flash 4I'B). PIN-kog agMmnHMCTpaTOpa ykasaH no yMosyaHuio.

rtadmn.exe -F 1 3783 u rw -q -a 87654321



7.

10.

11.

Pa3butb namsTb Ha 4 pasgena co cneaylowmmm atpubytamm:

nepBblii: BNageney - nonb3oBaTesib, Npasa - AN YTeHWs 1 3anucu, obbem pasgena - 945 MG;

BTOPOW: BNnageneL - Nonb3oBaTerb, NpaBa - TONbKO ANs YTeHusl, o6bem pasgena - 946 M6;

TpeTwit: Bnageney - nonb3oBaTtesib, Npaea - cd-rom pasgen, obbem pasgena - 946 M6;

4YeTBEpPTLIN: BNagenew - agMUHUCTpaTop, Npasa - CKPbIThIN pa3aen, ob6bem pasgena - 946 M6. PIN-koa agMyHMcTpaTopa ykasaH no yMonyaHuio.

rtadmn.exe -F 1 945 urw-F 2 946 u ro -F 3 946 u cd -F 4 946 a hi -q -a 87654321

. MiameHunTb NpaBa gocTtyna nepsoro pasgena Ha "Tonbko Ans YTeHus". Bnagensuem senseTcs nons3osatens, PIN-kog yka3aH no ymonyanmio.

rtadmn.exe -C1ro p -q -u 12345678

. MNony4yenne PIN-kopa Monb3oBaTens u ADMMHUCTpaTopa U3 CTaHA4apTHOro NoToka BBoAa, Npu hoopmMaTMpoBaHum ogHoro PyTokeHa.

rtadmn.exe -f -q -1 -u stdin -a stdin

dopmaTnposarme PIN-koga ¢ cepuinHbiM Homepom 3ca76d25.

rtadm n.exe -f -S 3ca76d25 -q

YcTtaHoBka paclumpeHHbix nonutuk PIN-kogos: PIN-koa gomkeH cogepxatb umndpy, MUHMMansHasa anuHa PIN-kopa: 8.

rtadm n.exe --set-expp PinContainsDigit true MnPinLength 8
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