INNokanbHas ayTeHTUmkauus B OC AtnaHT no PyTokeHy
cemencrea AU

MpeaBaputenbHas HacTpoWka

lMpoBepka mogenu yctporcTea

CospaHue krtoven Ha PyTokeHe

Co3sgaHue ceptudukata n umnopT ero Ha PyTokeH Yyepe3 OpenSSL 1.1.x
3aHeceHue ceptudmkata B CMCOK JOBEPEHHbBIX

Hactpowka pam_pkcs11

Hactpoiika Digest Mapping

[MpenBapuTenbHas HacTponka

Ecnu Bbl nnaHvpyeTe ncnonb3oBaTh ycTpoicTBa PyTokeH cemerictBa LM, To B XOoCT-MalmMHe Heo6xoamMmMo B HacTpoikax ponu gobaeute cnon 18.layer.
smartcards.sfs

[MpoBepka mogenun yctponctaa
MopaxntounTe PyTOKEH K KOMMbIOTEPY.

[ins onpepenexusi Ha3BaHWUA MoAenu oTKporTe TepMUHan v BBeaMTe KOMaHAay:

| susb

B pesynbTate B okHe TepmuHana otobpasuntcs HassaHue moaenu PyTokeHa:

user@atlant-40d6ba8d: /home/user $ lsusb
Device @01: ID ldéb:0002 Linux Foundation 2.0 root hub
Device 085: ID Pa89:0030 Aktiv Rutoken ECP

Device 004: ID 0eOT:0008 VMware, Inc.

Device 003: ID 0eOf:0002 VMware, Inc. Virtual USE Hub
Device 002: ID 0eOf:0003 VMware, Inc. Virtual Mouse
Device 001: ID 1ld6b:0801 Linux Foundation 1.1 root hub

Y6epuTtechb B TOM, 4To ucnosnb3yeTe: Aktiv Rutoken ECP.

CospgaHue kntoden Ha PyTokeHe

3arpyauTe 6ubnumoteky rtpkcs11ecp no cebinke https://www.rutoken.ru/support/download/pkcs/ n yctaHoBuTe ee B OC koMaHaoi:

sudo dpkg -i librtpkcsllecp-X X X X-X. x86_64. deb

Coazpavite kntoyesyto napy RSA anuHon 2048 6ut c id "45" (ero cTouT 3anOMHUTL, OH NOHAA0BUTCA NpW Co3aaHun cepTudmkara):

pkcsll-tool --nmodule /usr/lib/librtpkcsllecp.so --keypairgen --key-typersa:2048 -1 --id45

MpoBepbTe CreHepUpPOBaHHbIN KITHOY:

pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -O


https://repo.applite.ru/layers/stack/18.layer.smartcards.sfs
https://repo.applite.ru/layers/stack/18.layer.smartcards.sfs
https://www.rutoken.ru/support/download/pkcs/

CospgaHue ceptudmkaTa u UMnNopT ero Ha PyTokeH 4yepe3 OpenSSL 1.1.x

3anyctute openssl :

openssl

CdopmupyiiTe camonoanucaHHbli ceptudpnkat unm 3asiBky Ha cepTudmkar:

engi ne dynami c -pre SO _PATH:/usr/|ib/x86_64-1inux-gnu/engi nes-1.1/pkcsll.so -pre |D:pkcsll -pre LIST_ADD:1 -pre
LOAD - pre MODULE PATH: | i brtpkcsllecp. so

req -engine pkcsll -x509 -new -key 0:45 -keyform engine -out client.pem-subj "/C=RU ST=Moscow L=Moscow O=Akti v
/| QU=dev/ CN=t est user/ enmi | Addr ess=t est user @mi | . cont

CoxpaHute ceptudukat Ha PyTokeHe:

pkcsll-tool --nmodule /usr/lib/librtpkcsllecp.so -1 -y cert -w ./client.pem--id45

3aHeceHue cepTudmrkaTa B CNMCOK JOBEPEHHbIX

BaHecuTe cepTUdUKaT B CINCOK JOBEPEHHBIX CEPTUDMKATOB:

nkdir ~/.eid

chnod 0755 ~/.eid

cat client.pem>> ~/.eid/authorized_certificates
chnod 0644 ~/.eid/authorized_certificates

Hactponka pam_pkcs11

Cospaiite (Hanpumep, Ha Paboyem ctone) TekcToBbIv dainn pam_pkcs11.conf co cneayowmm cogepxvmbim:



pam pkcs1l {
nul l ok = fal se;
debug = fal se;
use_first_pass = fal se;
use_aut ht ok = fal se;
card_only = fal se;
wai t_for_card = fal se;
use_pkcsll nodul e = rutokenecp;

# Aktiv Rutoken ECP
pkcs11l_nodul e rut okenecp {
nmodul e = /usr/lib/librtpkcsllecp. so;
sl ot _num = 0;
support_thread = true;
ca_dir = /etc/pampkcsll/cacerts;
crl_dir = /etc/pampkcsll/crls;
cert_policy = signature;
use_mappers = di gest;
mapper _search_path = /usr/lib/pam pkcsll;
mapper digest {
debug = fal se;
nodul e = internal;
al gorithm = "shal";

mapfile = file:///etc/pam pkcsll/ di gest _nmappi ng;
}

MomecTuTe dann B katanor /etc/pam_pkcs11/:

cd /etc/pam pkcsll/

sudo nmv pam pkcsll. conf pam pkcsll. conf.default #
sudo nkdir cacerts crls

sudo cp /path/to/your/pam pkcsll. conf /etc/pam pkcsll/

HacTtpowuka Digest Mapping

OnpegfenuTe Nons Ballero cepTudukaTa ¢ NoMOLLbIO CNeAYIoLLEen KOMaHIbI:
sudo pkcsll_i nspect

B pesynbTate oTo6pa3unTcsa coobLyeHme:

sudo pkcsl1l_i nspect

PI'N for token:

Printing data for mapper digest:

CB: 13: CA: 34: AC: 04: CD: BF: A6: 17: 29: 2F: C8: 00: 6A: D5: 54: B8: OB: BB
CkonupyiTe CTPOYKy C onncaHuem cepTudmkata B caiin /etc/pam_pkcs11/digest_mapping B popmarTe:

< pkecsll_inspect> -> < >

Mpumep 3anonHeHus panna:



sudo cat /etc/pam pkcsll/di gest_nappi ng
CB: 13: CA: 34: AC: 04: CD: BF: A6: 17: 29: 2F: C8: 00: 6A: D5: 54: B8: 0B: BB - > user

MonpobyiiTe ayTeHTUMLMPOBATLCS:

Su <user name>

TepmuHan gormkeH 3anpocutb PIN-kog PyTokeHa:
15:05|user@atlant-40d6ba8d: f/home/user $ su user

Smartcard authentication starts

Smart card found.

[obpo noxanoeaTte Rutoken ECP <no label>!

Smart card PIN:

verifying certificate

Checking signature
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