3.1.3.2. HacTtponka Bxoga B JOMEH Mo npeabsaBeHuio TOKeHa

Paszgen cogepxut MHCTPYKLMIO NO HACTPOKKe BxoAa B AOMEH MO NpeAbsiBNeHUo TokeHa B onepaumoHHoin cucteme Windows Server 2019.

[ins HacTpoNkn HeOHX0AUM KOMMbIOTEP C YyCTaHOBIIEHHOW onepauvoHHol cuctemon Windows 2019 Server Rus v gpaitBepaMu PyTokeH, a Taioke gMCTpuby
THB aT0i OC.

OnepaunoHHas cuctema JomkHa bbiTb HacTpoeHa kak KoHTponnep AoMeHa, JomkHbl BbiTb ycTaHoBneHb CnyxObl Ceptudmkaumm, a nonb3oBaTensam
BblAaHbl cepTudukatbl Tuna MNMonb3oBaTesnb CO cMapT-KapToi 1 Bxop co cmapT-kapTon.

Bce onucaHHble AencTBUS NPOM3BOASTCS C NpaBaMu agMUHUCTPATopa CUCTEMBI.
[na npumepa ncnonb3yeTcs y4eTHasa 3anvcs Admin.

OTanbl HACTPONKN BXOAa B JOMEH MO NPeAbABEHNIO TOKEHA:

1 atan: HacTpoiika y4eTHbIX 3anuncei nonb3oBaTtens.

2 atan: Hactpovika nonuTnk 6e3onacHocTi JoMeHa.

3 atan: HacTtpoiika KnMeHTCKOIN onepaLMoHHOM CUCTEMBI.

HacTpownka y4eTHbIX 3anmcen nosis3oBaTesien

B nepsyto oyepeab HEO6XOAMMO HACTPOUTL YYEeTHbIe 3anucK nosb3osaTeneii. B atom npumepe Gyaet HacTpoeHa yyeTHas 3anuch User — nonb3osarterb
[IOMeHa, BKIIoYeHHbIe Tonbko B rpynny MonbaoBaTeny AomeHa.

[nsi HACTPOWMKM y4eTHOW 3anuncu nonb3oBaTens:

1. Otkpovite MaHenb ynpaBneHus.
2. B none noucka BBeguTte crnoeo "agMUHUCTpMpOBaHue".
3. [Ba pa3a LwenkHuTe no HassaHuio AOMUHUCTPUPOBaHMKe.

[EH agmunnctpuposanme - Manens ynpasneHua o= O X

- v A~ [EF » MaHensynpaen. » w 0 aaMWHMCTpMpoER

T:l AAMWHWCTPUPOBaHWe

0 Weckate "aguunnctpupoeadie” B LeHTpe cnpaskn v nogaep:xxn Windows

B nomeHe nop ynpaenexnnem Windows Server 2019 ectb BO3MOXHOCTb OAHUM [ENCTBMEM 3anNpeTUTb BCEM BXOAUTb B JOMEH 6e3 Hanunyms
yceg,aﬁcma PyTokeH ¢ Heobxoanmbim cepTudmkaTom (nonb3oBaTenb ¢ y4eTHol 3anvceio Administrator Tawke He cMoxeT BOWTM B JOMeH 6e3
Hanuuus yctporcTa PyTokeH). Laru 2-5 aHHON MHCTPYKLUMU HEOBXO0AMMO BbIMOSIHUTL TOSIBKO B TOM Criydae, ecnu B JomeHe byayT
nosb30BaTeNM He TONbKO C YCTPoCTBamu PyTOKeH, HO U UCNOSb3ytoLLye anbTepHaTUBHbIE CMocobbl ayTeHTUdMKaLMK (naponu,
6uomeTpuyeckune faHHble U T. 4.). Mpu atom waru 9-10 Hago nponycTUTb.



4. [1Ba pas3a wenkHute no HaseaHuto [onb3oBarTeny U koMnbioTepbl Active Directory.
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. B neBoW yacTu okHa OCHacCTKM LWeNnkKHUTE No Ha3BaHuo nanku Users.

. LLlenkHMTE NpaBoW KHOMKOW MbILLW MO UMEHM NOMb30BaTENs, KOTOPOMY ByAeT pa3peLLeHo BXOAUTb B JOMEH TONMBbKO MPU Hann4um ycTporncTea

MepemMeLLaeT BoIAENEHHBIR 0GBEKT B ApYroe NoApasjencHue.
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7. B okHe CBOWCTB nomnb3oBaTens nepenanTte Ha Bknaaky YYeTHas 3anuchb.




8. B cekuuu NapameTpbl y4eTHO 3anucy yctaHoBuTe conaxok [ns MHTepakTMBHOIO BXOAA B CeTb HyXHa cMapT-kapTa. Haxmute OK.

Ceclictea: User] User ? ol
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(] OmeniounTs yueTHYIo 3anvch
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Cpok pefcTBMA y4ETHOM 3amMcK

(@) Hwrkorga

() Mctexaer: 1 mapra 2015r.

2 Ok Cimaena MNpyMeHUTE Cnpaeka

9. 3akpoi okHo Active Directory - nonbsoeatenu 1 KOMMbIOTEPbI.

10. AHanorvyHbiM 06pa3omM HacTponTe Apyrue yyeTHble 3anncu B JoMeHe. [Ina Takmx nonb3oBaTenen BXoa B AOMeH 6yaeT A0CTyNeH TONbKo npu
Hanmuum yctpoiicTea PyTokeH ¢ cepTUdMKaTOM, BblAaHHBIM aAMUHUCTPATOPOM AOMEHa.

HacTtpownka nonmtuk 6e3onacHOCT JOMEHa

[Ins HaCcTPONKM NONUTUK Ge3onacHOCTH:

1. OrtkponTe MaHenb ynpaBneHus.
2. [1Ba pasa LenkHUTe No Ha3BaHWIO NyHkTa ABMUHUCTPUPOBaHME.



3. [Ba pasa LenkHUTe Mo Ha3BaHWIo OCHACTKV YnpassieHWe rpynnoBoi NosIMTUKON.
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4. B okHe YnpaBreHue rpynnoBon NOSIMTUKON psifioM ¢ Ha3BaHuem kateropun O6beKTh rpynnoBoi NOMUTUKU LLENKHUTE MO CTPENOYKE.
5. LenkHWTe NpaBoW KHOMKON MbILIM NO Ha3BaHWo 06bekTa rpynnosoi nonutuku Default Domain Policy 1 BbiGepuTe nyHKT N3aMeHUTb...
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LWary 4-5 Heo6xoauMO BbINOMHATL TONBKO B TOM cny4yae, ecnum BceM nosnb3oBaTenam 6y,u,eT 3anpeLleH Bxoq B AOMeH 6e3 yCTpOﬂCTBa PyTOKeH Cc
H Oo4QNMbIM CepTI/ICbI/IKaTOM.
6. B okHe Pepakrop ynpaBneHusi rpynroBbIMU MOMIMTUKAMKU PSAOM C HasBaHueM nyHkTa KoHdurypauusa Windows LuenkHuTe no ctpenouyke.
7. Papom c HasBaHueM NyHKTa I'Iapameprl GesonacHocTH LLEeNKHUTE NO CTpenoYke.
8. Papom c HasBaHuem NyHKTa JokanbHble NONUTUKK LLENTKHUTE NO CTPEesioYyKe.
9. UlenkHnTe no Ha3BaHuio nyHkTa MapameTpbl 6esonacHoCTy.
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1.

LLlenkHnTe ABa pa3a No Ha3BaHWIO NONUTUKN MHTepaKTUBHLIN BXoA, B cuctemy: Tpebosate Windows Hello ans 6usHeca unu cmapT- kapty.

“| MonuTop Bpanamayspa aLutHiKa |
“ Monumuin gucneriepa cnucka ceteit
2 Monvmukn Gecnposoarioi cem (IEEE ¢

7| MoauTikn 0TKPBITOrD KAKOUE
| Nenvmiin orpariiueHiero eneasse
“ Monumikm ynpaseHa npunoxeHmAr
&, Noavmim IP-Besonacroctn va "Coya
| Kondurypauma paclumpertoii nonut
Wi QoS ra ocnose noanTan
% AAMUHHCTPATHEHEIE LUABNOHBI NENYYEHBI O

“ Hacrpoiiia
~ 1% Kendurypauu nonsscearens

“ MonuTucu

* Hecrpoiika
< >

| KoHcons Boce ] EL

/IHTEPaKTVBHEIIA BXOA 8 CHCTEMY: NIOPOFDBOE HICAC HEYATHHBIX MONBITOK BX0A3
VIHTEPaKTMBHBIIA BXOA 8 CHCTEMY: NPEAEN NPOCTOA KOMMSIOTEPa

X0/ B CACTEMY: TEKCT COOBLUEHNA ANA NO/B30EATENE]

EX0/E B CHCTEM:

3HECE MNW CMaPT-K3)

| VikTepaKTuBHbii BX08 8 CMCTeMy: TPEBOSATE NPOBEPKY Ha KOHTPOANEPE AOMEH ATA OTMEHE! BAOKIPOBKH KO...
| Knnen cern Microsoft: ucnonssosats undposyro nognuce (sceras)

| Knnent cern Microsoft: ucnonssosats undposyo nogTics (c cornacun cepeepa)

| Knnent cern Microsoft: oTnpasnaTs HesaLuudposanHbiii napons cTopoHum SMB-cepsepam

Kl BXOf, AAMUHHCTPATOPa

Komcons Boce AMCKET 1 AOCTYN KO BCEM AMCKaM U NaMKaka

KoHTPoAncp AGMEra: SaMPETHTE SMEHERHE NaPGAA YHETHEX 3aNHCER KOMNEOTEPa

ponnep gomena: pasp paTOPan CepREPa 32438aTE BLINGAHEHHE 3343HWH N0 PacnNCaHIio

ponnep gomena: Tp bposoii noanucn ans LDAP-cepaepa

KoHTpens yHeTHLIX 2annceii: BnpTvannsauna cboee 3anucy & daiin niM DEECTD Ha OCHOBAHNM DACNONOKEHHI...

= PeaakTop ynpasnenua rpynnosemam noanTMkakN - 3
©ain  flsiicrsne  Bua  Crpaska
e nmXE= H
v & Kormrypauna komnsioTepa Monwmaka Mapana
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orburypauns nporpau
 Kendurypawun nporp | DCOM: Orpamuuenun komnstoTepa Ha sanyck s cusTakcuce SDDL (Security Descriptor Definition Language] ~ He onp
~ [ Kowurypauns Windows
i | AYAMT 3y AHT A6CTyNS FABBANBHBIX CHETEHBIX DBBEKTOS He onp
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B) Cusriapis Ganycafsasepuzsne) AN a3y AHT METIONESOE3HIA MBHBINENMN Ha 3PXMBBLIK 1 5OCCTSHOBEHME He onp

0 Possepryore npuvepet AYAMT, HEMEANEHHOE DTKAIDMEHNE CHETEMBL, £C/IM HEBDIMORHO BHECTH B KyPHAN 38nNck o6 syauTe Besonac. Heenp

+ 2 Mapemerps Gesonacoc AYAMT: MPHHYAHTENEHE NEPEONPEAEIACT NAPaNETpE! KATEFOPHI NSATKN 3yANTa N3pAMETRaMN NoakaTerop... He onp

[ T — Jecryn k cer: Paspewunts Tpancasumio anoHmrere SID & us Orenven

v 3 Nokansssie nommma 3anepuerme paboTer: uNcTka aiina NOAKIHKN BHPTYaNEHON NaMATH He onp

3 Nommaxa ayaua 3anepuerie paBoTer: PA3PELLITE JABEPLUIEHHE PaBOTEI CHCTEMEI BES BLINDHENNA BX0A3 8 CHCTEMy He onp

f Hasnauenue npas nonesosatens | WHTepairueHeiii Bx04 B CUCTEMY: MOBEAEHUE NPM UIBAEUEHNM CMBPT-KapTE! He onp

5 Mapamerpel GesonacocTn | VirrepakTiisriiii 5X04 5 CHeTeMy: S3r0NDBOK COOBLLEHIA A7 NONBSOSSTENEH NP BX0AS B CHCTERY He onp

3 Kypran codermmi | VINTEpaKTHEHBII BX0] B CHETEMY: KOAMYECTSO NMpEASUYLL TOAKTIUEHUI K K3LLY (8 CAydae OTCyTeTBNA A0cT..  He onp

A TPyNNEI € orpaHMYEHHEIM J0CTyNOM | VINTEpaKTHEHBIT BX0/ B CHCTEMY: HAMOLNHATE MDASICESTENAN 05 HCTEUEHHM CpOKa ASHCTSNA Napona sspaHee  He onp

7 Cueremmbie kBl | VINTEpaKTHEHBIT B0/ B CUCTEMY: HE OTOBPAKATE MMA NONSSOE3TENA TpH BXOAE & CHCTEMY He onp

& Pescrp VIHTEPaKTUEHBII EXOA B CUCTEMY: HE OTOBPAKATE YUETHBIE ATHHBIE NOCNEAHEND NOAB3OEATENA He onp

Dsiinossn cuctema VIKTepSKTNEHBI EXSA B CHETeMY: He TpeBosaTs akaThA CTRL+ALTDEL He onp

Mosumuxm nposoaroi ceru (IEEE 302. /IHTEPaKTNBHEI X0 B CHCTEMY: OTOBPEXaT CEEASHNA O NONEIOBITENE, ECAH CEaHE 33BAOKNPOBaH. He onp

YcraHosuTe cnaxok OnpeaenuTb cneayiowmni napaMmeTp NONUTUKK.
12. YcrtaHoBuTe nepeknovaTernb B nonoxeHne BkrioyeH.




13. Haxmute OK.

=
x

CeoicTea: VIHTepakTMBHEIR BXOg B ccTeMy: TpeboBaTE C...

[MapameTp NONWTMEK GE30NACHOCT R LACHEHME

ng MHTepak WBHEIR Bx00 B cCTEMY: TpEG0EETE CMapTHAPTY

—

Onpensnnte cneayowMid NapaMeTp NOMMTARA

(@) Brniouen
() Omeniouen

QK Oraena MNpumeHuTs

14. B okHe PepakTop ynpaBneHus rpynnoBbiMU rnonutukamu psaom c nyHktom KoHdurypaummn Windows LwenkHute no crpenoydke.
15. Psipom ¢ HasBaHveM noanyHkTa MNapameTpbl 6€30MacHOCTH LLENKHUTE MO CTPEroYKe.

16. Psgom c HasBaHveM JlokanbHble NOMIUTUKK LLENKHUTE MO CTPEroyKe.

17. LenkHuTe no HasBaHWto noanyHkTa MNMapaMeTpbl 6e3onacHoCTU.



18. LlenkHnTe npaBoW KHOMKON MbILLIW MO Ha3BaHWIO NOMUTUKN VMIHT@PAKTUBHbBIV BXO, B CUCTEMY: NOBEAEHUE NPU U3BIIEYEHUU CMapT-KapTbl 1
Bbl6epute nyHKT CBONCTBA.

\=/ PegakTop ynpaeneHwa rpynnoBeIMUM NOANTUKEMM = ] X
®aiin  [Jeiictene  Bug  Cnpaeka
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| AyawT: ayauT gocTyna rnoBansHe CHCTEMHBX 06 bEKTOE He or
i _.A}"AMT: ayANT MCNONL30BAHNA NPUBWAETMW HA 3PXMBALMID U ... Heeor
15) AymuT: HEMELNEHHOE OTKMIOYEHWE CUCTEMBI, ECTN HEBD3MOD... Heor
“s) AyanT: NpUHYAUTENBHE NEPEONPEAENAET NapaMeTpel kater.. Heor
2y Aectyn k cemi: PasperunTs Tpancnaunie adoHumuero SID e ... Otk

@ Monumuka ayauta

i3 Hasnaderme npas nonesosatens

i Mapamerpe GesonacHocTn s) VIHTEpaKTHEHBIA BX04 8 CWC
j Kypuan coBeimuii s MIHTepakTueHEI Bxo4 B cuCT

3asepienne paboTel: paspelunTs 3aBepLueHne paboTel cuc., Heor

WMrTepakTueHe

Cnpaeka
2 Tpynnbl € OrpaHUHEHHBIM A0CTYMOM 12) VIHTEPEKTHEHBIA BXOA B CMCTomy: nunwmminu e nususuudTe.,., Heor
4 Cuctemele cysxBel a| MIHTEpaKTUBHEIA BX0A B CUCTEMY: HE oToBpakate nocnegHe.. Heor
4 Peectp o] VIHTEpPEKTHBHBIA BX0/ B CUCTEMY: HE TpeBoBaTe HaxaTuA CT.. Heor
4 Maiincsan cucTema | MinTepakTneHbiii Bxog & cucTeny: oToBpakate ceegenua o n.. Heor

[ MonuTtukn npoeogHoil cetw (IEEE 802.3)
_| BpaHgmaysp Windows B pesUME NOBbILLIE
| MonuTvkw AncneTyepa cnncka ceTeit

g:_,.gf Monwtukw GecnposoaHoi cetw (IEEE 802,11
| TonuTHEK OTKPBITOTD K043

| MonuTuky orpaHnueHHOro MENons30EaHNs ¥ 24
< > £ >

s VIHTEpAKTHEHBINA BX0Z 8 CHCTEMY: NOPOrOBOE YMCAO HEygaq.. Heor
] _HHTEFIEKTMEHblﬁ BXOA B CUCTEMY: NPEAEN NPOCTOA KOMMbHIT... Heor
g MIHTEpEKTMEHBINA BX0A B CUCTEMY: TEKCT cooBlleHna ana no..  Heor

WMHTepakTHEHEINR BX04 B cMcTeMy: TpeboBaTE MPOBEPKN Ha K. Heor

12| IHTEpaKTnBHBIA Bxoa 8 cucTemy: TpeBoBate cmapT-kapTy Brnro

Beigog cnpaeku gna seiBpanHoro obvexTa.

19. YcraHosute crnaxok Onpegenutb cneayiowmii napaMeTp NONUTUKK.
20. W3 packpblBatoLLerocsi cnncka Bbibepute noseaeHue knmeHtckon OC npu oTcoeamHeHUn yCTpoicTBa PYyTOKEH B NpoLiecce OTKPLITOro
nonb3oBaTenbCKOro ceaHca. B naHHom npumepe BbiGpaHo noBeaeHne OC — BriokupoBka paboyeii craHuuu.



21. Haxmute OK.

CeocTea: MIHTEpaKTMEHEIA BXO4 B CUCTEMY: MOBELEHME M... ?
[MapameTp nonMTMKK GesonacHoCT™ D LACHEHME
=m MHTEpaKTMEHLIN BXOA B CMCTEMY: MOBEOEHWE MDW WSENEYEHMM
: é CMEpTHapTE
CnpegeniTe CReayouil NapamMeTp NomMTAKIA
Bnowupoera pabioyei cTaHLm e
oK CmmeHa MpmeHrTE

22. 3akpoliTe okHO Pepgakrop ynpaBneHus rpynrnoBbIMU NOMUTUKaAMMU.
23. 3akpoliTe lMNaHenb ynpaBnexus.

Hactpoika 6yaeT 4ocTynHa TOnNbKo nocne nepesarpysku kKomnbtoTepa. HacTpoiika cepBepHoOi onepawuoHHONM CUCTEMbI Mocne 3Toro 6yaeT 3aBepLueHa.

HacTtponka KnneHTCckon onepauymoOHHON CUCTEMBI

KoMnbloTepbl ¢ yCTaHOBNEHHbLIMU KIMEHTCKMMU onepauunoHHbiMu cuctemamu Windows 10/8.1/8/7/Vista/XP/2000 Heobxoavmo BBECTV B JOMEH U

YCTaHOBWTL Ha HUX ApaiiBepbl PyTokeH.

Pepakummn ocC AOMKHbI BKIKOYaTb BO3MOXHOCTb NpUcoeanHeHUA K JOMEHY.

Ecnu KnneHTCKk1e KoMMbioTepbl Obiny 3arpyeHbl BO BPeMs HaCTPOiikM cepBepa, TO HEOBXOAUMO UX Nepe3arpysuTb.

Tenepb nonb3oBaTenu, KOTOpPbIM BblaaH cepTudmkat Tuna MNMonb3oBaTtenb co cMapT-kapToi unu Bxoa co cmMapT-KapToi, CMOryT BXOAUTb B JOMEH TONbKO

Npuv NOAKIMKOYEHUN K KOMMNbHOTEPY yCTpOVICTBa PyTOKeH C 3TUM CepTI/ICbVIKaTOM.

Mpwu nsBneyeHun yctpoicTBa PyTokeH B NpoLiecce OTKPbITOrO Nofb30BaTenbCkoro ceaHca, knneHtckass OC 6yaeT aBTomaTtnyeckn 3abnokvposaHa (B OC
Windows 10/8.1/8/7/Vista ons 6nokvpoBku paboyero ctona npu OTKIYEHUM yCTpoicTBa PyTOKeH HEOGXOAMMO YCTAHOBUTL aBTOMATUYECKMIA 3anycK

cnyx6bl MonuTuka yaanenus cmapt-kapt/Smart Card Removal Policy).
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