3.1.4.2. HacTtponka Bxoga B JOMEH Mo npeabsaABeHUio TOKeHa

Pasgen cogepxut MHCTPYKLMIO NO HACTPOKKe BXoAa B AOMEH MO NpeAbsiBNEeHUo TokeHa B onepaumoHHoin cucteme Windows Server 2022.
[Ins HacTponkn HeobxoauMbI:

® KOMMbIOTEP C YCTAHOBMNEHHON onepaumnoHHol cuctemort Windows 2022 Server Rus;
® ycraHoBneHHble [parBepbl PyTokeH;
® auctpubytus OC.

Heobxoaumblie ycnoBusi:

® onepauuoHHas cuctema HacTpoeHa kak KoHTponnep nomeHa;
® yctaHoBneHbl Cnyx6bl CepTudukaumu;
® nonb3oBaTensaM BbiAaHbl cepTudukaTel Tuna Mosnb3oBaTtenbs co cMapT-kapToi unv Bxoa co cMapT-kKapToi.

Bce onucaHHble AeicTBYS NPOU3BOASTCS C NpaBaMu adMUHUCTPaTopa CUCTEMbI.

[ns npumepa ncnonb3yeTtcs yyeTHasi 3anucb Admin.

Ecnu Heo6xoaMMO HacTpoWTb YYETHYIO 3aNKUCh At KOHKPETHOIO NONb30BATENSs!, TO BLINOMHUTE NPOLeAypY, ONUCaHHY0 B pasaerne.
Ecnu HeobxoaMmo BbINOMHWUTL HACTPOWVKY ANs FPYNMbl Nosib3oBaTeNem, TO BbINOMHUTE NPOLEAYPY, ONNCaHHYI0 B pasaerne.

[na HacTpowikn knueHTckon OC, BbINONHUTE NpoLeaypy, ONUCAHHYIO B pasaene.

HacTtpowka y4eTHOU 3anmcu nonb3oBartens

B nepByto o4vepenb H606XO,E1I/IMO HaCTPOUTb Yy4E€THblE 3annucu nonb3oBaTenen.

B aTom npumepe ByaeT HacTpoeHa ydeTHas 3anuch User — nonb3osaTterb 4OMEHa, KOTOPbIN BKIKOYEH Tonbko B rpynny Monb3oBaTteny AoMeHa.

[Ins HACTPOWMKM y4eTHOW 3anuncu nonb3oBaTens:

1. Ortkpoiite MNaHenb ynpaeneHus.
2. B none nowvcka BBeauTe "agMMHUCTPUpOBaHME".
3. [Ba pa3a wenkHute no pasaeny AAMUHUCTPUPOBAHME.
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o WMckaTe "agMUHNCTPHpOEAHME" B LIEHTPE cNpaBkn W noggepxkn Windows
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4. [1Ba pasa wenkHuTe lNonb3oBaTtenu u komnbioTepbl Active Directory.
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. B neBo# Yyactu okHa ocHacTku LwenkHute no nanke Users.

. LWenkHnTe npaBoii KHOMKOM MbILLK MO MMEHW MOJIb30BATENSs!, KOTOPOMY Oy/eT pa3pelleHo BXOAWUTb B AOMEH TOSIbKO MPW HamM4um yCTporucTaa

MepemMeLLaeT BoIAENEHHBIR 0GBEKT B ApYroe NoApasjencHue.

PyTokeH, n Bbibepute nyHkT CBONCTBA.
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7. B okHe CBOWCTB nonb3oBaTens nepenanTte Ha Bknaaky YYeTHas 3anuchb.




8. B cekuuu NapameTpbl y4eTHO 3anucy yctaHoBuTe chnaxok [ns MHTePaKTMBHOIO BXOAA B CeTb HyXHa cMapT-kapTa. HaxmuTe OK.
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9. 3akponTte okHo Active Directory - nonb3oBaTeny u KOMMNbIOTEPbI.

HaCTpOVIKa nonnTUK 6e3onacHoOCTN AoMeHa

LWary 4-5 npoueaypbl HEO6XOAMMO BbIMOMHSATL TOMBKO B TOM Clyvae, ecnv Bcem nosnb3oBatensim 6yAeT 3anpeLleH Bxoa B AoMeH 6e3 ycTpoiicTea
P eH C HeOBXOAUMbIM CEPTUDUKATOM.

[nsi HACTPONKM NONUTUK Be3onacHOCTH:

1. Otkponte NaHenb ynpaBneHus.
2. [1Ba pasa LienkHuTe no pasgeny AAMUHUCTPUPOBAHME.



3. [Ba pa3a LenkHuTe no ocHacTke YnpasreHue rpynnoBov NOSMUTUKON.
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. B okHe YnpaBneHue rpynnoBoi NOAMUTUKON HaxxMmuTe Ha kaTteropuio O6beKTbl FpynnoBoi NONUTUKM.
. WenkHuTe npaBolt KHOMKOWM MbILLW MO Ha3BaHWo obbekTa rpynnoson nonutuku Default Domain Policy 1 BbiGepute nyHKT N3MeHUTD...
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B okHe PepakTop ynpaBneHus rpynnoBbIMU MONMTUKaMU HaXMUTE Ha
Haxmute Ha nyHkT MapameTpbl 6e3onacHoCTy.

HaxmuTte Ha nyHKT JlokanbHble NOMUTUKK.

HaxmuTte Ha nyHKT MapameTpbl 6e3onacHoCTu.

nyHkT KoHdurypaums Windows.




10. WenkHuTe ABa pa3a no nonuTtuke MHTEpaKTMBHLIN BXxog B cuctemy: Tpebosate Windows Hello ans 6usHeca unu cMapT- kapry.
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11. YcrtaHoBuTe dnaxok OnpeaenuTs crieayloLLuii napaMeTp MONUTUKK.
12. YcTaHoBUTE nepekntoyatens B NONOXeHUN BKrioyeH.
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. Haxmute OK.
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. B okHe PepakTop ynpaeneHusi rpynroBbIMU NMONMUTUKaMU HaxmuTe Ha nyHKT KoHdurypaumm Windows.

. Haxmute Ha nognyHkT MapameTpbl 6e3onacHocTw.
. HaxwmuTte Ha nyHKT JlokanbHbIe NONUTUKM.
. WenkHute no noanyHkTy MapameTpbl 6eaonacHoOCTy.




18. LllenkHuTe NpaBoi KHOMKOW MbILLK NO nonuTuke MHTepaKTMBHbIA BXOQ B CUCTEMY: NOBeJEeHUe Npu U3Brie4eHUn CMapT-kapThbl U BbiGepuTe nyHKT C
BOWCTBA.
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s VIHTEpAKTHEHBINA BX0Z 8 CHCTEMY: NOPOrOBOE YMCAO HEygaq.. Heor
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12| IHTEpaKTnBHBIA Bxoa 8 cucTemy: TpeBoBate cmapT-kapTy Brnro

Beigog cnpaeku gna seiBpanHoro obvexTa.

19. YcraHosute crnaxok Onpegenutb cneayiowmii napaMeTp NONUTUKK.
20. W3 packpblBatoLLerocsi cnncka Bbibepute noseaeHue knmeHtckon OC npu oTcoeamHeHUn yCTpoicTBa PYyTOKEH B NpoLiecce OTKPLITOro
nonb3oBaTenbCKOro ceaHca. B naHHom npumepe BbiGpaHo noBeaeHne OC — BriokupoBka paboyeii craHuuu.



21. Haxmute OK.

CeocTea: MIHTEpaKTMEHEIA BXO4 B CUCTEMY: MOBELEHME M... ?
[MapameTp nonMTMKK GesonacHoCT™ D LACHEHME
=m MHTEpaKTMEHLIN BXOA B CMCTEMY: MOBEOEHWE MDW WSENEYEHMM
: é CMEpTHapTE
CnpegeniTe CReayouil NapamMeTp NomMTAKIA
Bnowupoera pabioyei cTaHLm e
oK CmmeHa MpmeHrTE

22. 3akpoliTe okHO Pepgakrop ynpaBneHus rpynrnoBbIMU NOMUTUKaAMMU.
23. 3akpoiiTe MaHenb ynpaBneHus.
24. MepesarpysnTte KOMMbIOTEP.

HacTtponka KnneHTCckon onepauymoOHHON CUCTEMBI

KoMnbloTepbl ¢ yCTaHOBNEHHBLIMU KNMEHTCKUMK onepauuoHHbiMu cuctemamm Windows 11/10/8.1/8/7/Vista/XP/2000 Heo6xoaMmo BBECTU B JOMEH U

YCTaHOBWTL Ha HUX ApaiiBepbl PyTokeH.

Pepakummn ocC AOMXKHbI BKIKOYaTb BO3MOXHOCTb NpUcoeanHeHUaA K JOMEHY.

Ecnu KnneHTCKk1e KoMMbioTepbl Obinu 3arpyeHbl BO BPeMs HaCTPOiikM cepBepa, TO HEOBXOAUMO UX Nepe3arpysuTb.

Tenepb nonb3oBaTenu, KOTOpbIM BblAaH cepTudmkat Tuna MNMonb3oBaTtenb co cMapT-kapToi unu Bxoa co cmMapT-kapToi, CMOryT BXOAUTb B JOMEH TONbKO

Npuv NOAKIMKOYEHUN K KOMMNbHOTEPY yCTpOVICTBa PyTOKeH C 3TUM CepTI/ICbVIKaTOM.

Mpwu nsBneyeHun yctpoicTBa PyTokeH B NpoLiecce OTKPbITOrO Nofb30BaTenbCkoro ceaHca, knneHtckass OC 6yaeT aBTomaTtnyeckn 3abnokvposaHa (B OC
Windows 11/10/8.1/8/7/Vista ansi 6nokMpoBkM paboyero ctona npu oTkMYeHUN ycTpoiicTea PyTokeH HEOGXOAUMO YCTaHOBUTL aBTOMATUYECKMIA 3amyck

cnyx6bl MonuTuka yaanenus cmapt-kapt/Smart Card Removal Policy).



	3.1.4.2. Настройка входа в домен по предъявлению токена

