Hactponka 29A Ha PE[] OC 7.3 B nomeHe Windows ¢
nomoLubio PytokeH OLIM

OnucaHune cteHaa

CepBep:
OC: Windows server 2019
JomeHHoe nwvs: server.astradomain.ad

ip: 10.0.2.15

KnueHT:

OC: PEA OC

HacTpouka cepBepa

YcraHoBka cepsuca Active Directory

aneDﬁXO,D,VIMOCTVI M3MeHuUTe nmMsa cepepa. ATo Heo6xoAMMO caenath 40 BbINONIHEHUS ero HaCTPOWKN.

Nms cepBepa MOXHO 3afaTh B OKHE MEHeKepa cepsepa:

@ v Server Manager * Local Server

@ PROPERTIES

Ige Dashboard . For server

i Local Server

- Computer name server

.. All Servers Wo rk£||'|3.|_|r_'; WORKGROUP

i ADDs

g8 DNS

ii File and Storage Services [ Windows Defender Firewa Private: On
Remote management Enabled
Remaote Desktop Disabled
MIC Teaming Disabled
Ethernet IPvd address assigned by DHCP, IPvE enabled

Mpoueaypa ycTaHOBKM COCTOMT U3 CreaytoLLMX LIaroB:

1. Oob6aBneHne cepBuCOB.

2. Hactporika gomeHa.

3. [lo6aBneHue HOBbIX Nonb3oBaTenen.

4. YcrtaHoBKa LeHTpa cepTudmkaumn Active Directory.

War 1. Jo6aBneHne Heo6xoaMMbIX CEpBUCOB
[o6aBbTe Ha cepaep cepauckl Active Dirrectory n DNS:

1. OTkpoinTe okHO Ans no6aBneHus ponen B MeHeQkepe cepeepa:



Manage Tools

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

Hide

2. B okHe ans BbiGopa cepsucoB ycTaHoBuTe ranoykun Active Directory Domain Services n DNS Server:



Fﬂ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type Roles

SRS s [] Active Directory Certificate Services
Active Directory Domain Services
[] Active Directory Federation Services
[ Active Directory Lightweight Directory Services
AD DS [ Active Directory Rights Management Services
[] Device Health Attestation
[] DHCP Server
Confirmation
[] Fax Server
[ [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[] Hyper-v
[] Metwork Policy and Access Services
[] erint and Document Services
[] Remote Access
[] Remote Desktop Services
[] valume Activation Services
[] web Server (115}
[] Windows Deployment Services
[ Windows Server Update Services

DME Server

Select one or more roles to install on the selected server.

- O X

DESTIMATIOM SERVER
WIM-147DOSTWOE]

Description

Domain Mame System (DNS) Server
provides name resolution for TCR/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DMS Server and Active Directory
Domain Services to work together.

< Previous | | Mext »

Install Cancel

3. HaxxmunTe Next.

4. Bo Bcex ocTanbHbIX NyHKTax 4aéM cornacue Ha yCTaHOBKY.

LLar 2. Hactporika noMeHa

Mocne 3aBepLUEHNs1 yCTAHOBKM CEPBICOB BaM HaZ0 NEePENTU K HAaCTPOVKE AOMeHa:

1. OTkpoKTe MeHIo yBegoMmeHun n BibepuTte nyHKT "Promote this server to a domain controller":




- I.,t:::} I I'A Manage Tools View H

| Post-deployment Configura... |

Configuration required for Active Directory Domain
Services at WIN-147DOSTVOET

Promote this server to @ domain controller

0 Feature remaoval
1
Removal succeeded on WIN-147D0S5TVAET

Remove Roles and Features

o Feature installation
]
Configuration required. Installation succeeded on
WIN-147DOSTVIET.

Add Roles and Features Hide

Task Details

2. Ha sknaake Deployment Configuration BeiGepvte onumio Ans cosgaHusi HOBOro AOMEHa U yKaxuTe ero HassaHue:



&= Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration

Select the deployment operation
Domain Controller Options

Additional Cptions

) Add a domain controller to an existing domain

] Add a new domain to an existing forest

Paths ® Add a new forest

Review Cptions _ o i _ _
Specify the domain information for this operation
Prereguisitas Cheack

— O >

TARGET SERVER
server

Root domain name: astradcumain.ad

More about deployment configurations

< Previous Mext =

Install Cancel

3. BeeaunTe naponb cbpoca:




fe Active Directory Domain Services Configuration Wizard — a *

TARGET SERVER
Server

Domain Controller Options

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options

- . Forest functional level: Windows Server 20168 ~
DM5 Options
Additional Cptions Domain functional level: Windows Server 2016 -
Faths

Specify domain contreller capabilities

i +| Domain Name System (DNS) server

Prerequisites Check | Global Catalog (GC)
Read only demain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password
Password: sessnnee

Confirm password: TTITTTY

Meore about demain controller options

< Previous | | Mext » Install Cancel

4. Ha Bknagke DNC Options Huuero He meHsinTe, T.k. cepBep cam senseTca DNS cepsepom:




& Active Directory Domain Services Configuration Wizard — O >

DNS Optiong TARGET SERVER

SErver

| i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare *

Deployment Configuration _ ) _

i - Specify DNS delegation options
Domain Controller Options
Create DNS delegation

DNS Options

Additional Cptions
Paths
Review Options

Frereguisites Check

More about DNS delegation

< Previous | | Mext » Install

5. Ha cnepytowmnx Tpéx BKnagkax Takxke ocTaBbTe BCE Kak ecTb!




[ Active Directory Domain Services Cenfiguration Wizard

Additional Options

Deployment Configuration

— O >

TARGET SERVER
server

Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Cptions

DNS Options The MetBIOS domain name:

Additional Options
Paths

Review Cptions

Frerequisites Check

More about additional epticns

ASTRADOMAIN

< Previous | | Mext = Install Cancel




[ Active Directory Domain Services Configuration Wizard

Paths

Deployment Configuration

Specify the location of the AD DS database, log files, and SYSVOL

Diomiain Controller Options

~ ) Database folder: CAWindows\NTDS
DNS Opfions
Additional Options Log files folder: CAWindows\NTDS
SYSVOL folder: CAWindows\SYSVOL
Review Options
Prerequisites Check
More about Active Directory paths
< Previous | | Mext >

a >

TARGET SERVER
server

FIEIE]




fe Active Directory Domain Services Configuration Wizard

— O >
. . TARGET SERVER
Review Options e
Deployment Configuration Review your selections:
Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest. G
DNS Options The new domain name is "astradomain.ad”, This is also the name of the new forest.

Additional Options
Paths

Review Options Forest Functional Level: Windows Server 2016

The NetBIOS name of the domain: ASTRADOMAIN

Frerequisites Chack

Domain Functional Level: Windows Server 2016
Additional Opticns:

Global catalog: Yes

DMNS Server: Yes

Create DMS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

< Previous | | MNext > Install Cancel

6. Mepepn 3anyckom npouecca yCTaHOBKN 03HAaKOMbTECH C yBeAoMMNeHnsAMM 06 owwmnbkax. Ecnm Heobxoanmo, ycTpaHuTe BO3HMKLLIME NpobnemMbl.
B Halem cnyyae yBeJOMNEHUSI HE SABMSOTCS KPUTUYHBIMU:



iz Active Directory Domain Services Configuration Wizard — | x

I 1 c TARGET SERVER
i Prerequisites Check R
| & Al prerequisite checks passed successfully, Click ‘Install’ to begin installation. Show more x

Deployment Configuration . i . ) L :
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options|  computer

DMS Options Rerun prerequisites check
Additional Cptions
Baths @ View results
adapter, both IPv4 and 1Py static IP addresses should be assigned to both IPvd and
IPvE Properties of the physical network adapter. Such static IP address{es) assignment
Prerequisites Cheack should be done to all the physical network adapters for reliable Domain Mame System
(DMNS) operation.

1. Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DMNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DINS server in the parent zone to ensure reliable name resolution from outside the
domain "astradomain.ad". Otherwise, no action is required.

o Prerequisites Check Completed

a All prerequisite checks passed successfully. Click ‘Install' to begin installaticn.

Review Cplions

1 If you click Install, the server automatically reboots at the end of the promeotion operation.

More about prerequisites

< Previous Mext = Install | | Cancel

Mocne ycraHoskw Active Directory cepsep nepesarpyautcs. Ecnu HacTpoiika npoLura ycrneLuHo, To Ha akpaHe 0ToGpasnuTCcs OKHO A BXOAA B akkayHT
ZOMEHHOrO Mosb3oBaTens.



ASTRADOMAIN\Administrator
K

Switch user

LWar 3. Jo6aBneHue HOBLIX Nosib3oBaTernen
Y106kl 106aBUTL HOBbIX NOrb3oBaTenen:

1. OTKponTe yTMnUTy ynpaBneHus nosib3oBaTensiMmn 1 KOMMnbloTepamy JOMeHa:



- {,ﬁ.":} | r Manage  Tools

S

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers
ADSI Edit

Component Services
Computer Management
Defragment and Cptimize Drives
Disk Cleanup

DS

Event Viewer

Group Policy Management
iSC5l Inihiator

Local Security Policy
Microsoft Azure Services
QDBC Data Sources (32-bit)
QODBC Data Sources (64-bit)

Perfarmance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Security
Windows Memaory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

44 AM

2. Ins ynobcTBa co3pavite oTaenbHyto avpektoputo Domain Users, B koTopoli byaeTte co3gaBaTb JOMEHHbIX Nofib3oBaTenei:



: Active Directory Users and Computers

File Action View Help

o 2F 0Bk HE P auTE%

: Active Directory Users and Com
| Saved Cueries

~ 33 astradomain.ad
| Builtin
| Computers
3| Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

Mame Type Description

[ Builtin builtinDomain

] Computers Container Default container for up..,
:_ Dormain Con... Organizational... Default container for do...
= ForeignSecu... Container Default container for sec...
= Managed 5e... Container Default container for ma...
] Users Container Default container for up...

Delegate Control...

Find...

Change Domain...

Change Domain Controller...
Raise domain functional level...

Operations Masters...

Mew > Computer
All Tasks > Contact
Refresh .
Export List... InetOrgPerson
. msD5-5hadowPrincipal Container
View ’ mslmaging-P5Ps
Arrange lcons > MEMQ Queue Alias
Line up lcons Organizational Unit
Properties Printer
Help User

Shared Folder




Mew Object - Organizational Unit

=
—
S|

Mame:

Createin:  astradomain.ad/

| Domain Uzers|

Protect container from accidental deletion

Cancel

Help

3. [o6aBbTe HoBOro nonb3oBatens User:

: Active Directory Users and Computers

File Action View Help

e« rE B Edz HE P eiaT

: Active Directory Users and Com
| Saved Queries
~ i astradomain.ad
| Builtin
- Computers
2| Domain Controllers
_| ForeignSecurityPrincipals
| Managed Service Accour
| Users
2 | Domain Users

Mame

Type

Delegate Control...

Mowve...

Find...

Mlew

All Tasks
Refresh

View

Arrange lcons

Line up lcons

Properties

Help

Description

Computer

Contact

Group
InetOrgPerson
msD5-ShadowPrincipalContainer
mslmaging-P5Ps
MSMC Cueue Alias
Organizational Unit
Printer

User

Shared Folder




Mew Object - User

& Createin:  astradomain.ad/Domain Users

First name: |I1.rar1 | Initials: I:I

Last name: |I1.rar1m.r |

Full name: | lvan I.. lvanov |

User logon name:
|ad_used | | (@astradomain.ad V |

User logon name (pre-Windows 2000):
|ﬂ5TH.ﬁ.DDM.ﬁ.|N\ | |ad_user |

< Back Ned> | = Cancel

Mew Ohbject - User

& Createin:  astradomain.ad/Domain Lisers

Password: |-|||-||| |

Confirm password:

[ ] User must change password at next logon

[ ] User cannot change passwond

[]Password never expires:
[]Account is disabled

<Back || Ned> |  Cancel




Mew Object - User x

J Create in:  astradomain.ad/Domain Users

did

When you click Finish, the following object will be created:

Full name: lvan |.. lvanov
User logon name: ad_user@astradomain.ad

The password never expires.

< Back Cancel

4. AHanorm4HbiM obpa3om gobaBbTe OCTanbHbIX NOMb3oBaTenen, KOTopble AOMKHbI ObITb B JOMEHE.

LLlar 4. YcraHoBka LeHTpa cepTudukaumm Active Directory
e npoueaypon yctaHoBuTe gpavisepbl Anst paboTbl ¢ PyTokeHOM Ha cepBep, CCblfika Ha akTyanbHyto Bepcuto: https://www.rutoken.ru/support
/d load/windows/

Mocne aToro MOXHO NPUCTYNWUTL K HACTPOWKE LieHTpa cepTUdMKaLmmn 1 Bbiaade cepTUdUKaToB Ans nonb3oBaTerneil. ITo MOXHO caenath No JaHHoW
VHCTPYKLMN.

HacTpoiiky aBTopu1saumm ¢ NOMOLLbI0 CEPTUCUKATOB MOXHO Peani3oBaThb Mo 9TON UHCTPYKLMN.
[Ons ayTenTudukaumum nons3osarens yepes linux MalwmHbl HeO6XoAUMbI:

® TOKEH C KIto4aMm 1 cepTUdrKaToB;
® kopHeBoW cepTudukat YLl (ero Heo6xoauMo OTNPaBUTL NOSL30BATENAM).

Y106kl NONy4nTL KOPHEBOW LieHTp YL

1. Bbibepute nyHkT meHto Tools n nognyHkT Certification Authority.


https://www.rutoken.ru/support/download/windows/
https://www.rutoken.ru/support/download/windows/
https://dev.rutoken.ru/pages/viewpage.action?pageId=57149225
https://dev.rutoken.ru/pages/viewpage.action?pageId=57149225
https://dev.rutoken.ru/pages/viewpage.action?pageId=57149283

Manage Tools View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Certification Authority

Component Services

Computer Management
Defragment and Optimize Drives
Disk Cleanup

DN5

Event Viewer

Group Policy Management

2. [1Ba pasa LWENKHNTE Mo CTPOKe C cepTudmkaTom.

f@ Certification Authority (Local) Request ID Requester Name

v d

astradomain-SERVER-CA @2 ASTRADOMAIN,
:l Revoked Cér_tlﬁcates 53 ASTRADOMAIN.
| Issued Certificates

Binary Certificate

| Pending Requests
| Failed Requests

G4 ASTRADOMAINL,.
: ASTRADOMAIN\ad_user [RadRaLm

BEGIM CERTL...
BEGIM CERTL...
BEGIM CERTL...

Certificate Ternplate
Administrator (Admi...
Enrellment Agent (E...
Rutoken User (1.3.6.1...
Rutoken User (1.3.6.1...

Serial Mumber

TH000000025d9...
TH0D0000033fa...
T90000000448c¢...
T900000005143...

3. B okHe cepTudukata Ha Bknagke Certification Path wénkHute no umenn ceptudpmkara n Haxmute View Certificate.




n | Certificate >

General Details Certification Path

Certification path
astradomain-SER.VER-CA

View Certificate

Certificate status:
iz certificate is Ok,

4. HaxxmuTe Copy to File n coxpaHute ceptudukat B popmate BASE64.




p Certificate

General Cetals  Certification Path

Show: | <All= o
Field Value
D Version V3
DSeriaI number 495503225502 12ac4c2b 20298, .
D Signature algorithm sha25aRSA
D Signature hash algorithm sha25a

B Issuer
D Valid from

=] valid to
I-_'] Siihiart

astradomain-SERVER-CA, astr...
Tuesday, July 7, 2020 3:15:2...

Maonday, July 7, 2025 3:25:21...
actradnmain-SFRWFR 4~A& actr

Edit Properties... | Copy to File... |

HacTtpownka knuneHnta PE[] OC

[obasneHne nonb3oBaTtens B sudo

Otpepaktupyinte dann /etc/sudoers

Su

sudo nano /etc/sudoers

W nobaBbTe B Hero ctpouky user ALL=(ALL) ALL

[anee 3anorvHbTECh NOA, NONbL30BaTENEM U NMPOJOITKUTE PaboTy U3-NOJ HErO.

Su user

[anee yctaHoBWTe criedytoLimne nakeTbl:



sudo dnf update

sudo dnf upgrade

sudo dnf install ccid opensc pam pkcsll gdm plugi n-snartcard pll-kit join-to-domain
sudo dnf install -y real nd PackageKit

sudo dnf install -y krb5-workstation

sudo dnf install -y nss-tools opensc krb5-pkinit

3arpyauTe mogynb librtpkcs11ecp.so n ycraHoBuTe:

sudo rpm-i |ibrtpkecsllecp-X X X X-X x86_64.rpm

Hactporika DNS

Yepes KoHcornb

NameHuTe nmsa knueHTa B Hawem gomeHe astradomain.ad Ha client

sudo host nanect!| set-hostnane client.astradomain. ad

Y3HainTe Ha3BaHue Bawlero coegnHeHusi. OHM MOryT OTnMYaThbCs.

CON_NAME="enp0s3"

HasBaHue nHTepderica, kKoTopoe NCNnonb3yeT Balle COefMHEHNE.

| NT_NAME=" Et her net "

Agpec dns cepBepa

DNS_SERVER | P=10. 0. 2. 15

OTKnoYMTE CoeanHeHne

sudo nntli con down "$CON_NAME"

HacTpoiite ceTeByto kapTy coeanHeHns — no ymonyanuio $SINT_NAME

sudo nntli con nod "$CON_NAME' connection.interface-nane $I NT_NAVE

Hactponte DNS — Bmecto DNS_SERVER_IP yka3atb IP-agpec cepBepa DNS. Mpu HeobxoanMocTu ykaxute agpec nokansHoro cepsepa DNS.

sudo nntli con nod "$CON_NAME" ipv4.dns "$DNS SERVER | P 10.0. 2. 15"

sudo nntli con nod "$CON_NAME' ipv4.ignore-auto-dns yes


https://www.rutoken.ru/support/download/pkcs/

Bkntounte ceTeBoe coeanHeHne

sudo nntli con up "$CON_NAME"

BBoguTte komnbloTEP B JOMEH

sudo j oi n-to-domai n. sh

Yepes rpadmyeckunin uHTepdeic

Ortkporite MNaBHoe MeHio — MapameTpbl — PaclumpeHHas KoHbuUrypaums ceTu.

Qe a

@ 4717 noucKa
@ VisBparoe HaCTpoiika AeCTBUA MeHI0 GailNIoBOro MekH..

Hacrpoitku Onboard

Ye Bee
D B o

B Ayavo 1 sugeo (,;, 060 mHe

@ rpaduxa Eh oxa

@ vireprier 8" Oxwo HacTpoKkw PER OC

§) Obpasosatentiie L T ———
K odunc {5 MNpoxa-cepeep

7 e G Pacumpentan kowdurypaum cern
0 Cucremusie 5, Cwemanaponn

@ Cneunanshsie soamMoxHOCH B0 coveramminammu inamvaryp

9% Craugapieie Wy vrpasnenve nutamen
B vrpeenenve paiinossim npocmoTpom
B Lewrpynpasnenun

XpanuTent skpara

a2 a o B sxpaner

@ = ¥) | ur10k0s, 15:58 G

BbibepuTe cBOé coeamHeHune, 1 Ha Bknaake MapameTpsbl IPv4 BBeauTe IP knneHTa (Tak kak Ha cepBepe He yctaHoBneH DHSP) n DNS.



N3meHeHUe enp0s3

KA coegrHeHnA en

MeTopg, BpyuHyo

Agpeca
Appec
10.0.2.35

Cepeepkl DNS

MowuckoBEIA goMeH

__ Tpeboeate agp

p0s3 ‘
OcHoBHOE Ethernet BezonacHocTe B02.1x DCB Mpokcn Mapametpel IPv4 Mapametpel IPV6
hd
Macka ceTw Linios Jobasus
24 10.0.2.15
Ynanute
10.0.2.15
ecauumio IPv4 AnA 3Toro coeguHeHnA
MapLpyTel...
OTMEHUTE v COXpaHUTb

OGg3aTenLHO NepesarpysuTte KOMMbOTEP.

Mocne nepesarpysku, oTkporiTe MasHoe MeHI0 — CuctemMHble — Beop MK B fomeH.

Howsttien marka ad.
~ user:

Q Bs
@ visbparioe uis]

a
¥ Bee (Y

«¢ AgmrHMcTpUpOBaHUe

Multiwriter
SELinux Policy Management Tool

AHBNVSATOP UCTION b30B3HIS ANCKOE:

o
Eb Ayavo vevaeo =]

Bs0A MK B AomeH

@ rpaduka
@ vireprer

& Obpasosatenshbie

BB napamerpel

°0 CuctemHsie

)
—
=
X 0duc »
<}

@ Creyvanshsie sosmoxHocTH =

9% Crangaptse

B Uenpynpaenenua

) Nogxniovenme oBpazos guckos

AuarkocTika SELInUX

Mogniouenvte cetesora katanora
TPOCMOT CUCTEMHLIX XYPHANOR

GParted

Pe3epEHOE KOMUPOBAHYE 1 BOCCTAHOBTRH..
C6op urpopmaLu o cucreme

CuCTeMHBIT MOHITOD

CPeACTSo Co3AaHIR NONUTUKY SELINUX
CraTncTvika no 2HepronaTpet neHuio

Tepmuan

@ = ®) | ur10H0n, 16:00 ]

Bribepute napameTtp «fdomeH Windows/Samba»



Beog B AoMeH (0T cynepnofb3oBaTens)

BrlbepuTe B Kakoi gomeH gobaeute MK
AomeH

® Aomen Windows/Samba

O AdomeH IPA

Cancel OK

[anee HeobxoayMo BBECTV NapameTpbl A58 BBOAA KOMMbOTEPa B JOMEH.

BBofj B 4OMEH (OT Cynepnonb3oBaTers

BBOA KOMNbIOTEPA B JOMEH

Mma nomeHa: astradomain.ad

KmA KoMNsOTEpa: client

Knan SAMWHWUCTpaTOpa O0MEH: dAMWUHWUCTRAaTOPD

MNapont aaAMWUHKUCTpaTopa: ‘ LRLLLELLL

OTMeHa Aa

Ob6ggaTenbHO nepesarpysnTe KOMMbIoTep.

Y3HaeM kakue nakeTbl eLé HeoOXoaAMbI AN NOAKMIOYEHNS K JOMEHY

real m di scover astradonain. ad

Cnuncok HeobxoaumbIx anst paboTbl NakeToB ByaeT BbiBeAeH B crieaytowem dopmaTe:
requi red- package: pkgl
required- package: pkg2

requi r ed- package: pkg3

YcTtaHoBuTe OTCYTCTBYHOLUME NaKeTbl:

sudo dnf install -y pkgl pkg2 pkg3 ...

Ecnn B jomeHe ecTb nonb3oBaTtenb ad_user, K KOTOPOMY MOXXHO NOAKMNYNTLCA C NOMOLLBbIO Naponsd, TO MOXHO OCYyLLEeCTBUTbL NPOBEPKY HaCTpOIZKVI
nony4yvB TUKET OANA Hero



ki nit ad_user @GASTRADOVAI N. AD

MpoBepka nonyyYeHnsi TMKeTa OCyLLECTBNSETCS KOMaHAOoM

kli st

[user@client PaBouwit cton]$ klist
Ticket cache: FILE:/tmp/krb5cc_16868
Default principal: ad_user@ASTRADOMAIN.AD

Valid starting Expires Service principal
81.11.2822 13:82:38 ©1.11.28 8 krbtgt/ASTRADOMAIN.AD®ASTRADOMAIN.AD
renew until 88.11.282

2
2

YpaneHve TukeTa

kdest r oy

[MpoBepka ayTeHTUdMKaLMM NOA Nofnb3oBaTteneM B goMmeHe 6e3 PyTokeHa

su ad_user @stradonai n. ad

3anorvHbTech nokanbHbIM NONb3oBaTeneM AN AarnbHenwen HaCTPONKK:

Su user

HacTtpownka knueHTa gna ayteHTuukauum B JOMeHe ¢ noMmoLlbo PyTokeHa
Mpu HeobxoamMmocTy yaanuTe ctapyto 6asy 1 co3ganTe HOBYHO:

sudo rm-fr /etc/pki/nssdb

sudo nkdir /etc/pam pkcsll/ nssdb

sudo chmod 777 /etc/ pam pkcsll/ nssdb

sudo certutil -N -d /etc/pampkcsll/ nssdb --enpty-password

sudo nodutil -dbdir /etc/pampkcsll/ nssdb -add "Rutoken PKCS11" -libfile /usr/lib64/1ibrtpkcsllecp.so

YcTaHoBUTe KOpHeBOW cepTudmkaT B /etc/pki/ca-trust/source/anchors/.

Cnepytollasi koMaHza Ucnosb3yeTcs U3 AMPEKTOPUU, B KOTOPOW HAXOAUTCA KOPHEBOW CepTUdMKaT:



sudo cp ca_cert.cer /etc/pki/ca-trust/source/anchors/
sudo updat e-ca-trust force-enable
sudo updat e-ca-trust extract

sudo certutil -d /etc/pam pkcsll/nssdb -A -n 'AD-ROOI' -t CT,CT,CT -a -i /etc/pki/ca-trust/source/anchors
/ca_cert.cer

MpoBepbTe, YTO cepTUdMKAT BUAEH Ha TOKEHe U B 6ase AaHHbIX. Cuctema fomkHa 3anpocuTb PIN-kof PyTokeHa v BbiAaTb cepTUdUKaT C KapTOYKM C
rpaBamu U,u,u 1 KOPHEBOTO cepBepa.

sudo certutil -L -d /etc/pam pkcsll/nssdb -h all

Certificate Nickname Trust Attributes
SSL, S/ M Mg, JAR/ XPI

Enter Password or Pin for "Rutoken ECP <no | abel >":
AD- ROOT CT, C,C
Rut oken ECP <no | abel >: t e- Rut oken- 0329dc84- 5937- 4ble- adaf - 5¢cbf e977cda0_E u, u, u

[ob6asbTe Mmoaynb PyTokeH k p11-kit
sudo nano /usr/share/ pll-kit/nodul es/ Rut oken. nodul e

[o6aBuTb B chain cneayoLwmii TEKCT:

nodul e: /usr/1ib64/1ibrtpkcsllecp. so

Cpenavite mogynb PyTokeH no ymonuanuio ansa p11-tools

sudo nodutil -default "Rutoken PKCS11" -dbdir /etc/pam pkcsll/ nssdb -nmechani sns RSA: DSA: RC4: DES

OTtpepnaktupyiite pam_pkes11

sudo nano /etc/pam pkcsll/ pam pkcsll. conf



pam pkcs11 {
nul l ok = fal se;
debug = true;
use_first_pass = fal se;
use_aut ht ok = fal se;
card_only = fal se;
wait_for_card = fal se;

use_pkcsll nodul e = rutokenecp;

# Aktiv Rutoken ECP

pkcs11l_nodul e rut okenecp {
modul e = /usr/1ib64/1ibrtpkcsllecp. so;
sl ot _num = 0;
support_thread = true;
ca_dir = /etc/pampkcsll/cacerts;
crl_dir = /etc/pampkcsll/crls;

cert_policy = signature;

use_mappers = ms;

mapper _search_path = /usr/|ib64/pam pkcsll;

mapper ns {

debug = fal se;

nmodul e = internal;

i gnorecase = true;

i gnoredonain = true;

domai n = " ASTRADOVAI N. AD" ;

Hactponte PAM crtangapTHbeiM cpeacteom RHEL authselect.

sudo aut hsel ect select sssd with-smartcard w th-nkhonedir --force

O6wwin Bug /etc/pam.d/system-auth:



sudo nano /etc/pamd/systemauth

auth required pam env. so

auth required pam fail del ay. so del ay=2000000

auth [defaul t=1 i gnore=ignore success=ok] pam usertype. so isregul ar

auth [defaul t=2 i gnore=ignore success=ok] pam_ | ocal user. so

auth [ success=done aut hi nf o_unavai | =i gnore ignore=i gnore defaul t=die] pamsss.so try_cert_auth
auth sufficient pam_uni x. so nullok try_first_pass

auth [defaul t=1 i gnore=ignore success=ok] pam usertype. so isregul ar

auth sufficient pam sss. so forward_pass

auth required pam deny. so

account required pam_uni x. so

account sufficient pam | ocal user. so

account sufficient pam usertype. so i ssystem

account [ def aul t =bad success=ok user_unknown=i gnore] pam sss. so

account required pam pernit.so

password requisite pam pwqual ity.so try_first_pass | ocal _users_only
password sufficient pam_uni x. so sha512 shadow null ok try_first_pass

use_aut ht ok

password suf ficient pam sss. so use_aut ht ok

password required pam deny. so

session opti onal pam keyi nit.so revoke

session required pamlimts.so

-session opti onal pam syst end. so

session opti onal pam_oddj ob_nkhonedir.so umask=0077

session [ success=1 def aul t =i gnor e] pam succeed_i f.so service in crond quiet use_uid
session required pam_uni x. so

session opti onal pam sss. so

O6wwit Bug /etc/pam.d/password-auth:

sudo nano /etc/pam d/ passwor d-auth



auth required pam env. so

auth required pam f ai | del ay. so del ay=2000000

auth [defaul t=1 i gnore=ignore success=ok] pam usertype.so isregul ar

auth [defaul t=1 ignore=i gnore success=0k] pam | ocal user. so

auth [ success=done aut hi nfo_unavai | =i gnore ignore=ignore default=die] pamsss.so try_cert_auth
auth sufficient pam_uni x. so null ok try_first_pass

auth [defaul t=1 ignore=i gnore success=0k] pam usertype.so isregul ar

auth suf ficient pam sss. so forward_pass

auth required pam deny. so

account required pam_uni x. so

account sufficient pam | ocal user. so

account suf ficient pam usertype. so i ssystem

account [ def aul t =bad success=ok user_unknown=i gnore] pam Sss. so

account required pam pernit.so

password requisite pam pwqual ity.so try_first_pass | ocal _users_only
password sufficient pam_uni x. so sha512 shadow null ok try_first_pass

use_aut ht ok

password sufficient pam sss. so use_aut ht ok

password required pam deny. so

session opti onal pam keyi nit.so revoke

session required pamlinmits.so

-session opti onal pam syst end. so

session opti onal pam_oddj ob_nkhonedi r.so umask=0077

session [ success=1 def aul t =i gnor €] pam succeed_i f.so service in crond quiet use_uid
session required pam_uni x. so

session opti onal pam sss. so
Hactpoire SSSD

[ns Toro, 4tobbl ayTeHTUDMKALMSA KOPPEKTHO paboTana Ha nok ckpuHe. B HacTpoiikax sssd Hy)KHO yka3aTb Ha3BaHUe cepBuca, UCMOSb3YIOLLLErocsi npu
ayTeHTUMKaLMM Yepes Nok CKpPUH, YTobbl caenaThb ero AoBepeHHbIM. Y Kaxaoin rpaduyeckoint 06onoykv cBoe Has3BaHWe AaHHOTo cepBuca. Y3HaTb
Ha3BaHVe Ballel rpadmyeckoin 0600UKN MOXKHO C MOMOLLIbIO KOMaHAbI:

Ha3seaHue rpacudeckoii 060Moqku

echo $XDG CURRENT DESKTOP

BoT cnucok cooTBETCTBUIA Ha3BaHWI rpacduyeckux o6oroYek u ceperca, UCNOMb3yemMoro 1ok CKPMHOM. [JaHHbIN CNNCOK He SIBNAETCS NOSHbIM.



MATE — mate-screensaver
X-Cinnamon — cinnamon-screensaver
fly — <OtcytctBYET>

KDE — kde

GNOME — xdg-screensaver

CkoHdurypupyem SSSD. [ins atoro otpefaktupyem dain /etc/sssd/sssd.conf.
sudo nano /etc/sssd/sssd. conf

O6wwit Bug, /etc/sssd/sssd.conf:



[ sssd]

donai ns = astradomai n. ad
config_file_version = 2
services = nss, pam

[ domai n/ ast r adonai n. ad]

ad_donai n = astradonai n. ad

ad_server = W N HAFGT1(0S. ast r adomai n. ad
krb5_real m = ASTRADOVAI N. AD

case_sensitive = Preserving

real nd_tags = nanages-system j oi ned-wi t h- sanba

# o,
cache_credentials = True

id_provider = ad
access_provi der = ad
krb5_store_password_if_offline = True

defaul t _shell = /bin/bash

| dap_i d_mappi ng = True
ad_gpo_access_control = disabl ed
#/

use_fully_qualified_nanes = Fal se

#
fal | back_homedir = /home/ %u@d

# access_provider = sinple

#access_provider = sinple

#simpl e_al | ow_users = user 1@xanpl e.com user2@xanpl e. com
#si mpl e_al | ow_groups = group@xanpl e. com

# / , (id getent) enurmerate = true
enunerate = fal se

# ignore_group_nenbers , (e8]
TRUE, | dap
# ignore_group_nenbers = True

H*

# )
# true - . .
#l dap_referrals = fal se

# 1/ DNS, sssd "TSIGerror with server: tsig verify failure"

#dyndns_update = true
#dyndns_refresh_i nterval = 43200
#dyndns_update_ptr = true
#dyndns_ttl = 3600

#[ nss]

# nss_sss ( ) Default: 120
#entry_cache_tinmeout = 15

# , . Default: 60

#get _domai ns_ti meout = 10

[ pan

pamcert_auth = True

debug_| evel = 10

pamcert_db_path = /etc/pki/ca-trust/sourcel/ anchors/ca_cert.cer
pam pll_al | owed_services = +nate-screensaver

[certmap/fil es/ ms]
mat chrul e = <SAN: nt Pri nci pal Nane>. * @omai n
maprul e =({subj ect_nt_principal.short_nane})

MameHuTe koHdur Kerberos

dyndns_updat e

fal se



sudo nano /etc/krb5. conf

O6wwin Bua danna:

includedir /etc/krb5.conf.d/

[ 1 oggi ng]

default = FILE:/var/log/krb5libs.|og

kdc = FI LE:/var/Il og/krb5kdc. | og

adm n_server = FILE: /var/| og/kadm nd. | og

[1'i bdefaul ts]

# dns_l ookup_realm= false # ker ber os- DNS

dns_I| ookup_kdc =

ticket_lifetime

renew lifetime =

true # ker ber os- DNS

= 24h

7d

forwardabl e = true

rdns = fal se

# spake_preaut h_groups = edwar ds25519

defaul t _ccache_nane = FILE:/tnp/krb5cc_% ui d}

defaul t_real m = ASTRADOVAI N. AD

pki nit _kdc_host nane = W N- HAFGOT1090S. ASTRADOVAI N. AD

pki nit _anchors =

pkinit_identities

DI R/ etc/pki/ca-trust/source/ anchors/

= PKCS11: i brtpkcsllecp. so

pki ni t _eku_checki ng = none

canoni cal i ze = True

defaul t _tgs_enctypes
CBC- MD5
defaul t _tkt_enctypes
CBC- MD5
preferred_enctypes =
MD5

[ real ns]

ASTRADOVAI N. AD = {

= aes256-cts-hmac-shal- 96 aes128-cts-hmac-shal- 96 RC4- HVAC DES- CBC- CRC DES3- CBC- SHA1 DES-
= aes256-cts-hmac-shal- 96 aesl128-cts-hmac-shal- 96 RC4- HVAC DES- CBC- CRC DES3- CBC- SHA1 DES-

aes256-cts- hmac- shal- 96 aes128-cts-hmac-shal- 96 RCA- HVAC DES- CBC- CRC DES3- CBC- SHA1 DES- CBC-

kdc = W N-HAFGOT1O90S. ast radonai n. ad # Prinmary Domain Controller

adm n_server = W N HAFQ)T1090S. astradomai n.ad # Prinmary Domai n Controller

defaul t _domain =

astradonmi n. ad # Donmi n name



[ domei n_r eal n
.astradonai n. ad = ASTRADOVAI N. AD

astradomai n. ad = ASTRADOVAI N. AD

[ appdef aul t s]
pam = {
debug = true

}

Ob6ggaTenbHO nepesarpysuTe KOMMbIoTep.

MpoBepbTe ayTeHTUdUKaLMIO NOcne nepesarpysku.

MH, 14 Hoa6pa 13 : 53

ivan . lvanov

OCMYPOM
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