UHTerpaumsa c ucnosbsosaHmMemM npunoxeHus "laHeno
ynpaBrneHust PyTokeH"

O6was nHdopmaums

Hauano BcTpanBaHWs B KITMEHTCKUE NPUMOXKEHUS
PEKOMEHOYETCHA BcTtpamnBaHue ¢ ucnonb3oBaHueM rtpcsc.aar
BcTpausaHnue ¢ ncnonb3osaHvem rtserviceconnection.aar
BctpauBaHnue 6e3 gononHutensHoro AAR mMoayns

O6wwas nigopmaums

OTa cTaTbsa ONMCbIBaeT MHTErpaLuio yCTpoNCcTB PyTokeH B MOGUbHbIE NpunoxeHus Ansa nnatdgopmel Android ¢ ncnonb3oBaHmem npunoxenus "MaHens
ynpasneHus PyTokeH".

Havano BCTpauBaHUA B KIIMEHTCKMUe NpurnoxeHus
CyLiecTByeT HECKOMNMbKO BapnaHTOB BCTpanBaHns PyTokeHOB B knuneHTckne Android-npunoxeHus.

Ecnu Bbl ncnonbayete cuctemy c6opkn Gradle, To gobaBbTe cneaytowme ctpoky B dain build.gradle:

android {
defaul t Config {
ndk {
abi Filters "armeabi-v7a", "arnb4-v8a"
}
}
}
dependenci es {
inplementation fileTree(dir: 'libs', include: ['*.jar', '*.aar'])
}

Ecnu Bawe npunoxenve 6yaet pabotatb ¢ PyTokeHamu yepe3 PKCS#11, To:

1. Oob6aBbTe B npoekT 6Gubnuoteky ns PytokeH SDK. BubnuoTteka Haxogutcs B nanke <sdk>/ nobi | e/ andr oi d/ pkcs11.
MonoxuTe 6ubnuoTeky librtpkes11ecp.so B nanku <pr oj ect _r oot >/ app/ src/ mai n/ j ni Li bs/ ar neabi - v7a n <pr oj ect _r oot >/ app/ src
/ mai n/j ni Li bs/ ar n64- v8a Ans cooTBETCTBYIOLLMX apXUTEKTYP.

2. [lo6aBbTe B NpoekT Moaynb-06epTky PKSC#11 ans Java: ru.rutoken:pkes11jna:<version>@jar, roe <Version> — Bepcus 61bnmoteku.
AKTyarnbHyto Bepcum 6UBNMOTeKN MOXKHO NMOCMOTPETb 3€ECh.
Tarke Bam noHagobuTcsa 3aBncuMocTb: net.java.dev.jnazjna:<Version>@aar.
Eé akTyanbHyto Bepcuto MOXHO NMOCMOTPETb 3[€eCh.

Mpumep no6aBneHHbIX 3aBucumocter (ans Gradle)

dependenci es {
i mpl ementation 'ru.rutoken: pkcslljna:3.3. 0@ar"
i npl ementation 'net.java.dev.jna:jna:5. 11. O@ar'

BcTtpamBaHue ¢ ucnonb3osaHveM rtpcsc.aar

Heobxoaumas yHKUMOHaNLHOCTb NoaaepXkmBaeTcs HaumMHas ¢ Bepeum MNaHenu ynpaenenus PytokeH 1.10.0 U HoBee, a Takke librtpkcs11ecp.so 2.4.2.0
¥ HOBee

[aHHbIN BapuaHT BCTpanBaHWUs COBMeCTUMM co BceMu Bepcusimu Android, HaumHas ¢ 5.0, n co Bcemu Bepcusimu targetSdk Bawero npunoxexusi, HauMHas
c21.


https://www.rutoken.ru/developers/sdk/
https://mvnrepository.com/artifact/ru.rutoken/pkcs11jna
https://mvnrepository.com/artifact/net.java.dev.jna/jna
https://play.google.com/store/apps/details?id=ru.rutoken
http://librtpkcs11ecp.so/

B%HbIE oTNnnN4nA

1. Bawe 6usHec-npunoxeHne 3aBUCUT TONbKo oT GubnuoTek rtpcsc.aar u, no HeobxoaumocTy oT librtpkcs11ecp.so. Bubnuoteka rtpcsc.aar 3ameHsiet
rtserviceconnection.aar, a Takxe cogepxuT B cebe librtpcsc.so ana apxutektyp armv7 n armé4.

2. MoTpebyeTcsa obsizaTenbHbIv BizoB Java MeTofda RtPcsc.setAppContext(context) n3 moayns rtpecsc-<Version>.aar n nepeaatb B Hero Android KOHTEKCT
BaLLero NpunoXeHusi 4o Havana paboTbl C ycTpoicTBaMu PyTOKeH.

Hanbonee noaxoaswmm mectoM Ans faHHoro Bbi3oBa 6yaet meton Application::onCreate. Be3 atoro BbizoBa pabota ¢ PyTokeHamu 6yneT HeBO3MOXHa.
Mpumep Takoro BbI30Ba MOXHO YBUAETL B NpoekTe PyTokeH [leMocmeHa.

3. Ecnu npunoxeHve MHOTONpoLLeccHoe, TO 3TOT MEeTOZ HYXHO BbI3BaTh B KaXKgoM npouecce, rae 6yaet pabota c ycTpoictBamu PyTokeH. MHade B
pamkax npouecca He Nnofy4uTcst paboTaTb C TOKEHAMU MU CMapT-kapTaMu.

4. Henb3si paboTath ¢ 6ubnuotekon PKCS#11 13 rmaBHOro notoka npunoxeHust.

1. YcraHoswuTe nocnegHtoto Bepcuio (1.10.0 unu Hosee) MNanenu ynpasnexusi PytokeH us Google Play.
2. [lob6asbTe B npoektT AAR mogynb 13 PytokeH SDK: rtpcsc-<Version>.aar, raoe <Version> — Bepcust bubnunoteku.

Mopynb HaxoguTes B nanke <sdk>/ nobi | e/ andr oi d/ pcsc. MonoxuTe rtpcsc-<Version>.aar B nanky <pr oj ect _r oot >/ app/ | i bs.
3. lMepecobepute NpunoxeHue.

BcTtpausaHue ¢ ucnonb3oBaHueM rtserviceconnection.aar
[laHHbIN BapnaHT BCTpanBaHWUA COBMECTUM CO BceMu Bepcusamu Android, HaunHas ¢ 5.0

Heobxoaumas dyHKLUMOHaNbHOCTL NogaepxmBaeTcst HaunHas ¢ Manenu ynpasnexus PytokeH (Google Play, RuStore) Bepcun 1.2.6.

1. YcraHoBute [MNaHenb ynpasneHus PyTtokeH Bepcumn 1.2.6 unu Hosee 13 Google Play.

2. [o6aBbTe B npoekT 6ubnuoteky us PytokeH SDK. Bubnunoteka HaxoguTcs B nanke <sdk>/ nobi | e/ andr oi d/ pcsc. MNonoxwute 6ubnuoteky librt
pcsc.so B nanku <pr oj ect _r oot >/ app/ src/ mai n/ j ni Li bs/ ar neabi - v7a u <pr oj ect _r oot >/ app/ src/ mai n/ j ni Li bs/ ar n64- v8a
NS COOTBETCTBYIOLLMX apXUTEKTYP.

3. [ob6asbTe B npoektT AAR moaynb 3 PytokeH SDK: rtserviceconnection-<Version>.aar, rae <Version> — Bepcusi 6ubnmoteku.

Mopynb HaxoauTesa B nanke <sdk>/ nobi | e/ androi d/ | i bs.
MonoxwTe rtserviceconnection-<Version>.aar B nanky <pr oj ect _r oot >/ app/ | i bs.

4. Tepecobepute NpunoxeHue.

BcTtpausaHue 6e3 gononHutenoHoro AAR mopyns

[aHHbIN BapnaHT BCTpanBaHWA COBMECTUM TOMbKO ¢ BepcusiMu Android, HaunHas ¢ 5.0 u 3akaHquBas 8.1; Bepcus targetSdk Baluero npunoxeHus He
porikHa npesbiwath 27

HaHHas cxema pabotaert c librtpcsc.so 13 SDK Bepcun 040522 u Huxe.

1. YcraHoBuTe MaHenb ynpaeneHus PytokeH (Google Play, RuStore) .

2. [lo6aBbTe B npoekT 6ubnuoteky ua PytokeH SDK.
Bubnunoteka Haxogutcs B nanke <sdk>/ mobi | e/ andr oi d/ pcsc.
MonoxuTe Gubnuoteky librtpesc.so B nanku <pr oj ect _r oot >/ app/ sr ¢/ mai n/ j ni Li bs/ ar meabi - v7a n <pr oj ect _r oot >/ app/ src
/ mai n/j ni Li bs/ ar n64- v8a Ans cOOTBETCTBYIOLLUMX apXUTEKTYP.

3. Mepecobepute NpunoxeHue.


http://librtpkcs11ecp.so
http://librtpcsc.so
https://github.com/AktivCo/rutoken-demoshift-android
https://play.google.com/store/apps/details?id=ru.rutoken&hl=ru&gl=US
https://play.google.com/store/apps/details?id=ru.rutoken
https://apps.rustore.ru/app/ru.rutoken
https://play.google.com/store/apps/details?id=ru.rutoken
https://www.rutoken.ru/developers/sdk/
https://www.rutoken.ru/developers/sdk/
http://download.rutoken.ru/Rutoken/SDK/Archive/sdk-040522-106f9f.zip
https://play.google.com/store/apps/details?id=ru.rutoken
https://apps.rustore.ru/app/ru.rutoken
https://www.rutoken.ru/developers/sdk/
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