Microsoft CryptoAPI

CryptoAPI — BbICOKOYPOBHEBbIV MHTEPMENC NPOrpaMMMpPOBaHUS MPUIIOXKEHWI, KOTOPbI obecnedrBaeT paspaboTunkoB Windows-npunoxeHuin
cTaHAapTHbIM Habopom yHKUMIA Ans paboTel ¢ kpunTonposaaepom (CSP, Cryptographic Service Providers):

® LumndpoBaHve 1 aelncpoBaHme AaHHbIX,
® ayTeHTUdMKALMIO C UICNONb30BaHNEM LNGPOBBIX CEPTUDUKATOB,
® koavpoBaHue u aekoaupoBaHue 3 opmata ASN.1 B npunoxeHus Ha 6aze Windows.

CryptoAPI noaaepxvBaeT pas3nuyHble KpMNTonpoBanaepbl, KOTOpble CAMOCTOSITENBHO peanuaytoT kpuntorpadudeckme dyHkumn. Tak kak CryptoAPI ucno
nb3yeTcs kak obblyHas 6ubnmoTteka, To OT pa3paboTymka He TpebyeTcs AeTanbHOro MoOHUMaHUS peanusauun HA KpunTonpoBanaepa, H1u camom
onbnuoTekun.

CAPICOM npepcTaBnsieT cobou 32-6uTHyt0 6ubnunoTteky, kotopas npegoctasnset COM-uHTepdeiic n npegHasHadeHa ans ucnons3osaHus B8 OC Windo
ws Server 2008, Windows Vista, and Windows XP.

Mpumepsl
Mpumepsl ncnonb3osaHust CryptoAPI goctynHel Ha MSDN B pasgene Using Cryptography:

. CosgaHue KoHTenHepa u reHepauus kntoven (koa)

. Mopnuck coobLueHus (onmcaHne npoueaypbl NOAMUCU, MPOBEPKY MOAMUCKU, MPUMEP MOAMUCU U NMPOBEPKN NMOANVCH COOBLLEHMST)
. KogupoBaHue coobieHus B PKCS#7 dopmat (onncaHue npouenypbl KOAMPOBaHUS, AEKOANPOBAHUS, NPUMEP)

LLindposaHue n paclumgpoBaHme coobLieHus (onvcatHve, npumep LwndgpoBaHus, paclumdgpoBaHust)

. PaBora c ceptudmkatamm (npumepsl)

. Mepeuncnexne nogaepxmMBaeMbix KPUNTONPOBAMAEPOM NMPOTOKONOB (Npumep)

. Pabota ¢ 6ubnuotekon CAPICOM.dIl (pasgen).

~No oA ®ON

[ononHuTenbHbIE UCTOYHUKMU:

1. Ctatba Ha RSDN
2. PykoBopcTBo paspaboTtumka Kpunto-po
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