Mognuck nakeToB ¢ noMolLlbio GPG 1 knoYei XpaHsLWwmxcsa Ha
TOKeHe

B HacTosawmn momeHT GPG Hanpsimyto He nogaepxumBaeT paboTy ¢ NiobbiM BUAOM cMapT-kapT U MOXeT paboTaTb TOMbKO C TEMU, YTO NOALEPXKUBAIOT
nHTepdeinc openPGP, 4To HaknaabiBaeT orpaHnyeHnst paboTbl ¢ ocTanbHbIMKU cMapT-kapTamu. Ho ans kapT, KoTopble NoaAepXMBaoT UHTepdenc
pkcs11, ecTb pelueHue, 3akrovaroLeecs B UCNoNb3oBaHUM AeMoHa pkes11 cmapT-kapT, BMECTO CTaHgapTHoro AgemoHa scdaemon. Takum obpasom, npu

YCTaHOBKe W NpaBWIbHOI HACTPOIKe, Mbl MOXEM cienaTb BO3MOXHO ucnonb3oBaHve B GPG krtoyei u cepTudnKaToB, XpaHSILLMXCS, HanpuMep, Ha
PyTtoken 3LIM 2.0/3.0.

Hwxe npeacraBneHo onvcaHne HaCTPOWKU M UCMONb30BaHUE 3TUX KITHOYEN ANs Co34aHns LMdpoBOM NOANMCK A51s NakeToB.

Hactpownka GPG n gnupg-pkcs11-scd

YcraHoBuUTE HEOOXOAMMbIE NaKeTbl (MCMONb3YNTe CTPOYKY B 3aBUCMMOCTM OT CUCTEMBI, B KOTOPOW Bbl paboTaeTe. MNepBas -- ans red hat, BTopas -- ans
debian)

sudo yuminstal gnupg2 gnupg-pkcsll-scd

sudo apt-get install gpg

MpaBepbTe, 4TO Bepcusa gpg >= 2.1.19.

[nsa debian moxeT noTpeboBaTbCA ckavaTb M YCTaHOBUTL NOCIEAHIO pennaHyto Bepcuto AemoHa pkes11 cmapT-kapT gnupg-pkes11-scd 13 penoautopus.
YctaHoBuTe librtpkcs11ecp.so u3 naketa ¢ Hallero canTa.
MpoBepbTe, YTO Ha TOKeHe HaxoaATcs Tonbko RSA kntoun, Tak kak Hanuune GOST kntoyer coenaet HEBO3MOXHBIM paboTy € TOKEHOM.

Jlyywum BapraHTom ByaeT yaanuTb BCE KIOUM C TOKEHa 1 co3aaTh TOMbKO OfHYy napy RSA kntouel n ceptudukaT Ans Hero (CamonoanucaHHbIv unm
noAnuCaHHbIN ApYruM cepTudukaTom).

B cavine ~/.gnupg/gpg-agent.conf sanuwuTe:

scdaenon- program / usr/ bi n/ gnupg- pkcs11-scd

Bo BTOpom dbaiine ~/.gnupg/gnupg-pkcs11-scd.conf HanmwunTe:

providers rutoken

provi der-rutoken-library /usr/lib64/1ibrtpkcsllecp.so

OrkrlounTe gpg-agent:

sudo killall gpg-agent

MpoBepbTe, YUTO TOKEH OTKMMKAETCSA:

gpg --card-status

MpaBunbHbIA BbIBOA AOMMKEH BbIMMAAETh NMPUMEPHO Tak:


https://github.com/alonbl/gnupg-pkcs11-scd/releases
https://www.rutoken.ru/support/download/pkcs/

[1 olol @ocal host .gnupg]$ gpg --card-status

Application ID ...: D2760001240111503131CAE8D55A1111
Version ..........: 11.50

Manuf acturer .....: unknown

Serial nunmber ....: CAE8D55A

Nanme of cardhol der: [not set]
Language prefs ...: [not set]
Sex ............... unspecified

URL of public key : [not set]

Login data .......: [not set]
Signature PIN ....: forced
Key attributes ...: 1R 1R 1R

Max. PIN lengths .: 000
PIN retry counter : 0 0 0
Si gnature counter : O

Signature key ....: [none]
Encryption key....: [none]
Aut henti cation key: [none]

Ceneral key info..: [none]

Ecnu oTknuka He npoucxoamT, nonpoByiite o6paTuTbcs K AeMOHY Yepes gpg-agent. 3anyctute gpg-agent cepsep v NOAKIIOYNTECH K AEMOHY:

gpg- agent --server
SCD LEARN
Ecny Bbl nonyuunu ownbky "Bad certificate”, ckopee Bcero, Ha TokeHe nexar cepTudmkaTel, He noaaepxusaemsie GPG.

MpaBunbHbIil BEIBOA BLIMAANT CrieayowmmM o6pasom:

[1 olol @ocal host .gnupg]$ gpg-agent --server
K Pl eased to neet you

SCD LEARN

S KEYPAI RI NFO 892E053AE031FC23F3E7CCC73BC60859F11F6B90 Akt i v\ x20Co\ x2E/ Rut oken\ x20ECP/ 3ac67ae9
/ Rut oken\ x20ECP\ x20\ x3Cno\ x20I abel \ x3E/ 45

oK



Pernctpauus kntoven ¢ TokeHa B GPG
Y3HaeM xal cepTudmkaTa Ha TOKEHE, ero MOXHO y3HaTb 3anyCTUB:

gpg- agent --server
SCD LEARN

B oaHol u3 BbiBeAEHHbIX CTPOK, HaunHatwerca Ha S KEYPAIRINFO, cpa3y HanpoTuB Hee AomkeH 0Tobpa3nTbes xal. Hanpumep, B CTpoYke:

S KEYPAI RI NFO 892E053AE031FC23F3E7CCC73BC60859F11F6B90 Akt i v\ x20Co\ x2E/ Rut oken\ x20ECP/ 3ac67ae9
/ Rut oken\ x20ECP\ x20\ x3Cno\ x20I abel \ x3E/ 45

3HaueHve xelwa byaeT 892E053AE031FC23F3E7CCC73BC60859F11F6B90. 3anomHum ero. Tenepb 3apernctpupyem ceptucdukar u ero kioum B GPG.

[ns aToro BBEAEM KOMaHAY:

gpg --expert --full-generate-key

[anee Ham ByaeT npeanoxeHa Kakow TUM Kkoya Mbl XOTUM NonyunTb. Beibrpaem nmnopt cywectsytowero RSA kntoya (13 onums):

| olol @olol - Virtual Box: ~$ gpg --expert --full-generate-key
gpg (GwPG 2.2.4; Copyright (C) 2017 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent pernitted by |aw.
Pl ease sel ect what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and El ganal
(3) DSA (sign only)
(4) RSA (sign only)
(7) DSA (set your own capabilities)
(8) RSA (set your own capabilities)
(9) ECC and ECC
(10) ECC (sign only)
(11) ECC (set your own capabilities)
(13) Existing key

Your sel ection? 13

Tenepb Hac 3anpocAT BBECTM XELL cepTUdmKaTa 4aHHOIO Krova:

Enter the keygrip: 892E053AE031FC23F3E7CCC73BC60859F11F6B90

[anee Ham npeanoxat BbIGpaTh ONUMKM KrtoYva 1 ykasaTb NorvH 1 email nonb3oBaTtens kntova. BeibepuTte onumm kntoya Kak ykazaHo B npumepe, a norvH un
e-mail, ectecTBeHHO, UCMONb3YWTE CBOU:



Possi bl e actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Sign Certify Encrypt
(S) Toggle the sign capability
(E) Toggle the encrypt capability
(A) Toggle the authenticate capability
(Q Finished
Your sel ection?
Pl ease specify how |l ong the key should be valid.
0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n nonths
<n>y = key expires in n years
Key is valid for? (0)
Key does not expire at all
Is this correct? (y/N vy
GhuPG needs to construct a user IDto identify your key.
Real name: | olol
Emai | address: |olol @xanpl e. com
Comment :
You sel ected this USER-1D:
"l olol <l olol @xanple.com"

Change (N)anme, (Qomment, (E)ymail or (Okay/(Quit? O

gpg: /hone/l olol/.gnupg/trustdb. gpg: trustdb created
gpg: key 676E42AAAFBCF227 nmarked as ultinately trusted
gpg: directory '/hone/lolol/.gnupg/ openpgp-revocs.d created

gpg: revocation certificate stored as '/hone/lolol/.gnupg/ openpgp-revocs.d
/ 0CD2B9CEE398990609D6C164676E42AAAFBCF227. r ev'

public and secret key created and signed.
pub rsa2048 2019-10- 25 [ SCE]
0CD2B9CEE398990609D6C164676E42AAAFBCF227

uid | olol <l olol @xanpl e. conr



Noanuck deb nakeToB
CkaunBaeM nakeT Ans cosgaHus u Bepudmkaumm nognucen dpkg-sig:

sudo apt-get install dpkg-sig

Mocne aToro BbiGMpaeTe nio6o NakeT, KOTOPLIN Bbl XOTUTE NoANMUcaTh, BO3bMEM AN Npumepa naket ¢ Gubnuotekon librtpkes11ecp.so.

Mpuctynum, ysHaewm id Hawen nognucu B gpg. [N 3Toro BBeAem KomaHay:

gpg --list-sigs

BbiBoa 6yaeT NpMMEpPHO CriedyoLwmMm:

| olol @olol - Virtual Box: ~/ Downl oads$ gpg --list-sigs

/ home/ 1 olol /. gnupg/ pubri ng. kbx

pub  rsa2048 2019-10-25 [ SCE]
0CD2B9CEE398990609D6C164676E42AAAFBCF227
uid [ultimate] |olol <l olol @xanple.conr

sig 3 676E42AAAFBCF227 2019-10-25 |olol <l olol @xanple.conp

W3 BbiBOAa Mbl BUAMM, YTO naeHTudmkaTop nognucv 676E42AAAFBCF227. Tenepb npucTynuM K nognucuy naketa. [ina aToro BBeAeM KOMaHay:

dpkg-sig -k 676E42AAAFBCF227 --sign builder 1ibrtpkcsllecp_1.9.15.0-1_and64. deb

Kak BuaHo, nocne onuuu -k ykasbiBaetcs id nognucu. Onuums --sign -- ykasbiBaeT posib TOro, KTo caenan noanuch, B HalleM crlyyae, 310 TOT, KTo cobupan
nakeT. MNpoBepuTb NOANNCH MOXHO C MOMOLLBIO KOMaHAbI:

dpkg-sig --verify librtpkcsllecp_1.9.15.0-1_and64. deb

[Moanuch rpm nNakeToBs
CkaumBaem nakeT Ans cosgaHvs u Bepudukauum nognucei dpkg-sig:

sudo apt-get install rpmsign

Mocne aToro BeibMpaeTe NoGON NakeT, KOTOPLIV Bbl XOTUTE NognucaTb. Bosbmem anst npumepa nakeT ¢ 6GubnuoTekoi librtpkes11ecp.so:

MpucTtynum, y3Haem id Hawen nognucun B gpg. [Ins aToro BBeAemM KoMaHay:

gpg --list-sigs

BbiBoa 6yaeT NpMMEPHO CrieyoLwmMm:



| olol @o1lol - Virtual Box: ~/ Downl oads$ gpg --1list-sigs

/ homre/ | olol /. gnupg/ pubri ng. kbx

pub  rsa2048 2019-10-25 [ SCE]
0CD2B9CEE398990609D6C164676E42AAAFBCF227
uid [ultimate] I olol <lolol @xanple.conr

sig 3 676E42AAAFBCF227 2019-10-25 |[olol <l olol @xanple.conr

M3 BbiBOAa Mbl BUAMM, YTO naeHTUdmkaTop noanucvy 676E42AAAFBCF227. Tenepb NpucTynuM K nognucuy naketa. [ins atoro cosgagum daiin
KOHUrypaumm .rpmmacros Ans Co3faHuv noanucu co cneayowmnmM CoaepXuMbIM:

% si gnature gpg
% gpg_nanme 676E42AAAFBCF227

Kctarw, B none %_gpg_name MOXHO 3anucaThb He id nognucy, a ro3epHeiim cospaTens knoua.

W BBEOEM KOMaHAY:

rpm --addsign |ibrtpkcsllecp-1.9.15.0-1.x86_64.rpm

YT06bI NpoBEPUTL (harin, 3KCNOPTUPYEM Hall NyGnMYHbIA gpg KoY B CMIUCOK AOBEPEHHDBIX:

gpg -a -0 ~/ RPM GPG KEY-test --export 676E42AAAFBCF227
sudo rpm --inmport ~/ RPM GPG KEY-t est

Tenepb NpUCTYNUM K camoli npoBepke. [1nsi 3Toro BBEAEM KOMaHAy:

rpm-K |ibrtpkcsllecp-1.9.15.0-1.x86_64.rpm

BbiBoA AOMmKeH BbiTb Crieayowmm:

l'i brtpkcsllecp-1.9.15.0-1.x86_64.rpm digests signatures



	Подпись пакетов с помощью GPG и ключей хранящихся на токене

