3.1.3.5. HacTtpomnka nogknioyeHust K TepMUHaribHomMy cepeepy
Nno npeabABIeHUIO TOKEHa

Pasgen cooepXuT MHCTPYKLUMIO MO HACTPOWKE NMOAKMIOYEHUS K TEPMUHAIY MO NPeAbsBEHMIO TOKEeHa.
[Ina HacTpoWikM HeOBXOANM KOMMbIOTEP C YCTaHOBMEHHOW onepauunoHHol cuctemornt Windows 2019 Server Rus 1 gpaiiBepaMu PyTokeH.

OnepaumoHHas cuctema formkHa BbiTb HacTpoeHa kak KoHTponnep fomeHa. B crictemMe JomkHbl BbITb YCTAHOBMEHBI Y HACTPOEHbI Cryx6bl
ceptucbmkauum n Cnyx6el TepmmuHanos (Crnyx6bl yaaneHHbIX pabounx CToroB), a nonb3oBaTensim BelAaHbl cepTudmkaTtsl Tvna MNonb3oBaTesb Co cMapT-
KapToii nnun Bxop co cMapT-kapToiA.

Bce onucaHHble Aanee AeiicTBUSi NPOV3BOAATCS C aAMUHUCTPATUBHBIMU NpaBammn B CUCTEME.
[lns npumepa ncnonb3yeTtcs yyeTHas 3anuce Admin.

OTanbl HAaCTPOWKN NOAKIIOYEHNS K TePMUHATBHOMY CepBepy Mo NpeabsBeHUI0 TOKeHa:

1 aTan: Hactpoiika CepBepa TepMUHanos.

2 aTtan: HacTpoiika nonuTk 6e30MacHOCTV KOHTPONNepa JOMEHa.

HacTtpownka CepBepa TepMuHanos

Heobxoanmo yctaHoBUTL Ha cepBepe pornb Cnyx6bl yaaneHHbIX paboumnx cronos (RDP) co cnyx6on Y3en ceaHcoB yaaneHHbIX paboymnx CTornos.
Ecnu cepsep sIBNAeTCA KOHTPONNEPOM OMeHa, TO He PeKOMeHayeTca ycTaHasnueaTh cnyxBy MocpeaHVK noakmioueHuUi K yaaneHHoMmy paGouemy crony.
[nsi HacTponkn CepBepa TEPMUHANOB:

1. Haxmute kombuHaumo knasuw Windows+X v BbiGepute nyHKT MeHto Cuctema.
2. B neBoWu yacTtv okHa CuUcTeMa LenkHuTe no ccoinke Hactpoika yaaneHHoro gocryna.
2 Cucrema - m} X
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AoMaLLINAA CTpaHILA
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Mpoueccop: Intel(R) Core(Th} i5-6600 CPU @ 3.30GHz 3.31 GHz
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Mepo n cencoprsii 5504 Mepo W CeHCOPHbI BEOA HEATCTYMHbI AT 3TOMD 3KPaHa

VIR KOMMIbIOTEpa, A AOMEH H MBPaMETPE! paBOUE Myl
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3. B OkHe CBOWCTB cuCTeMbl NepenanTe Ha BKNaaky YaaneHHblin AOCTyn.
4. YcraHoBWTe nepekntoyaTens B nonoxeHne PaspelumnTs yaaneHHble NoaKoYEeHUs K 3TOMY KOMMLIOTEpY.
5. YcTaHoBWTb ranoyky Paspelumts noaknioYeHme TomnekKo...



6. Haxmute BbiGpaTh nonb3oBaTtenei.

CBOWCTEE CMCTEMBI X

WA komneiotepa  OBopyoosadwe  [ononHwTensHo Y AANEHHLIA QoCTyn

¥ naneHHEIR MoMOLLHK

PaspeluTe NoaKNoYEHMA YASNEHHOMD NOMOLLHWKS K 3TOMY
KOMMETERY

HononHATENEHD .

¥ naneHHeIli pabounid cTon

BrifepiTe BAPMAHT 1 YHEXWTE, KOMY DESPEEHD NOOKNHYEHWE.

() He paspewaTs yaaneHHsIE NOAKNIOYEHUA K 3TOMY KOMMBIOTEDY
(®) PaspewmTs yAaneHHbIE NOAKMYEHWA K 3TOMY KoM TEDY

PaspeluiTe NoaKMoYEHMA TONEKD C KOMMBHTEPOE, HA KOTOPBLK
pafoTaeT yaaneHHeR padoyid cToN ¢ NPOBEPKOA NOANMHHOCTH
HE YpOBHE CETW (peKoMEHOYETCH)

[Nomoyb BLIGDaTE BriSpate nonssosaTensi. ..

0K CmaeHa MpMEHUTE

Mpy. HeobxoAMMOCTHN paspeLLnTb AOCTYN K yAaneHHbIM pabounmM CTonam ¢ KOMMbIOTEPOB, He BXOAALLMX B JOMEH, UMW C KOMMbLIOTEPOB AOMEHa,
p arowmx noa ynpaenenmem Windows XP, He06x0AMMO CHATb ranoyky ¢ nyHkTa Paspelumrb noaknioYeHUs TONbKO C KOMMbIOTEPOB, Ha
KoTopbIxX paboTaeT yaaneHHbI pabouunii cron ¢ npoeepkoi NOANMHHOCTYA Ha YPOBHe CeTy (peKoMeHayeTcs1).



7. B okHe Monb3oBartenb yganeHHoro paboyero crona Haxvute [lobaButb.

=
X

MNonezceatenn Ya4aneHHoro FIEE-I:I‘-IEFEI CTong

MNoneZ0BaTENM M3 CMNMCKE HAXE, 3 TAKIKE YNeHB! FPYMNkGI
" AAMWHWCTPETOPBI", MOrYT NOAKNIOYATECA K 3TOMY KOMMLIOTEDY.

TEST " AGMUHWCTPATOR YXE MMEET OOCTYT.

JofaeuTs. .. Yoanute

YTobkl COS0ATE HOBYHD YYETHYID 3EMKMCE MNW A0A3BWTE NONE30EATENSA B
OPYTWE MEYTINBl, OTKPOATE NaHENL YNMPaBNeHWA YYeTHeIE SanMcuy
NonNeESoEaTENSA.

QK COmaeHa

8. B none BeeauTe uMeHa BbIOMpaeMbiX OGbEKTOB BBeAWTE MMS NOMNb30BaTENS UMW rPynMbl NOnb3oBaTenen, KOTopbIM HEOOXOAMMO paspeLLnTb
[O0CTYN K yAaneHHsIM paboymm cTonam.

BeiGop: "Monezceatenn” nan "Tpynne” X

BrifepuTe TMN ofbeKTa:

|"I'Iunb3t:BaTen|.-1" unma "Tpymne” | Twnel oG bEKTOE...

B cnemytowlem mecTe:

|test.lu-::al | FasmeuleHie...

Beemite MmeHa eifvpaemen 0B bekTos (Npurepsl):

user] MpoEepWTE UMEeHa

JononHuTenEHD ... CmaeHa

9. HaxmuTte NpoBeputb UMEHa.
10. Haxmute OK.
11. Takum xe obpasom fobaBbTe Apyrvx Nonb3oBaTenemn rpynmnbl.

HacTtponka nonutnk 6€3onacHOCTN KOHTPONNEPOB AOMEHA

[nsi HACcTPONKN MONUTUK 6E30MacHOCTN KOHTPOINEPOB JOMeHa:

1. OtkponTe MNaHenb ynpaBneHus.
2. B none nowvcka BBeaMTe CoBO "aAMUHNCTPUPOBaHME".
3. [lBa pasa LenkH1Te Mo HasBaHMIo NyHkTa AGMUHUCTPMPOBAaHME.



4. [1Ba pasa WenkH\Te No Ha3BaHMIO OCHACTKN YNpaBrieHue rpynnoBow MOSMTUKON.

=1 CpeacTea paBoTl € APABIKaMK  CPEACTEA PaBOTH C NPUATHKEHMAMKM  AAMUHMCTRNPOBaHNE - o x
Tnasras  MogenwTsca  Bua Ynpaenerie Ynpasnetine (7]
A 7 » Mawenbynpasnenns > Crcreman GeonachocTs » AJMUHWCTPUPOBaHME > v O | Mouck Agunnctpuposarie 0
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5. B neBowi Yact okHa YnpaeneHue rpyrnoBoii NOSUTUKON psaom ¢ nyHkToM OBbeKTbl rpyMnoBOv NOSIMTUKM LLENKHUTE MO CTPENOoYKe.
6. LenkHuTe npaBoWi KHOMKOW MbilK No HasBaHwio noanyHkta Default Domain Controllers Policy 1 BbiGepuTe nyHkT U3MeHUTD...

Zl ¥npaenenwe rpynnoeoii nonumkoii =, O *

_Tg'é ®aiin  [Jeiictene  Bug  Owkno  Cnpaeka - &%
e 2@ Ea|X G|
\5, Ynpasnenme rpynnosoii nonumikoii Default Demain Controllers Policy

v i Nec: test.local

~ (5 domens
~ F3 testlocal

OBnacts  Ceepgetma  [Mapametpel  [enervposadne  CocTosmue
Cenasu

Mokazats ceAsv B PacnonoXeHun:

Default Domain Policy test local ~
2| Domain Controllers C GPO cBAsaHe! cneqylowme caiTsl, AOMEHEI M NOAPa3AENEHUA:
v [ 5t OBbekTsl rpynnoBoii NOAMTHKKN r
jf Default Domain Cagtmllers Bolicg PazmeweHme [MpuHy mATENEHEIR Cen:
=[ Default Domain FI VzmeHuTe. . I Her [a
& Ounetpel WMI CocToAHKWe oBBEKTA rpyNNoBoH NOANTHKKN ¥
Ll HauansHele obbexTt 2
& Caitrel ApXMBNpPOBATE... 4
56 Mogennposanne rpynnoso BoccTaHOBWTE M3 apXMEE...
= . i NONMATVKI MDMMEHATCA TONbKD ANA
+ Pesynetatel rpynnoecii nos r
£ Fesy. 24 MmnopT napameTpos... MBI TEPOB:
COXpaHWTE OTHET... ~
Bug 3
Hosoe okHo oTcroaa =
Kenupoeate o
YaanuTte i
Mepenmenoeate
vnbTpam WMI:
OBHOBMTE ia
= ~ Omprite
Cnpaeka

InMNopT NapamMeTpoB B A3HHBIA OBBEKT | Pyl NUBUK 1L TR

7. B neBoit yactu okHa PepakTop yrnpasreHusi rpynnoBbIMA MOAUTUKAMM psgomM ¢ nyHkTom KoHdurypalus KoMnbioTepa LenkHTe no CTpernovke.
8. Pagom c nyHKTOM MONUTUKM LLENKHNUTE MO CTPeroyKe.
9. Pagom c nyHktom KoHdmrypauum Windows LenkHuTe no ctpenoyke.

10. Psigpom c nyHkTom MapameTpbl 6e30MacHOCTH LLEeNKHUTE MO CTPerioyke.

11. Psagom c nyHkTOM JloKanbHbIe MNOMUTUKK LLENKHUTE MO CTPENOYKeE.

12. LLenkHute no Ha3BaHWIO NOANYHKTa HasHayeHue npaB nNonb3oBaTens.



13.

14

[Ba pasa LenkH1Te No Ha3BaHuo nonuTukv PaspelmnTb Bxoa B CUCTemy 4yepes cny>K6y YAaneHHbIX paﬁoqux CTaHLui.

Er PEﬂ,EICFDp YNPaBNEHNA rpyNNOBBIMW NONUTHKIMK
Paiin  Jefictene

ez nEXE=H

Bug  Cnpaeka

O *

v [ MoanTtukn
" Kondurypauywa nporpamm
v [ | Kondurypauma Windows
| MonuTika paspeleHna nmen
1= CueHapun (3anyck/3aBEpLLEHNE)
= PaseepHyTolE NPUHTEDDI
v ig, Mapamerpel BesonacHocT
:a MoanTrkn yHeTHBIX 3anncei
w _-E JNokansHele noaAUTHKK
i Monwruka ayguta
ﬁE HazHaueHne Np3ae NoNbL30B3TENA
. j MapameTpbl BesonacHocTi
&

> ”-g I'pynnbl € OrpaHWHEHHBIM A0CTYNOM

Kypran cobermuii

5, Cucremmeie cryxGel

5 Peecrp

. Paiinosas cucTema

Monwtuen npoeogroit cetn (IEEE 802
| Bpangmay=zp Windows B peskume nosl
MoanTuin gncnetuepa cnncka ceTei
Moantnen Becnpeeogroi cetw (IEEE §

MonnTren oTkpeIToro KAroYa
| Monutukm OrpaHU4EHHOr o MCNoNL30I w

< >

v il Kondurypaywa komnsioTepa A

MoanTuka

[y MzmeHeHe napameTpos cpegel M3roToBMTENA

1] MsMEHEHME CUCTEMHOTD BPEMEHK

[y Msmenenne wacosore noaca

i) MimunTauna knneHTa noce NpoBepkn NOAIMHHOCTI
lig) NokaneHeId Bx04 B CHCTEMY

liy| HacTpoiika KBOT NamaTu 4na npouecca

s OBxoa nepekpecTHoi NpoBEpKK

liiy OTka3aTh B ADCTYME K 3TOMY KOMIBHITERY W3 CETH
iy OTkasaTh BO BXOAE B KAYECTEE NAKETHOTO 3343HNA
11z OTkazaTe Bo BXOAE B KAYECTBE CykBkI

;] OTKNHOYEHNE KOMMBHOTEPE 0T CTHIKOBOYHOTD Y3Na

lis| Ornaaka nporpamm

Lig| Mony4uTe MapKep CAMUETEOPEHWA ANR APYrOTD NOAL30EAT...

[y MpWHYAWTENBHOE YAANEHHOE 33BEPLUEHNE paBoTel
s Mpodunuposanue ogHoro npouecca

12| MpodmnnpoBaHUE NPON3E0ANTENBHOCTI CUCTEMBI
lis) PaBoTa B pEXMME ONEPALMOHHOA CMCTEMEI

1is) CHHXpOHW3aLMA AaHHBIX CTy#0bl KaTaNoros

1z Cmena Bnageneuee daitnoe u gpyrux obLekToB

Us| Co3naHme avauTos BesonacHocTi
£

PazpelleHne 40BEpNA K yUETHEIM 33NUCAM KOMMEHITEROE W..,

PaspelunTs BXO4 B CHCTEMY Yepes cnyxxOy yaaneHHbix pat e onpenen

Mapamerpn ™
AgranHncTp:
Onepatopel
He onpeaen
He onpegen
KOHTPOAN
AgranHncTp:
Mpea-Windc
He onpeaen
He enpeaen
He onpegen
AgmnHncTp:
AgrannncTp:
He enpeaen
OnepaTopel
AgranHncTp:
NT SERVICE
He onpeaen
ApranHncTp:

He onpeaen

ApranHncTp:

MNETWORK S ¥
>

YcTaHosuTe driaxok OnpeaenuTs cregylowme napameTpbl NOMNTUKA.




15. HaxmuTe [Jo6aBWTb NONbL3OBATENA MNM rpynny.

CeoWcTea: PaspelwunTe BX04 B cHCTEMY Yepes cnyxBy yaa... ? >

[NapameTtp nonumak GezonacHoC™  DEwRCHEHME

FaspeluiTs Exon & CMCTEMY YEpes chyw Ay YOaneHHLN pafodwn
. CTONOB

OnpefeniTe Cneayiwme NapaMeTpel NoMMTAKM:

[NpBaEMTe NONES0EATENA WA FOYTINY .. YoanuTe

IaHHEI napameTp He COEMECTHM C NaKeToM oSHoEneHMA 1 4na
Windows 2000 wni Gonee paHHamKM EepoAMIA. [TpMMEHRIRTE

0B bEK TR FPYMNOE0IA NONMTMKK, COOSPKELLME OGHHEIN NapaMEeTR,
TONBHO K KOMMBOTERaM ¢ Bonee NosaHER BepoUei
DMNEPALWOHHON CHCTEMEI.

oK CmaeHa MNpureHATE

16. B okHe [loGaBneHWe nonb3oBaTens unum rpynnbl Haxvmte O63op.

17. B okHe BbiGop B none Beeaute uMeHa BbibMpaeMbIX 0O6BLEKTOB BBEAMTE UMS NOnb3oBaTeNs Unu rpynnbl Nonb3oBaTenen, KoTopbiM 6yaeT
pa3speLLeHo NoakIYaTbes K aToMy cepBepy Yepe3 Cnyx6bl yaaneHHbIX paboumx CTomnos.

18. Haxwmute MpoBepuUTb UMEHA.

BriGop: "MNonezosatenn”, "Komneroteper”, "YuetHeie 3anncn cnyxd” wnw “Tpyn.. X

BrifepiTe Tvn ofbekTa:

|"|'Iunb3uE:E|TenH", "WyetHeie sanmck ciyxd”, "Tpynner” uma "BCTPOE| Tvnel 0B BEKTOE. .

B cremyowem mecTe:

|test.luc:al | Pasmewenne ..

BeemTe uMeHa BeIGWpasMen 08B TOE (DDMMEDEL):

MonesoEaTenk AoMeaHa [MNpoEEpUTE MMEHE

DononHKMTEnEHD. . CmeHa

19. Haxmute OK. B okHe [lo6aBneHne nosnb3oBaTens uiuv rpynnbl 0Tobpasuntcs UMs Nonb3oBaTens Unm rpynnsbi.




20. Haxmute OK.

,ﬂ,DﬁEEJ’IEHI.-'IE NonbL3CEATENA WAW TPYNNEI

MmeHa nonezosaTensd 1 rpynn

x
TEST\MonesoEaTeny ooMeHa | I Dézop... |
oK Omvexa
21. Haxwmmte OK.
CeoWcTea: PaspelwnTe BX04 B cUCTEMY Yepes cryxBy yaa... ?
[MapameTp nonMTMKK GesonacHoCT DB LACHEHME
__E . CTOnos

PaspelwWTs EXOL B CMCTEMY Yepes cryEy yAaneHHEN pafou

CnpeaenvTe CNeyoLIMe NApEMETDB! MOMMTARA:

TEST [ Nonesoeatend gomMeHa

[oGEENTE NONEE0B3TENA MITK FRYTINY. .

Yoanime
JaHHBIR NapaMeTp He COBMECTMM ¢ NakeTom ofHosneHwA 1 ana

Windows 2000 w1 Gonee paHHuMK BepcuAMiA. [prmeHARTE

08 BEKTE! FPYTINOEOHA NONMTAKM, COAEPXELWE AaHHEIR NapamMeTp,
TONBHO K KOMOBTERaM C Gonee NosoHeR BepcWe
QMNEALMOHHON CMCTEMB .

OK

22, 3akpoliTe OKHO OCHACTKM YNpaBneHue rpynnoBov NOSUTUKON 1 OKHO AOMUHUCTPUPOBaHUE.

Omaena

MpmMeHUTE
Cwm. panee Hacrtpolika KnMeHTCKON onepaLyoHHON CUCTEMBbI.

Mocne nepesarpysku komnbtoTepa HacTpoiika Cnyx6 yaaneHHbIX paboumx cTornoB 1 MonuTuk GeaonacHOCTU KOHTporriepa fJoMeHa GyaeT 3aBepLueHa.


http://developer.rutoken.ru/pages/viewpage.action?pageId=14811140
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