3.1.2.5 HacTpoika nogkrnioyeHust K TepMUHaribHoMy cepBepy
Nno npeabABIeHUIO TOKEHa

Pasgen cooepXuT MHCTPYKLUMIO MO HACTPOWKE NMOAKMIOYEHUS K TEPMUHAIY MO NPeAbsBEHMIO TOKEeHa.
[Ina HacTpowikM HeoBXoANM KOMMbIOTEP C YCTaHOBMEHHOW onepauunoHHol cuctemornt Windows 2016 Server Rus 1 gpaiiBepaMu PyTokeH.

OnepaumoHHas cuctema formkHa BbiTb HacTpoeHa kak KoHTponnep fomeHa. B crictemMe JomkHbl BbITb YCTAHOBMEHBI Y HACTPOEHbI Cryx6bl
ceptucbmkauum n Cnyx6el TepmmuHanos (Crnyx6bl yaaneHHbIX pabounx CToroB), a nonb3oBaTensim BelAaHbl cepTudmkaTtsl Tvna MNonb3oBaTesb Co cMapT-
KapToii nnun Bxop co cMapT-kapToiA.

Bce onucaHHble Aanee AeiicTBUSi NPOV3BOAATCS C aAMUHUCTPATUBHBIMU NpaBammn B CUCTEME.
[lns npumepa ncnonb3yeTtcs yyeTHas 3anuce Admin.

OTanbl HAaCTPOWKN NOAKIIOYEHNS K TePMUHATBHOMY CepBepy Mo NpeabsBeHUI0 TOKeHa:

1 atan: Hactpoiika CepBepa TepMUHanos.

2 atan: HacTpoiika nonuTk 6e30MacHOCTV KOHTpONnepa JOMEHa.

Hactpoitka CepBepa TepMmnHanos

Heobxogumo yctaHoBUTb Ha cepBepe pornb Cnyx6bl yaaneHHbIX pabounx cronos (RDP) co cnyx6on Y3en ceaHcoB yaaneHHbIX paboymx cTomnos.
Ecnu cepsep sIBNAeTCA KOHTPONNEPOM OMeHa, TO He PeKOMeHayeTca ycTaHasnueaTh cnyxBy MocpeaHVK noakmioueHuUi K yaaneHHoMmy paGouemy crony.
[ns HacTponkn CepBepa TEPMUHANOB:

1. Haxmute kombuHaumio knasumw Windows+X v BbiGepute nyHKT MeHio Cuctema.
2. B neBoWu yacTu okHa CuUCTeMa LuenkHuTe no ccolnke HacTtpoika yaaneHHoro Aoctyna.
2 Cucrema - m} X

4 5 Navensynpasnerun » Cucrema u GesonacHocTs » CucTema v|® | Mowcke naneanynpasnerns 0@

Matens ynpasneris —
AoMaLLINAA CTpaHILA

HPOC‘\.‘!OTP OCHOBHBIX CBEAEHMIA O BALLEM KoMnbtoTeEpE

- Buinyck Windows
) Nnenetuep yerpoiicts
Windows Server 2016 Datacenter
© Kopnopauns Mafikpocodr (Microsoft Corporation), 2016. Bee npasa sawyuwens!. ==_Windows Server 2016
) [lononnuTentHble napamerpel
cncTentsl
Cucrema
Mpoueccop: Intel(R) Core(Th} i5-6600 CPU @ 3.30GHz 3.31 GHz
Ycranosnennan namate 4,00 T6
(03¥):
Tun cucrems: 64-PIIPARHAR ONIEPTUMOHHGR CHCTEMS, TPOUECCOp X64

Mepo n cencoprsii 5504 Mepo W CeHCOPHbI BEOA HEATCTYMHbI AT 3TOMD 3KPaHa

VIR KOMMIbIOTEpa, A AOMEH H MBPaMETPE! paBOUE Myl

W5 komneroTepa: WIN-155CABOTIFD Biuenns
Mosmoe nws: WIN-155CABOTIFD test.local TRpanSIpt
Onucarme:

Jomer: testlocal

Axrmeauma Windows

Cucrema Windows ne akTuemposana. Ycnosua NLEHSHOHHOrO COMNBLLENHA Ha HCMIONBIOB3HHNE NPOFPAaMMHGr0 oBeCheveNIA KOPNOpaLyl
Maiixpocot
Koa npoayxTa: 00377-S0000-00001-AA4T3 & Acneauma Windows
Ci. Takoke
Llentp Besonachocti
oBcmpkmearin

3. B OKHe CBOWCTB cuCTeMbl NepenanTe Ha BKNaaky YaaneHHblin AOCTyn.
. YcTaHoBuWTe nepeknoyaTtenb B nonoxeHne PaspelunTts yaaneHHbIe NOAKMIOYEHNUs K 3TOMY KOMMNbIOTEpY.
5. YcrtaHoBuTe ranouky PaspeLlunTb NOAKMIOYEHUe TOMbKO. ..

~



6. Haxmute BbiGpaTh nonb3oBartenei.

CBOWCTEE CMCTEMBI X

WA komneiotepa  OBopyoosadwe  [ononHwTensHo Y AANEHHLIA QoCTyn

¥ naneHHEIR MoMOLLHK

PaspeluTe NoaKNoYEHMA YASNEHHOMD NOMOLLHWKS K 3TOMY
KOMMETERY

JHononauTensHa...

¥ naneHHeIli pabounid cTon

BrifepiTe BAPMAHT 1 YHEXWTE, KOMY DESPEEHD NOOKNHYEHWE.

() He paspewaTs yaaneHHsIE NOAKNIOYEHUA K 3TOMY KOMMBIOTEDY
(®) PaspewmTs yAaneHHbIE NOAKMYEHWA K 3TOMY KoM TEDY

PaspeluiTe NoaKMoYEHMA TONEKD C KOMMBHTEPOE, HA KOTOPBLK
pafoTaeT yaaneHHeR padoyid cToN ¢ NPOBEPKOA NOANMHHOCTH
HE YpOBHE CETW (peKoMEHOYETCH)

[Nomoyb BLIGDaTE BriSpate nonssosaTensi. ..

0K CmaeHa MpMEHUTE

Mpy. HeobxoAMMOCTHN paspeLLnTb AOCTYN K yAaneHHbIM pabounmM CTonam ¢ KOMMbIOTEPOB, He BXOAALLMX B JOMEH, UMW C KOMMbLIOTEPOB AOMEHa,
p arowmx noa ynpaenenmem Windows XP, He06x0AMMO CHATb ranoyky ¢ nyHkTa Paspelumrb noaknioYeHUs TONbKO C KOMMbIOTEPOB, Ha
KoTopbIxX paboTaeT yaaneHHbI pabouunii cron ¢ npoeepkoi NOANMHHOCTYA Ha YPOBHe CeTy (peKoMeHayeTcs1).



7. B okHe Nonb3oBartenb yganeHHoro paboyero crona Haxvute [lo6asutb.

Monezoeatenu yaaneHHoroe pabodero crona ? >

MNonNbZ0B3TENN M3 CMMCKE HAKE, 3 TAKKE UNeHs! FpYTMkI
" AOMWHWCTPETOPG!", MOYT NOOKNIOYETECA K 3TOMY KOMOBHTEDY.

TEST*ABMWHWCTPETOD YKE MMEST OOCTYHTI.

Y708kl COZ0ATE HOBYHD YHETHYID SAMKCE MNWM 00G3EWTE NONBSOBATENSA B
ADYTHE MEYMME!, OTKPORTE NaHeNs YNPEBENeHWA ¥ueTHEIE SEnMci
NoNbS0E3aTENSA.

Omveria

8. B none BeeauTe uMeHa BbIGVIpaeMbIX 00BbEKTOB BBEAMTE MMS NOSb30BATENS UIN rpynnbl nonb3oBaTtenew, KOTOpbIM HeobxoaMmo paspewnTb
LOCTYN K yaaneHHbIM paGOl-II/IM cTonam.

BeiGop: "Monezceatenn” nan "Tpynne” et

BriGepuTe TMn obberTa:

|"|-|D]'Ib3l]EFE|TEJ'IH" e "Tpyrine” | Twnbl oBbekToE ...

B cnemyowem mecTe:
|test.lnn:al

| Pasmewetie...

BeenTe MMeHa BbifMpacMen: 08 bEHTOE (DDMMEDLL):

user [poBEpKTE MMEHE

JononHuTenEHD ... CmeHa

9. HaxmuTe MNpoBepuTb UMeHa.
10. Haxmute OK.

11. Takum xe obpasom fobaBbTe ApYyrMx nonb3oBaTtenen u rpyneol.

HacTpoiika nonuTuk 6€3o0nacHOCTM KOHTpoririepa AoMeHa

[nsi HacTponkn NoNUTUK Ge3onacHOCTU KOHTposiepa AOMeHa:

1. OtkponTe MaHenb ynpaBneHus.
2. B none noucka BBeauTe crnoBo "agMUHUCTpMpOBaHue".
3. [1Ba pasa LwenkHUTe No Ha3BaHWIo NyHkTa ABMUHUCTPUPOBaHME.



4. [1a pasa WenkH1Te No Ha3BaHMIO OCHACTKN YNpaBieHue rpynnoBow MOSMMTUKON.

=1 CpeacTea paBoTl € APABIKaMK  CPEACTEA PaBOTH C NPpUATHKEHMAMM  AJMWHMCTPNPOBaHNE - o x
TnasHaa Mopenntsca Bua Ynpasnetine Ynpasnetine [7]
4 7% » Mareneynpaenenna > Cwcremau GesonacHocTs > AJMUHWCTRMPOEAHHE > v O | Nouck AgmuHuctpuposanue 0
s . e | [T Pastep ~
s BuicTpeiii gocTyn 32 MIGLUDY LU A YA IEHRBIN QUL wwreui o Apsi

B PaGouwii cron 5% Mogayne Active Directory gna Windows P... Apnsic 2KB
i —— ,\ MornTop pecypcos Apnsic 2KE
4 OnmammsaLua anckos Apasic 2KE
] Aoxymerma = Ouncrea guca Apnsi 26
ke % Maker aaMuHUCTPPOEaHNA AMCTETHEDS . Apnsik 2K6
System32 5 Mnanuposuwk sagannii fpasix 2K6
I 3ror comnsonep 2 Monezosatenut u komnsoTeps Active Dir... fpasik 2KE
53] NpocmeTp cobermwit Apnsix 2KE
b Cem 7 Pegakmposarine ADS| Apnsik 2KB
"3 Ceepenma o cucreme Apnsic 2KB
B Cepsep nonumman cen fApneic 2KE
U Cucrema aparsauyn ganrsn Windows S. fipnsix 2K
(¥) Cucremusii MoHnTap fpnsik 2K6
43 Cayx6si Microsoft Azure Apnsic 2K6
- CnyxBbl KOMNOHEHTOR fpasix 2K6
i CayBil Apnsik 2KB
(1] Cpeacteo nposepiu namsTn Windows Apasik 2KE
| -2 Ynpasnerme rpynnosoii neanmkoii Apneix 2K5]
‘& ¥npaenerine komneroTepon Apnbik 2KB
) Ynpaanenue nevatsio fApnsic 2KB
573 YnpaEnenme yAaNeHHbIM AOCTYNOM Apasic 2K6
3 Uentp agmunuctpuposanua Active Direc... Apasix 2K6
7 UenTp cepTudukaumn fpasix 2K

3nementor: 36 Beibpan 1 snement: 1,19 Kb

5. B nesoit YacTu okHa YnpaBrneHue rpynnosoi MOAUTUKOM psiaom ¢ myHKToM OBbeKThI FpynMnoBoi MNOMUTUKM LLEEMKHWUTE MO CTPENoYKe.
6. LenkHWTe npaBoW KHOMKOM MbIlK No HasBaHwio noanyHkTa Default Domain Controllers Policy 1 BbiGepuTe nyHkT U3aMeHUTD...

Zl ¥npaenenwe rpynnoeoii nonumkoii =, O *
5L ®aiin  Jeiictene  Bug  Owno  Crpaska -8
e 2@ &8 X6 HE
'3, ¥npaenenne rpynnoeoii noauTuko Default Domain Controllers Policy
Y -ﬁ J"I.ec: e thocal Onacte  Ceepetma Mapametpel [enervposadme CocTomHue

~ (55 domensl
. Cenasu
v 3 testlocal
=] Default Domain Policy MokasaTs CEASM B PACNONOKEHWA: | pagt [ocal ~
2| Domain Controllers C GPO ceAsaHel cregylowwe caiTel, AOMEHE! W NOADA3AENEHWA .
~ [ 5 OBbexTel rpynnoeoii noauTukm -
<! Default Domain Cantrallers Balicy PasmeieHie My gATENsHoIR Cene
=] Default Domain WmeHuTs... I Her [a
7 Dunetpel WMI CocToaHne 0BBEKTa rpyNNOBOI NONMTMKK ¥
3 HauaneHbie obbekTt 2
& Caiire ApXMBNpPOBATE... i
i MogenmposaHne rpynnoso BoccTaHOBWTE M3 apXMEE...
- = o MOMUTHN NPUMEHRIOTCA TONBKO ANA
\+ PesyneTathl rpynnoeoii nos MMMOpT NapameTpos... e
COXpaHWTE OTHET... s
Bug 3
Hosoe okHo oTcroaa =
Konuposate Csoiictea
YaanuTte |
Mepenmenoeate
vnbTpam WMI:
OBHOBMTE om |
= ~ Omprite
Cnpaeka

InMNopT NapamMeTpoB B A3HHBIA OBBEKT | Pyl INUBUKM 1L KR

7. B neBoit yacTv okHa PefaKkrop ynpaeneHus rpynnoBbIMY MOSIMTUKAMKM pSAOM C MyHKTOM KoHdUrypaums KoMnbloTepa LLEenKHUTE Mo CTPerioyke.
8. Psigpom ¢ nyHkTOM MONUTUKM LLENKHWUTE MO CTPeroyke.
9. Psagom c nyHkToMm KoHdurypaumum Windows LuenkHUTe no cTpenoyke.

10. Psipom c nyHkTom MapameTpbl 6e30MacHOCTH LLENKHUTE MO CTPeroyke.

11. Psagom c nyHkTOM JloKanbHbIe MNOMUTUKM LLENKHUTE MO CTPENOoYKe.

12. LenkHuTe no Ha3BaHuto noanyHkTa HasHayeHue npaB NonbL3oBaTenNs.



13.

[Ba pasa LWenkH1Te No Ha3BaHuo NonuTUkM PaspelnTb Bxoa B CUCTEeMy 4Yepes cny>K6y YAaneHHbIX pasO‘-‘MX CTaHLui.

_"-J PEﬂ,EICFDp YNPaBNEHNA rpyNNOBBIMW NONUTHKIMK
Paiin  Jefictene

el | nEXE= H

Bug  Cnpaeka

O *

v il Kondurypaywa komnsioTepa A
v [ MoanTtukn
| Kondurypauma nporpanm
v [ | Kondurypauma Windows
| MonuThka paspeLLeHna MMeH
1= CueHapun (3anyck/3aBEpLLEHNE)
= PassepHyTbie NpuHTEpEl
v G MMapamerpsl GesonachocTn
_ff_‘ MoanTrkn yHeTHBIX 3anncei
v [ [okaneHsie nonutien
i Monwruka ayguta
3| Hazmauenwe npas nonksosatenn
:ﬁ MapameTpbl BesonacHocTi
y j Kypran cobermuii
‘4 [pynnbl ¢ orpaHUYEHHBIM 4OCTYNOM
4 Cucremmeie cryxGel
5 Peecrp
1 Dalinosan cucTema
Monwtuen npoeogroit cetn (IEEE 802

panamay3sp Windows B peskuMe nosl
MoanTuin gncnetuepa cnncka ceTei
Moantnen Becnpeeogroi cetw (IEEE §

MonnTren oTkpeIToro KAroYa

ONATHEKW OrpaHUYEHHOr e MCNONB30I w

< >

MoanTuka

5| MameHeHne napaMeTpoE cpeds! M3roToBNTENA

1] MsMEHEHME CUCTEMHOTD BPEMEHK

[y Msmenenne wacosore noaca

i) MimunTauna knneHTa noce NpoBepkn NOAIMHHOCTI
11| NokaneHblid Bx04 B CMCTEMY

liy| HacTpoiika KBOT NamaTu 4na npouecca

s OBxoa nepekpecTHoi NpoBEpKK

iz OTKa33Th B AOCTYTIE K 3TOMY KOMMBHITEDY W3 CETH
5| OTKa3aTh B BXOAE B KAYECTEE NAKETHOTD 3343HNA
liz) OTkazaTe BO BXOJE B KAYECTBE CNyBBI

;] OTKNHOYEHNE KOMMBHOTEPE 0T CTHIKOBOYHOTD Y3Na

lis| Ornaaka nporpamm

Lig| Mony4uTe MapKep CAMUETEOPEHWA ANR APYrOTD NOAL30EAT...

[z MpuHyAnTENBHDE YiaNEHHOE 33BEpLUEHKE paBoTel
s Mpodunuposanue ogHoro npouecca

uz| MpodnnnposaHue NPoN3ECAMTENEHOCT CUCTEMBI
i) PaBioTa B peskumMe ONEpauMoHHOR CUCTEMBI

1iy) CHHXpOHW3aUNA AaHHBIX CTykOBI KaTaN0ros
Lz Cmena enagencuee $aiinoe u apyrux oBLekToB

Us| Co3naHme avauTos BesonacHocTi
£

PazpelleHne 40BEpNA K yUETHEIM 33NUCAM KOMMEHITEROE W..,

PaspelunTs BXO4 B CHCTEMY Yepes cnyxxOy yaaneHHbix pat e onpenen

Mapamerpn ™
AgranHncTp:
Onepatopel
He onpeaen
He onpegen
KOHTPOAN
AgranHncTp:
Mpea-Windc
He onpeaen
He enpeaen
He onpegen
AgmnHncTp:
AgrannncTp:
He enpeaen
OnepaTopel
AgranHncTp:
NT SERVICE
He onpeaen
ApranHncTp:

He onpeaen

ApranHncTp:
MNETWORK S ¥
>

14. YcraHosuTe draxok OnpeaenuTs criegylolwue napameTpbl NOAUTUKA.




15. Haxmute [JobaBnTb Nonb3oBaTens unu rpynny.

CeoWcTea: PaspelwunTe BX04 B cHCTEMY Yepes cnyxBy yaa... f

[NapameTtp nonumak GezonacHoC™  DEwRCHEHME

':.|'I' Faspewm s ExDA B CUCTEMY Yepes cnyxiy YAaneHHLR pafoyl
. CTonoe

OnpefeniTe Cneayiwme NapaMeTpel NoMMTAKM:

[NpBaEMTe NONES0EATENA WA FOYTINY .. YoanuTe

Windows 2000 wni Gonee paHHamKM EepoAMIA. [TpMMEHRIRTE

0B bEK TR FPYMNOE0IA NONMTMKK, COOSPKELLME OGHHEIN NapaMEeTR,
TONBHO K KOMMBOTERaM ¢ Bonee NosaHER BepoUei
DMNEPALWOHHON CHCTEMEI.

o IaHHEIA NapamMeTp He COBMECTHM C NakeTomM ofHoEnenwA 1 onA

oK CmaeHa MNpureHATE

16. B okHe [lo6aBneHne nonb3oBaTens unm rpynnbl Haxmute O630p.
17. B okHe Bbi6op B none Beeaute uMeHa BbiGpaeMbix 061LEKTOB BBeAMTE MMS NOMb30BaTENs NV rPynMbl Nofnb3oBaTenen, KoTopbiM byaeT

pa3speLleHo NoakIyaTbes K aToMy cepepy Yepe3 Cnyx6bl yaaneHHbIX paboumx CTomnos.
18. Haxmute MpoBepuTb UMEHA.

BeiGop: "Monesceatenn”, "Komneroteper”, "YueTHele 3anucn cnyE" wan "Tpyn...

X

BrifepiTe Tvn ofbekTa:
|"|'|Dnb3u::E=E|TenH", "WyetHeie sanmck ciyxd”, "Tpynner” uma "BCTFHJE| Tvnel 0B BEKTOE. .

B cremyowem mecTe:
|test.ln|:al |

Pasmewenne ..

BeemTe uMeHa BeIGWpasMen 08B TOE (DDMMEDEL):

MonesoEaTenk AoMeaHa [MNpoEEpUTE MMEHE

DononHKMTEnEHD. . CmeHa

19. Haxmute OK. B okHe [lo6aBneHne nonb3oBaTensa uim rpynnbl 0tobpasnTcst MMsi Nonb3oBaTeNs UNv rpynnbl.




20. Haxmute OK.
JoBaeneHne NoNL30BATENA WKW TEYNMNE X

WrmeHa nonezoeaTensi v rpynn
TEST\MonesoEaTeny ooMeHa | I Dézop... |
QK CmaeHa
21. Haxmwute OK.
? >

CeoiicTea: PaspelunTs BXo4 B CHCTEMY Yepes cnyxBy yaa...

[MapameTp nonMTMKK BesonacHoCT™ O bACHEHME

PaspelwWTs EXOL B CMCTEMY Yepes cyBy yaaneHHEN pafoul

:
: ; . CTOnoE
J— -

CnpegenTe cnenyowme NapaMeTpbl Mo TARM:

TEST4NonesoeaTend gomMeHa

¥oanute

NpfBEEnTs NONLSOBATENA MAKM CRYTNY .

IaHHEIR NapameTp HE COBMECTIAM C NakeTom ofHoEneEHWA 1 anA

o Windows 2000 w1 Gonee paHHumK eepouania. [pumeHaiTe
0B BEKTE! rPYNNCECH NONMTHKK, CoOEpXaLLWe JaHHEIR NapameTp,

TONEKD K KOMOBD TEDGM C fonee NosaHeR BEpCHEi
ONEPaLMOHHOA CUCTEMBI.

Ok CmveHa MpmMeHUTE

22. 3akpoliTe OKHO OCHACTKM YnpaBneHue rpynnoBov NOAUTUKON 1 OKHO AOMUHUCTPUpPOBaHUE.

Mocne nepesarpysku komnboTepa HacTpoiika Cnyx6 yaaneHHbIX paboumx cTornoB 1 MonuTuk GeaonacHOCTM KOHTporriepa fJoMeHa byaeT 3aBepLueHa.

Cwm. panee Hacrpoiika KIMeHTCKOM onepaLuoOHHOW CUCTEMDI.


http://developer.rutoken.ru/pages/viewpage.action?pageId=14811140
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