JNA ans PKCS#11 (Java)

1. Ans paboTbl ¢ TokeHamu B Java paspaboTaHa cneuunansHas 6ubnuoTteka-o6eptka pkes11jna. 3ta ob6epTka npegocTaBnseT uHTepdeinc Haa
nonHammyeckumm PKCS#11 6ubnunotekamu.
WcxoaHbin ko pacnonoxeH Ha: https://github.com/AktivCo/pkcs11jna

Pabota ¢ 6ubnuotekoit pkes11jna goctatouHo npocta. C nomolusio net.java.dev.jna HyxHo 3arpy3nte PKCS#11 6ubnunoteky n aanee pabotatb
C BO3BpaLleHHbIM 06bEKTOM No uHTepdency knacca RtPkes11:

RtPkcs11

import com sun.jna.Native;
inport ru.rutoken. pkcslljna. Rt Pkcs11;

Rt Pkcs11l rtpkcsll = Native.l oad(Native. extract FronmResourcePat h("rtpkcsllecp"). get Absol utePath(),
Rt Pkcs11. cl ass);

Knacc RtPkcs11 npepgoctaenseT uHtepdenc Hag PKCS#11 dpyHkumam o6epHyTon 6ubnuoTekoi. [insa npumepa nokaxem, Kak MOXHO
NPOVHULMANU3NPOBaTb TOKEH:

Mpumep MHULMAnNU3aLUKU TOKEHa

i nport com sun. jna. NativelLong;

import com sun.jna.Native;

inport com sun.jna.ptr.NativeLongByReference;
inmport ru.rutoken. pkcs1ljna. CK_C_I NI TI ALl ZE_ARGS;
i mport ru.rutoken. pkcslljna. PkcsllConstants;
inport ru.rutoken. pkcslljna. Rt Pkcs11;

public class Init {
private final static byte[] TOKEN LABEL = {'M, 'y', ' ', 'R, "u, 't', "o, 'k',

e, n, ) ) ) ) ) )

public final static CK_C I N TIALI ZE_ ARGS | NI Tl ALl ZE_ARGUMENTS =
new CK_C I NI TI ALI ZE_ARGS(nul |, null, null, null, new NativeLong(PkcsllConstants.
CKF_OS_LOCKI NG OK), null);

public static final byte[] DEFAULT USER PIN = {'1', '2', '3, '4', '5', "6, '7', '8'};
public static final byte[] DEFAULT SOPIN={'8, '7°, '6', '5', "4, '3, "2, '"1'};

public static void main(String[] args) {
Nati veLong hSessi on = new Nati veLong(Pkcs11Constants. CK_| NVALI D HANDLE) ;
Rt Pkcs1l rtpkecsll = null;

try {
Systemout. println("Exanple of token initialization using rtpkcsllecp via JNA");
rtpkcsll = Native. |l oad(Native. extract FronResourcePat h("rtpkcsllecp"). get Absol utePath(),
Rt Pkcs1l. cl ass);

Systemout.printin("Library initialization and acquiring of function list");
NativeLong rv = rtpkcs1l. C Initialize(lN TlIALI ZE ARGUMENTS);

if (!PkcsllConstants. equal sPkcsRV(PkcsllConstants. CKR_OK, rv)) {
throw new Exception("C_Initialize failed");

}
Systemout.println("Acquiring list of slots with connected tokens");

Nat i veLongByRef erence sl otsCount = new Nati veLongByReference();


https://github.com/AktivCo/pkcs11jna

rv = rtpkcsll. C Get Sl ot List(PkcsllConstants. CK_TRUE, null, slotsCount);
if (!PkcsllConstants. equal sPkcsRV(PkcsllConstants. CKR_OK, rv)) throw new Exception
("C GetSlotList failed");

if (slotsCount.getValue().intValue() == 0) {
throw new Exception("No Rutoken is available!");

}

NativeLong[] pSlotList = new NativeLong[sl ot sCount. getValue().intValue()];

rv = rtpkecsll. C_Cet Sl otList(PkcsllConstants. CK_TRUE, pSlotList, slotsCount);

if (!PkcsllConstants. equal sPkcsRV(PkcsllConstants. CKR OK, rv)) throw new Exception
("C GetSlotList failed");

Systemout.println("Token initialization");

rv = rtpkcsll. C I nitToken(pSlotList[0], DEFAULT_SO PIN, new NativelLong(DEFAULT_SO PI N.
I ength), TOKEN_LABEL);

if (!PkcsllConstants. equal sPkcsRV(PkcsllConstants. CKR OK, rv)) throw new Exception
("C_ GetSlotList failed");

System out . println("Openi ng session");
Nat i veLongByRef erence phSessi on = new Nati veLongByRef erence();
rv = rtpkcsll. C_ OpenSession(pSlotList[O0],
new Nati velLong(Pkcs11lConstants. CKF_SERI AL_SESSI ON | Pkcs11Constants. CKF_RW SESSI ON),
null, null, phSession);
if (!PkcsllConstants. equal sPkcsRV(PkcsllConstants. CKR OK, rv)) throw new Exception
("C GetSlotList failed");

hSessi on = phSessi on. get Val ue();

Systemout.println("Logging in as adnmnistrator");

rv = rtpkcsll. C_Logi n(hSessi on, new NativelLong(Pkcs11Constants. CKU_SO), DEFAULT_SO PIN, new
Nat i veLong( DEFAULT_SO PI N. |1 engt h));

if (!PkcsllConstants. equal sPkcsRV(PkcsllConstants. CKR_OK, rv)) throw new Exception
("C GetSlotList failed");

Systemout.println("User PINinitialization");
rv = rtpkesll. C I nitPlI N(hSession, DEFAULT_USER PI N, new NativelLong(DEFAULT_USER PIN. | ength));
if (!PkcsllConstants. equal sPkcsRV(PkcsllConstants. CKR OK, rv)) throw new Exception
("C GetSlotList failed");
} catch (Exception e) {
System out . println(e.get Message());
} finally {
if (rtpkesll !'= null) {
System out . println("Loggi ng out");
NativeLong rv = rtpkcsll. C_Logout (hSession);

Systemout. printIn("C osing session");
rv = rtpkcsll. C_C oseSessi on( hSession);

Systemout. println("Finalizing PKCS11 library");
rv = rtpkesll. C Finalize(null);

Systemout. println("Test has been conpleted.");

Bonblue npumepos no pabote ¢ Gubnmotekon pkes11jna moxHo Hantn B PyTtoken SDK B anpektopun sdk/java/samples.


https://www.rutoken.ru/developers/sdk/
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