Hactpoiika ayteHTupmkaumm no PytokeH SLIMN B OpenVPN Ha
Linux
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BBenenHue

B AaHHOM MHCTPYKUMKM onucbiBaeTCs, Kak HacTpouTb aBTopusaumio B OpenVPN ¢ nomoubio PyTtoken 3LIM 2.0/3.0.

3a ocHoBy B3fATa cTatbs http://habrahabr.ru/company/aktiv-company/blog/137306/.

[MpoBepka mogenu ycTpomncrea

1. Mogkniounte USB-TOKEH K KOMMbIOTEPY.
2. [nsa onpegeneHus Ha3BaHusi mogenu USB-TokeHa oTkpoinTe TepMUHan n BBeaUTe KOMaHay:

$ | susb

B pesynbTate B okHe TepmuHana otobpasntcs HasBaHue mogenu USB-TokeHa unu Tonbko ID.

[dmitrieva@localhost ~]1% lsusb

Bus 001 Device 001: ID ld6b:0082 Linux Foundation 2.8 root hub
Bus 002 Device 004: ID 0a89:0030 Aktiv Rutoken ECP

Bus 002 Device 003: ID 0eOT:0002 VMware, Inc. Virtual USE Hub
Bus 002 Device 002: ID 0eOf:0003 VMware, Inc. Virtual Mouse
Bus 002 Device 001: ID ld6b:0081 Linux Foundation 1.1 root hub

:~$ lsusb
Bus @01 Device 001: ID 1d6b:0002 Linux Foundation 2.8 root hub
Bus 0682 Device 005: ID 0aB9:0630
Bus 002 Device 004: ID OeOT:0008 VMware, Inc.
Bus 002 Device 003: ID 0e0f:0002 VMware, Inc. Virtual USB Hub
Bus 002 Device 002: ID Ge@f:0003 VMware, Inc. Virtual Mouse
Bus 002 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub

Y6eputecsb, 4to ncnonsayete: Aktiv Rutoken ECP

B HekoTOpbIX cryvasix Ha3aBaHWe YCTPOMCTBa MOXET He 0TobpaxaTbCsl, TorAa opueHTMpyiTeck Ha 3HaveHne 0a89 B ID - Takol BeHAop id uMetoT Bce
ycipoiictsa PyTokeH.

CteHp

[na npumepa Bo3bmeM PyTokeH 3OLIM 2.0 2100, oTchopmaTmpoBaHHbI Yepes MNaHenb ynpasneHns PyTokeH, cepBep 1 KnNneHT. B kayecTBe anctpubyTtnea
ncnone3osanack Ubuntu 1804.

O6wmnn nopsiAoK AeNCTBUN

Cepsep


http://habrahabr.ru/company/aktiv-company/blog/137306/

1. YcTaHaBnuBaem Heobxoammele ans pabotbl PytokeH SUIM 2.0 nakeTbl:

$ sudo apt-get install pcscd libpcsclitel libccid

2. YcraHaBsnuBaem XCA:

$ sudo apt-get install xca

3. Banyckaem XCA:

$ sudo xca

3.1 Cospnaem Hosyto 6a3y File->New Database.
3.2 Cospgaem kntov YL Private Keys->New Key, Ha3oBeM ero CAkey, Keytype Bbibupaem RSA, Keysize 2048 bit.

Cospaem ceptudmkat YL Certificates->New Certificate cornacHo npeacTaBfeHHbIM CKPUHLLOTaM:

X Certificate and Key management 0

Create x509 Certificate

Source Subject = Extensions Key usage Netscape | Advanced

Signing request

Signing

®) Create a self signed certificate with the serial |1

Signature algorithm SHA 1 -

Template for the new certificate

[default] CA -

Apply extensions | | Apply subject| | Apply all

Xcanco




Create x509 Certificate

X Certificate and Key management

Source | Subject | Extensions = Keyusage | MNetscape | Advanced
Distinguished name
Internal name CA organizationName qwe
countryName RU organizationalUnitName |asd
stateOrProvinceName |Moscow commonName CA
localityMame msc emailAddress CAa@demo.local
Type Content Add
Delete
|
Private key

| CAkey (RSA:2048 bit)

- Used keys too

Generate a new key

Xcace




X Certificate and Key management 2

Create x509 Certificate
Source = Subject | Extensions | Keyusage | MNetscape | Advanced
X509v3 Basic Constraints Key identifier
Type Certification Authority - Subject Key Identifier
Path length Critical Authority Key Identifier
Validity Time range
Not before | 2020-04-22 12:25 GMT |~ 1 Years - Apply
Not after 2021-04-22 12:25 GMT | ~ Midnight Local time No well-defined expiration
X509v3 Subject Alternative Name Edit
X509v3 Issuer Alternative Name Edit
X508v3 CRL Distribution Points Edit
Authority Information Access OCSP - Edit
Xcarce

3.3 Co3paewm kntou cepepa OpenVPN: Private Keys-> New Key, HasoseMm ero Serverkey, Keytype - RSA, Keysize - 2048 bit.

Cospaem ceptudukat cepsepa: Certificates->New Certificate cornacHo npeacTtaBneHHbIM CKpUHLIOTaM.



o =
Create x509 Certificate M‘

Source Subject = Extensions Key usage Metscape  Advanced

Signing request

Signing

Create a self signed certificate with the serial

® Use this Certificate for signing CA A

Signature algorithm SHA 1 -

Template for the new certificate

[default] HTTPS_server -

Apply extensions | | Apply subject| | Apply all

Xcano




X Certificate and Key management

Create x509 Certificate ﬁ 1-\
Source | Subject | Extensions = Key usage = Netscape = Advanced
Distinguished name
Internal name |server | organizationName |que |
countryName |RU | organizationalUnitName |asd |
stateOrProvinceMame |Moscow | commonName |server |
localityName [msc | emailAddress |server@demo.local |
Type Content | Add |
| Delete |
|
Private key
’Serverkey (RSA:2048 bit) - Used keys too |§enerate anew key|
l ok ] | Xcancel |




X Certificate and Key management X

Create x509 Certificate

source Subject Extensions Key usage Netscape Advanced

¥509v3 Key Usage X509v3 Extended Key Usage
Critical Critical

Digital Signature
Nen Repudiation TLS Web Client Authentication
Key Encipherment Code Signing
Data Encipherment E-mail Protection
Key Agreement Time Stamping
Certificate Sign Microsoft Individual Code Signing
CRL Sign Microsoft Commercial Code Signing
Encipher Only Microsoft Trust List Signing
Decipher Only Microsoft Server Gated Crypto

Microsoft Encrypted File System
Netscape Server Gated Crypto
Microsoft EFS File Recovery
IPSec End System

IPSec Tunnel

IPSec User

IP security end entity
Microsoft Smartcardlogin
OCSP Signing

EAP over PPP

EAP over Lan

Signing KDC Response

Xcanco

3.4 OkcnopTtupyem ceptudukat YL, B charin CA.crt, kntou cepsepa B chaiin Serverkey.pem u ceptudmkaT cepsepa B caiin Server.crt (Private Keys-
>Export, Certificates->Export).

4. Ans pabotbl ¢ PyTokeH QLM HyxxHa 6ubnuoteka PKCS#11. 3arpy3untb ee MOXHO Mo ccbinke. MNocne 3arpysku yctaHaBnmBaem 6ubnmoTteky n
yKasbiBaeM NnyTb K Hei: File->Options.


https://www.rutoken.ru/support/download/pkcs/#linux

X Certificate and Key management

XCA Options
Settings | Distinguished name |m|
V’ fopt/aktivcofrutokenecp/amd6d/librtpkcsllecp.so Add
| Remove |
[ search |
| Pok || Xcancel |

4.1 Mopgkntovaem PyTtokeH. Co3paem kntoy «Ha 6opTy» PytokeH SUIM: Private Keys -> New Key. Mo 3anpocy Bsogum PIN-koa.

X Certificate and Key management

New Key %

Please give a name to the new key and select the desired keysize

Key properties

Name  |clientkey |

Keytype | Rutoken ECP =no label> #3ace7171 (RSA Key of 512 - 2048 bits) ~ |

Keysize | 2048 bit v

(] Remember as default

I GCreate H XCanceI |

4.2 Co3pgaem cepTudmkaT KnneHTa:



X Certificate and Key management B
- = N
Create x509 Certificate Ml

Source | Subject = Extensions = Keyusage = Netscape | Advanced

Signing request

Signing

Create a self signed certificate with the serial

8 Use this Certificate for signing CA -

Signature algorithm SHA 1 -

Template for the new certificate

[default] HTTPS client -

Apply extensions | | Apply subject | Apply all

Xcoce




X Certificate and Key management

Create x509 Certificate J@l 1-\
Source | Subject | Extensions = Key usage = MNetscape = Advanced
Distinguished name
Internal name |Client | organizationName |quwe [
countryName |RU | organizationalUnitName |asd [
stateOrProvinceName |Moscow | commonName |Client [
localityName [msc | emailaddress |Client@demo.local [
Type Content | Add |
| Delete |
I
Private key
“ Clientkey (Token RSA:2048 bit) - ]I Used keys too |§enerate a new key|
I Fok ] | X cancel |




X Certificate and Key management £

Create x509 Certificate

Source Subject Extensions Key usage Netscape Advanced

X509v3 Key Usage ¥509v3 Extended Key Usage
Critical Critical

Digital Signature TLS Web Server Authentication
Non Repudiation TLS Web Client Authentication
Key Encipherment Code Signing
Data Encipherment E-mail Protection
Key Agreement Time Stamping
Certificate Sign Microsoft Individual Code Signing
CRL Sign Microsoft Commercial Code Signing
Encipher Only Microsoft Trust List Signing
Decipher Only Microsoft Server Gated Crypto

Microsoft Encrypted File System
Netscape Server Gated Crypto
Microsoft EFS File Recovery
IPSec End System

IPSec Tunnel

IPSec User

IP security end entity
Microsoft Smartcardlogin
OCSP Signing

EAP over PPP

EAP over Lan

Signing KDC Response

Xcano

4.3 Koraa XCA npeanoxuT coxpaHuTb cepTUduKaT Ha TOKeH, Haxumaem «Yesy» n BBoamm PIN-koa. 3akpbiBaem XCA.

5. YcraHaBnuBaem OpenVPN:

$ sudo apt-get install openvpn

6. Cosgaem cbaiin ¢ napameTpamu anroputma Juddu-Xenvaxa:

$ openssl dhparam - out dh2048. pem 2048

7. Co3paeM KoHUrypaumoHHelii paiin cepsepa OpenVPN:

$ nano openvpn. conf

Y Hac, Hanpumep, OH BbIMMAAWT Tak:



port 1194
proto tcp
dev tap

ca /hone/user/CA crt

cert /home/user/ Server.crt
key /hone/ user/ Serverkey. pem
dh / hone/ user/ dh2048. pem

server 10.0.0.0 255.255.255.0
i fconfig-pool - persist ipp.txt

keepal i ve 10 120
ci pher BF-CBC
conp-1| zo
persi st - key
persist-tun

status openvpn-status. | og
verb 3

8. 3anyckaem cepep OpenVPN:

$ sudo openvpn --config /hone/ user/openvpn. conf

KnueHTt

9. YcTaHaBnuBaem nakeTbl, Heobxoaumble Ans paboTbl PyTokeHa:

$ sudo apt-get install pcscd libpcsclitel Iibccid

10. Ycranaenmeaem OpenVPN:

$ sudo apt-get install openvpn

11. Y3Haewm ID koHTeliHepa, B KOTOPOM Ha PyTokeHe XpaHsATCs Kntod 1 cepTudmkat. Y3HaTb 3TOT ID MOXHO C NOMOLLbIO KOMaHAb!:

$ openvpn --show pkcsll-ids [ PKCS#11 ]

12. Co3paeM KOHpUrypaLmoHHBI chaiin KnueHTa.

client

dev tap

proto tcp

remot e XxX.XXX.XXX.xxx 1194
resolv-retry infinite

nobi nd

persi st - key

persist-tun

ca /hone/ qwe/ CA. crt

pkcsll-providers /usr/lib/librtpkcsllecp.so

pkcs1l-id ' Akti v\ x20Co\ x2E/ Rut oken\ x20ECP/ 2d105684/ Rut oken\ x20ECP\ x20\ x3Cno\ x20I abel \ x3E/ C67F8A314C24E080'
pkcs11- pi n-cache 300

conp-1| zo
verb 3



® B napametpe pkcs11- provi der s yka3biBaem nyTb k 6ubnmoteke PKCS#11.

® B napametpe pkcsll-id ykasbiBaem ID KoHTelHepa, nony4eHHbI Ha 11 ware.

13. Moakniovaemcs k VPN-cepsepy:

$ openvpn --config [ ]

Ecnw sanpoca PIN-koga PyTokeHa He MPpOMCXOANT, BLINONTHUTE AENCTBMSA MO UHCTPYKLIN.


https://dev.rutoken.ru/display/KB/LN1002
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