6. CosnaHue ceptudukaToB U3 Beb-mHTepdeica
aAMUHUCTpaTopa

Moakno4eHne KNMeHTOB BO3MOXHO ABYMS cnocobamu:
1) c nomoLLbio hU3NYECKOrO Krtova PyToKeH;

2) ¢ NOMOLLIbI0 MOBUINBHOIO YCTPOWCTBA.

MoakntoyeHne ¢ NOMoLLbL PU3NYECKOro Krtova PyTokeH

OB6bI4HO MCnonb3yeTcs AN KOMNbloTepa uUnu HoyToykos Ha 6ase OC Windows nnm macOS.
[lns sToro nogknio4eHns HeobxoanMMmbi:

® PyTOKeH C AeWCTBYIOLLIMM CEePTUPUKATOM.
® T[porpamma PyTokeH VPN KnueHT, ycTaHoBNeHHasi Ha KoMnbloTepe.
®  KoHdurypaumoHHbIi dbann ans Hactpoiku PytokeH VPN KnueHta

1) Ans reHepaummn ceptudmkara n koHurypaumoHHoro darna, nepenaure Ha Bknaaky "lMonb3osateny u ceptudukaTol” v Beibepute "Cnncok

nonb3oBatenen .

HanpoTuB Hy>HOro nonb3oBaTtenst HaxMuTe "PyTokeH".

MonbsoBatenun u ceptudukarsl v CeTb M cucTema v YnpaBaeHue YCTPOMRCTBOM v

Monesosatens: RutokenVpn  3asepunTe ceanc

Pytoken VPN Knunent

-
CMUCOK NONTb3OBATENIEA

o CrncoK

MOJIb3OBATENEN | = NOKANbHEIA NONb30BATENb ” = WIMMOPT M3 ACTIVE DIRECTORY | Bee v
O CEPTUOUKATEI

MOMb30BATENEN
O NOAKIKUEHHBIE MONL30OBATENb FEHEPALLMA CEPTUOUKATOB

NONb3OBATENN

Q test | {1 10S/ANDROID ” 12 pyTOKEH |

2) inst reHepauum cepTucdukarta Ha PyTokeH, Heo6x0AMMO YCTaHOBUTL Ha KoMnbioTep PyTokeH MNnarvH u BkniounTs B Gpayaepe paclumpeHue Apanrtep

PyTokeH NnarvH.




YCTAHOBWUTE PYTOKEH MNJAAIrMH

Y1006l BOCNOAB2OBATECA CEPBHCOM Camoobonyx1eaHHa Pytoken VPN ana nogrotoexm USE-
| TokeHoB PyTokeH 3L, HeobxoAumo 2arpyanTb M YCTAHOBHTL AONOAHWTENBHOE MpOrpamMmMHoe "
ofBecneveHme anA Bpayzepa. Mocne yctaHoBkM NoTpebyeTca NnepezanycTTe Bpayzep.

— PytokeH [narud anA onepaymoHHbix cvcTem Windows u Mac 05

BCE MOHATHO

MepenauTte No cneumnanbHON CCbINKe Ha CTPaHWULLE U BbIMOSTHUTE YCTaHOBKY.
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@ BOMPOC-OTBET 3arpyaeTca daiin PyToken Maarud gna Windows.

..
EHTP 3ArPY3KM SErpVSKE HaYHETCA aBTOMATHHECKH Yepes L] CeKyHAabI. Ecnn 3arpy3Kka He Ha4anachg UCMNOMb3yHTE NMPAMYIO CCbINKY @
ANA NPMHYANTEAIBHON 3arpy3skk danna. ®
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[pHYTbCA B pazaen «PyTokeH Mnarun»

Pytoren ana Kpuntollpo

MacTep yCTaHOBKA NO380NAET M3MEHHTE aocol yCTaHoBKkM
Wi YAENEHIA KOMTOHEHTOB PyToicer Mhari Ha
KotioTepe. HammaTe KHonky «Janees, YTofsl
MPOLOITKHTE, WK KHOMKY «OTMeHa#, 4Tobbl BLIiTH 13
MACTEPa YCTaHOBKI.

PyTtoken ana Signal-COM
PytoreH Mnarux
BuGnmorera PKCS#11
Jlpaiisepbl AnA *nix

Apaiieepsr ana Mac

M0 nna Pytoken Web

M0 pna Pyroken VPN

MozynH HHTerpaumh ¢
OpenSSL

Apaiieeps PyToken
Maructpa

O JOKYMEHTALWA

-
ﬁ’lkumkenplu%in msi e A
easimArHbI - Paint [f

Ecnun PyTokeH MnaruH yxe 6bin ycTaHOBMEH, NEPEXOANTE K CrieaytoLlemy Lary.

3) YcraHoBuTe U BkriounTe B 6paysepe Agantep PyTokeH MnarvH.




YCTAHOBUTE AAAINTEP PYTOKEH MN/AIrNH

Y100 BOCNOAB20BATECA CEpPBHCOM camoobonyxmeaHMAa Pytoken VPN ana noarotoewm USB-
TokeHos PyToken 3UM, Heobxogumo 3arpysmTb M YCTAaHOBHMTE ACNOAHWTEBHOE NPOrpamMmMHoe
obecneveHne anA Bpayzepa. MNocne ycTaHoBKK NoTpebyeTca NepezanycTuTe Bpayzep.

— Apantep PytokeH [naruy ana Bpaysepa Google Chrome

BCE MOHATHO

Ans 6paysepa Google Chrome

1) YcraHosuTe paclumpenne Agantep PyTokeH MNnaruH

2) Ecnu pacwupenune Agantep PyTokeH lNnarvH yxe ycTaHOBMEHO, HO OKHO BCe paBHO OTOBpaxaeTcsi, TO BbINOMHUTE OAHO U3 AEACTBUN:

® [lpoinamnTe Mo CChinke U B BEPXHE YaCTU OKHa HaxkmuTe "Brrounts".

® BkntouuTte aganTtep B HacTpolkax bpaysepa : [lononHuTenbHble MHCTPYMEHThI - Paclunperus - Agantep PyTokeH lMnaruH.
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Ans 6paysepa Mozilla Firefox

3angute B paclumpeHus n BknounTe pacwumperne Agantep PytokeH MnaruH.



https://chrome.google.com/webstore/detail/%D0%B0%D0%B4%D0%B0%D0%BF%D1%82%D0%B5%D1%80-%D1%80%D1%83%D1%82%D0%BE%D0%BA%D0%B5%D0%BD-%D0%BF%D0%BB%D0%B0%D0%B3%D0%B8%D0%BD/ohedcglhbbfdgaogjhcclacoccbagkjg?utm_source=chrome-app-launcher-info-dialog
https://chrome.google.com/webstore/detail/%D0%B0%D0%B4%D0%B0%D0%BF%D1%82%D0%B5%D1%80-%D1%80%D1%83%D1%82%D0%BE%D0%BA%D0%B5%D0%BD-%D0%BF%D0%BB%D0%B0%D0%B3%D0%B8%D0%BD/ohedcglhbbfdgaogjhcclacoccbagkjg

Mocne ycraHoBkn PyTokeH MnarvHa npu nepeom 3anycke, B 6paysepe oTo6pa3nTcs OkHO ¢ coobLeHnem o paspelleHnn ycTaHoBUTb Anantep PyTokeH
MnaruH. Paspelunte ycTaHoBKY.

Another program on your computer would like to modify Firefox with the
following add-on:

Rutoken Plugin Adapter 1.0.3.0
I Location: C\Users\timofeevsky\AppData\Roaming\Aktiv Co\Cry...

Install add-ons only from authors whom you trust.

o & Allow this installation e

You can always change your mind at any time by going to the Add-ons
Manager.

o Continue |e

Ecnu no kakoi To npuynHe nponycTunn 3To OKHa, TO 3anguTe B paclumpeHus 1 BkoumMTe Agantep PyTOKeH Mnarun.
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4) Mopwniounte PyTOKeH K KOMMNBIOTEPY M OGHOBUTE CMIUCOK YCTPOWCTB.
5) Beeaute PIN-kop ycTpoiicTBa.

6) Psipom ¢ ID Heo6xoaMMoro ycTpoitcTBa HaxmuTte "Bbibpats”.



BbIBOP K/TOYEBOIO HOCUTENA

He obHapymeHo HU odHoeo nodxodaweso ycmpolcmaad.
OBHoeumsb cnucok yempolicma

OTMEHA

BblBOP K/TFOHEBOIO HOCUTENA

BriBepute 1z cnmcka USB-TokeH, KoTophii ByAeT MCNONbBI0BATLCA ANA NOAKMAKHeHHA K VPN,

MOAENb ID 1 MUMA
0B6HBEETET
R |
I
OTMEHA

BblBOP K/IOHEBOIO HOCUTENA

BoiGepute U3 cnivcka USB-TokeH, KoTopelit ByaeT MCNONb30BATLCA A1A NoAKMIOHNEHHA K VPN,

MOAENb ID 1 UMA !
I
DB65BBETE1
lE Rutoken ECP testTim +" BLIEPATH i
f
OTMEHA

7) OoxAavTech OKOHYaHUs npouecca reHepaumm cepTudukaTa.

OObI4HO 3TOT Npouecc 3aHnMaeT oT 30 cekyHA A0 5 MUHYT, 3TO 3aBUCUT OT Mogenun PyTokeHa.



Monb3oBaTenbckuin cepTudmkaTt MMeeT CTaHAAPTHBIV CPOK AeNCTBUS 2 roaa.

Mpy HeOBXOAMMOCTM MOXHO YAANUTb NONb30BaTENLCKUIN CepTUCMKAT C cepBepa, Nocne 3TOro NOAKMHYEHME NO AaHHOMY cepTudukaTy yCTaHOBUTb
OyaeT HEBO3MOXHO.

BbIMO/IHEHWUE HEOBXOA4MMbIX OMEPALLUA

Moarotoexa USB-Tokena. Mpoyecc, B 2aBMCHMOCTH OT MOAENH YCTPONCTEA, MOMET 2aHATE oT |
Ao 5 munyT. Momanyicta, nogowaure!

Cmamyc: lenepupyes kaodeayro napy...

BCE TOTOBO

Ceptudrkat PyTokeH VPN KnueHT ana nonbzoeatens test Gbin YCNeWHo creHepHpoBaH.

3AKPLITb |

8) 3arpyaute KOH(UrypaLMOHHbLIN haiin.
[nsi aTOro B CTpoOkKe ¢ HeobxoaMMON KoHdUrypaumen Haxmmute "3arpyanTs”.

9) CoxpaHuTe €ro Ha BHELLHWI HOCUTESb 4N nepefayn COTPyAHUKY WU OTrpaBbTe MO 3MEKTPOHHOM NouyTe.



KOMIMbHOTEP M1 HOYTBYK

AR HACTPOIKM NoTpeByeTca KAYeBoi HocuTeNb PyTokeH LM 1
¥ ¥
YCTAHOB/IEHHOS NPHAGKEHHE PYTOKEH VPN KaueHT.

| c‘ NOATOTOBUTL USE-TOKEH U KOH®UTYPALLUKD

JocTtynHble kKoHUrypaumm
TUM MOAKNHOUEHNA AATA CO3[LAHUA

lE PyTtoken VPN knuent 1370472017

MJAHLLET W CMAPT®OH

/AR HACTpoiikK noTpeGyeTcA YCTaHOBAEHHOE MOGHIBHOE
npuacHeHue OpenVPN aaa 10S wan Android.

| 'ﬁ MOATOTOBUTE KOHPUTYPALLMKD

KOH®UIYPALLMA

o| &, 3AIPYIUTL | e

1994-2017 © KomnaHua «AKTHE~

MoakntoyeHne ¢ NOMOoLLbI0 MOBUITBHOMO YCTPONCTBA

[aHHbIA TMN NOAKNI0YeHNA AOCTYNeH B UHTepdelice Tonbko B RSA-pexume koHdurypauum LieHtpa CepTtudmkaumm.

1) BoitauTe B CBOW NNYHLI KABUHET C YCTPOICTBA, KOTOPOE HAXOAUTCS B KOPNOpaTUBHOM CEeTH.

JlorvH 1 naponb Bam He06X0AMMO y3HaTb y CBOEro CUCTEMHONO agMUHUCTpaTopa.




PYTOKEH VPN

ABTOPU3ALINA

ﬂCIJKEIﬂ},I'ﬁETH_. BEEOWTE NOrMH KW Naponk

test

ABTOPWU3OBATECAH

NAHENL ¥YNPABNEHWA PYTOKEH VPN
1994-2017 © Komnanwa «AxTHEs

2) Buibepute TMN ycTpoiicTea - [NnaHLWweT unu cMapTgoH.



Monb3oeatens: test 3aseplwinTe ceaHc

KABUHET MOJIb3OBATE/A

Ana nogrnoyeHnA K VPN ¢ Mcnonb3oBaHHem TeXHONOTHIA PYToOKEH HEOBX0AHMMO NPOH3BECTH HACTPOKY HCMOMb3YEMbIX YCTPOHCTE.
BriGepuite TN yCTPOICTEA, KOTOpPOE HEOBXDAMMO HACTPOMTE ANA pafoTel c PytokeH VPN.

KOMMBKOTEP UM HOYTBYK MNAAHWET WU CMAPT®OH
ANA HACTpOiKK NoTpebyeTcA KAKYEBOI HOCHTENb PyTokeH LN u LA HAcTpoiiKK NoTpeByeTcA YCTaHoBARHHOS MOBHUAbHOE
YCTAHOBAEHHOE NpuAokeHwne PyToken VPN KamenT. npunoserke OpenVPN ana i05 wak Android.
| ﬁ NOATOTOBMTE USB-TOKEH M KOH®WUIYPALIMID | a' NoAroToBUTE KOH®WUIYPALLMHD

O3HakoMbTeChb C TPEMS Laramn HaCTPONKN 1 HaxkmuTe "lMpoaomkuTb".

HACTPOMKA KOMMbIOTEPA WU/IN HOYTBYKA

[nA HAaCTPOFKK NAaHWeTa Ak cMapTdoHa, paboTalmx No4 YNpaeneHHem onepaumroHHbIX
cuctem 105 1 Android, HeoBGX0AMMO BEINOMHWTE CAEAYIOWME ASHCTEHA:

1. Co3aath dain c HACTPoHKamMK NoaxknHeHHa (koHdmrypaumio VPN) moBuasHoro ycTpoicTsa. 1

2. Nepenectu 370T dhain Ha mobBHAbHOE YCTPOKCTBO N0GbIM AOCTYMHbIM cnocobom. Mpowe
BCEro 3T0 CAe/NaTh, OTAPABME €ro Mo 3NEKTPOHHON NoHTe. !

3. YCTaHOBHTL Ha NNaHWeTe HAK cMapTdoHe mobunsHoe npuaoxerte OpenVPN 1 sarpyauts B -
Hero dann koHdurypauni. Mosgpasnaem, Bbl B ceTh! |

OTMEHA NPOAO/IKWUTE

3) 3arpysute KOH(UrypaumMoHHbIl haitn ansi MOGUNBHOIO KNMeHTa.

[nsa atoro HaxwmuTe "3arpy3uTb".

4) CoxpaHuTe ero Ha BHELLHWi1 HoCUTeSb A1 epefayu CoTPYAHUKY UK OTMpaBbTe MO ANIEKTPOHHOM novTe.
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