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BeeneHue

34ecb NpMBOAUTCA MHCTPYKLMSA MO HACTpoWike AOCTyna K yaaneHHoMmy cepepy ¢ nomolubio OpenSSH n PytokeH SLIM. PyTokeH paboTaeT kak ¢
6ubnunotekon | i brt pkcsllecp. so, Takwu 6ubnuotekon pkcsll. so n3 coctasa OpenSC.

CrteHg

Cepsep Ubuntu x86,

Knunent Ubuntu x86,

Knuent Windows 10;
PyTtoken 3L, oTdhopmaTmpoBaHHbIi Yepes MNaHenb ynpasneHus PyTokeH.

Mopsiaok gencteuin anst ubnuotekn | i brt pkcsllecp. so

0. NpoBepka moaenu ycTpoincTea

1. Mogkniounte USB-TOKEH K KOMMBIOTEPY.
2. Onsa onpegenenHns Ha3BaHusi mogenu USB-TokeHa oTkpoinTe TepMUHan n BBeaUTe KOMaHay:

$ | susb

B pesynbTate B okHe TepmuHana otobpasuntca HassaHue mogenu USB-TokeHa:

[dmitrieva@localhost ~]% lsusb

Bus 001 Device 001: ID ld6b:0082 Linux Foundation 2.8 root hub
Bus 002 Device 004: ID 0a89:0030 Aktiv Rutoken ECP

Bus 002 Device 003: ID 0eOT:0002 VMware, Inc. Virtual USE Hub
Bus 002 Device 002: ID 0eOf:0003 VMware, Inc. Virtual Mouse
Bus 002 Device 001: ID ld6b:0081 Linux Foundation 1.1 root hub

Y6eputecsb, 4to ncnoneayete: Aktiv Rutoken ECP

1. MeHepavuun knioven
MepBbii BapyaHT
Ha cepBepe vnu no6oii KNMMEHTCKOW *nix MaLLMHE BbINOMHSEM CrieaytoLime AeNCTBUS:

1.1 YcTaHaBnuBaem Heobxoammble Anst paboTbl ¢ PyTOKeH nakeTbl:

$ sudo apt-get install opensc



1.2 YctaHaBnuBaem 6ubnuoteky | i brt pkcsllecp. so (http://www.rutoken.ru/support/download/pkcs/)

1.3 M'eHepupyem knioyeByto napy Ha PyTokeH:

$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so --keypairgen --key-type rsa:2048 -1 --id 45

1.4 KoHBepTtupyem B hopmaTt ssh OTKpbIThIN Koy Ha PyTOKeH:

$ ssh-keygen -D /usr/lib/librtpkcsllecp.so -1 0:45 >> key. pub

3aecb napa 0:45 - 3o <cnoT>:<id>.
1.5 fononHutensHo Ans ucnons3osaHu SSH-knueHTa PuttySC Ha Windows

1.5.1 BbinucbiBaeM cepTudurkat Ans creHepnpoBaHHOM KMoYeBOW napbl:

$ sudo apt-get install I|ibengine-pkcsll-openssl

$ openssl

penSSL> engi ne dynamic -pre SO PATH: /usr/lib/engines-1.1/pkcsll.so -pre |D: pkcsll -pre LIST_ADD:1 -pre LOAD -
pre MODULE_PATH: /usr/lib/librtpkcsllecp.so

QpenSSL> req -engi ne pkcsll -new -key 0:45 -keyform engine -x509 -out cert.cert -text -days 365 -text

penSSL> exi t

1.5.2 KoHsepTupyem ceptudmkat B DER-dopmar:

$ openssl x509 -in cert.cert -out cert.der -outformder

1.5.3 imnopTtupyem cepTtucmkat Ha PyTokeH:

$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -1 -y cert -wcert.der --id 45 --|abel Rutokenl

Brtopoit BapuaHT

Ha cepBepe vnu nobow KNMMEeHTCKOM *nix MaLLMHE BbIMOMHSEM CrieaytoLume AeNCTBUS:
1.1 YcTaHaBnuBaem opensc.

1.2 bubnvoteky | i brt pkcsllecp. so nomewaem B gupektopwmio / usr/ | i b/

1.3 YcraHaBnuBaem openssh-cl i ent unopenssl :

$ sudo apt-get install openssh-client openssl

1.4 T'eHepupyeMm KntoyeByto Napy:

$ openssl genrsa -out keys.pem 2048

1.5 Co3pgaem camonofnucaHHbIn cepTudmkar:

$ openssl req -new -key keys.pem -out cert.csr
$ openssl x509 -req -days 700 -in cert.csr -signkey keys.pem-out cert.cert

1.6 KoHBepTtupyem kntoumn n ceptudukat 8 DER-dopmart:

$ openssl rsa -inform PEM -in keys.pem -out keys. der -outform DER
$ openssl x509 -in cert.cert -out cert.der -outform der


http://www.rutoken.ru/support/download/pkcs/
http://www.softpedia.com/get/Network-Tools/Telnet-SSH-Clients/PuTTY-SC.shtml

1.7 UmnopTtupyem kntoum n ceptudmkaT B DER-cbopmaTte Ha PyTokeH:

$ pkcsll-tool --module /usr/lib/librtpkcsllecp.so -1 -y privkey -w keys.der --id 10 --1abel Rutokenl
$ pkcsll-tool --nodule /usr/lib/librtpkcsllecp.so -1 -y cert -wcert.der --id 10 --|abel Rutokenl

1.8 KoHBepTupyem oTKpbITbIN kntod Ha PyTokeH B hopmart ssh:

$ ssh-keygen -D /usr/lib/librtpkcsllecp.so -1 0:10 >> key. pub

3aecb napa 0:10 - 3To <cnoT>:<id>.
2. Hactpouka cepsepa
2.1 YctaHaBnuBaem openssh- server:

$ sudo apt-get install opensc openssh-server

2.2 Konvpyem Ha cepBep copepkumoe nonyyeHHoro Ha ware 1.4 (1.8 BTopoi BapuaHT) cdaina key. pub B chavin ~/ . ssh/ aut hori zed_keys (ecnu
TaKkoro ¢parina HeT, Hy>HO ero co3aaTb). [Ans daina ¢ NpuMBaTHBEIMM KIloYaMn U3MEHUTE NpaBa AOCTYMNa C MOMOLLbIO KOMaHAbI:

$ chnod 0600 ~/.ssh/authorized_keys

3. Hactpoiika *nix-knueHTta

3.1 YcraHaBnuBaem opensc n openssh-client:

$ sudo apt-get install openssh-client

3.2 YcraHaBnueaem 6ubnuoteky | i brt pkcsllecp. so (http://www.rutoken.ru/support/download/pkcs/)

3.3 BbI3biBaem

ssh-agent -p /opt/aktivco/rutokenecp/ and64/*

3.4 MNopgkntoyaemcs k cepBepy:

ssh -1 /Jusr/lib/librtpkcsllecp.so <usernane>@server>

4. Hactpoiika Windows-knueHta
4.1 YctaHaBnuBaem gpansepbl PyTokeH http://www.rutoken.ru/support/download/drivers-for-windows/.

4.2 HaunHas ¢ Windows 10, MoxHo ucnone3oBatb SSH uepes KomaHaHyto ctpoky unu PowerShell, ¢ ykazaHuem nyTu k Hawen 6mbnuoteku
rtPKCS11ECP.dII.

ssh -1 "C \W ndows\ Syst enB2\rt PKCS11ECP. dl | " <user name>@server >

Mopsiaok gencrteui anst Gubnmotekn opensc- pkcsll. so


http://www.rutoken.ru/support/download/pkcs/
http://www.rutoken.ru/support/download/drivers-for-windows/

1. Hactpoiika cepsepa

1.1 YcraHaBnuBaem openssh- server:

$ sudo apt-get install openssh-server

1.2 ®opmatupyem PyToKeH:

$ pkcsl5-init --erase-card -p rutoken_ecp

$ pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""

$ pkcsl5-init --store-pin --label "User PIN' --auth-id 02 --pin "12345678" --puk "" --so-pin "87654321" --
finalize

1.3 F'eHepupyem KrntoveByto napy Ha PyTokeH:

$ pkcsl5-init -G rsa/2048 --auth-id 02 --id 42

1.4 KoHBepTupyeM OTKpbITbIN Kntod B hopmat ssh:

$ pkcsl5-tool --read-ssh-key 42

3neck 42 — 370 id kntova.

1.5 MonyuyeHHbIN pe3ynbTaT konupyem B cpann ~/ . ssh/ aut hori zed_keys Ha cepBepe.
2. Hactpolika KnueHTa
2.1 YctaHaBnuBaem opensc v openssh-client:

$ sudo apt-get install opensc openssh-client

2.2 Bbi3biBaem

ssh-agent -p < ( symlink) opensc-pkcsll. so>/*

2.3 MNopgkntoyaemcs k cepBepy:

$ ssh -1 /usr/lib/opensc-pkcsll. so <usernane>@server>

B cnyyae nogknoyeHns ¢ ncnonb3oBaHWeM KoHUrypaLmoHHoro danna crnegyet BMecto napameTpa | denti t yFi | e po6asutb Snar t car dDevi ce co
3HaveHuem / usr/ i b/ librtpkcsllecp. so.
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1. Using OpenSSH with smartcards


https://web.archive.org/web/20150512024640/http://www.gooze.eu:80/howto/using-openssh-with-smartcards
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